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Quality web filter

Comprehensive web security

The Internet is full of temptations. Highly competitive pricing
Can your users resist them? Thousands of customers

The Internet is one of the most useful resources in the
office — but only if you can manage the potential issues:

» Productivity losses due to employees spending time on sites with little
work-related content

»  Security risks: from unsecure sites and from legitimate sites that have
been compromised

» Bandwidth losses from people downloading large files or watching
streaming media.

Run the 30-day trial of GFI WebMonitor to find out exactly how your Internet

connection and remote machines are being used and what security risks you are
exposed to.

Download your free trial from http://www.gfi.com/webmon -

GFI WebMomtor

Web security, ing and Internet access control
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Security world

Financial services cyber trends for
2015

If 2014 was the “year of

} the breach,” what
N q ; cybersecurity threats
A | await us in 2015? Here is

the list according to Booz
Allen:

1. There will be a shift towards active cyber
risk mitigation and monitoring with third
parties, versus the current “self-certification”
process that is proving less reliable.

2. The rise of the “fusion center.” Firms are
building cyber “fusion centers” that better
integrate the many different teams to boost
intelligence, speed response, reduce costs
and leverage scarce talent.

3. Information protected at the database and
data element level. The use of tokenization,
chip cards and other solutions will increasingly
render stolen data useless to hackers.

4. Rise in alternative payment systems
creates exposure. Use of underlying
technologies like Bluetooth or NFC creates
opportunities for cyber attacks and breaches.

5. Cyber crime analysis evolves away from
brute force to big data.

6. Hacktivism spreads to the Middle East.
Regional threat actors have adopted local
grievances and formed hacktivist collectives
similar to or associated with Anonymous.

7. “Western” cyber problems are coming to a
developing nation near you. Economic
prosperity and light-speed growth in mobile
banking in some countries have bypassed
regional and local financial organizations’
ability to manage threats.

8. Wargaming drives incident response
preparation.

9. Everything firms know about privacy has
changed. The next generation of privacy is
focused on the halo of information around
individuals — the transactional, behavioral and
navigation information generated as
individuals move and interact through the
online and physical world.

10. Cyber insurance usage grows while
coverage and ability to successfully make
claims shrinks. The insurance industry is in a
race to actuarially quantify new cyber risks
and to carve out coverage of large, uncertain
future risks.
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Hackers hit execs for insider info to
gain stock market advantage

FireEye's researchers have identified yet
another hacking group. Dubbed FIN4, the
hacking crew seems to be comprised of native
English speakers with "deep familiarity with
business deals and corporate
communications, and their effects on financial
markets."

Their targets are top executives, legal
counsel, outside consultants, regulatory, risk,
and compliance personnel, advisors and
researchers who are believed to have inside
knowledge about potential mergers and
acquisitions, deals and new research results.

Operational since at least mid-2013, the group
has targeted these individuals in over 100
publicly traded companies and advisory firms,
the majority of which are in the healthcare and
pharmaceutical industries.

Their weapons of choice are extremely well
crafted and personalized spear-phishing

emails that are meant to lead recipients to
phishing pages impersonating the Outlook
Web App login page and trick them into
sharing their Microsoft Outlook login
credentials.

"FIN4 uses their knowledge to craft convincing
phishing lures, most often sent from other
victims’ email accounts and through hijacked
email threads. These lures appeal to common
investor and shareholder concerns, enticing
the intended victims into opening the
weaponized document and entering their
email credentials," the researchers shared.

The researchers say that the attackers' goal
seems obvious: gain insider knowledge about
things that affect the companies' stock price or
future revenue, and act upon that information
in a way that would earn them money. As the
attacks are still ongoing, the researchers
advise organizations' network defenders to
disable VBA macros in Microsoft Office by
default (if possible), block a number of C&C
domains currently in use, and enable two-
factor authentication for OWA and any other
remote access mechanisms.

Most IT pros prefer open source to
proprietary software

According to a Ponemon
Institute study, more than
70 percent of IT
professionals in the US
agree that commercial
open source software
provides more control and
ensures better business
continuity than proprietary software.

Cost savings are no longer the hallmark of
open source in the minds of IT professionals,
with the ability to lower costs ranking below
quality in importance. This viewpoint is
echoed by 67 percent of IT and IT security
practitioners in EMEA.

EMEA organizations are more concerned with
the privacy consequences of messaging and
collaboration; US organizations focus more on
security.

“One of the most interesting survey results
was the slow adoption of open source
messaging and collaboration software, despite
IT professionals’ resounding trust in open
source software,” said Dr. Larry Ponemon,
chairman of the Ponemon Institute. “With the
majority of deployments being proprietary
solutions and the sentiment largely negative, |
would expect to see increased interest in new
solutions that are based on commercial open
source.”

Also, 89 percent of employees do not follow
company policy on sharing confidential
documents, and 74 percent of employees use
unauthorized messaging and collaboration
applications. For 65 percent of IT
professionals in the US, ease of use is the
most important factor for selecting a
messaging and collaboration solution. 55
percent of them plan to replace their
messaging and collaboration solutions within
two years, which is a significant opportunity
for open source to play a central role in the
future of security and privacy across the US
and EMEA.
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New non-profit CA aims to make
HTTPS use universal

To become ubiquitous, encryption must be
easy to set up and easy to use, and that's why
the Electronic Frontier Foundation (EFF),
Mozilla, Cisco, Akamai, IdenTrust, and
researchers at the University of Michigan are
working on setting up a new certificate
authority.

"With a launch scheduled for summer 2015,
the Let’s Encrypt CA will automatically issue
and manage free certificates for any website
that needs them. Switching a webserver from
HTTP to HTTPS with this CA will be as easy
as issuing one command, or clicking one
button," explained Peter Eckersley, technology
projects director for the EFF.

"The biggest obstacle to HTTPS deployment
has been the complexity, bureaucracy, and
cost of the certificates that HTTPS requires,"
he pointed out, adding that this is what
stopped many site administrators from
switching to HTTPS. Let’s Encrypt's goal is to
make the process last less than half a minute.

"Let’s Encrypt will employ a number of new
technologies to manage secure automated
verification of domains and issuance of
certificates," says Eckersley.

"We will use a protocol we’re developing
called ACME between web servers and the
CA, which includes support for new and
stronger forms of domain validation. We will
also employ Internet-wide datasets of
certificates, such as EFF’s own Decentralized
SSL Observatory, the University of Michigan’s
scans.io, and Google's Certificate
Transparency logs, to make higher-security
decisions about when a certificate is safe to
issue," he added.

The CA will also provide public records about
all the certificates it will issue and revoke.
Renewal of the certificates is automated.

The official overseer of the project is the
Internet Security Research Group which will,
along with the rest of the project's co-
founders, be actively working on setting up the
needed architecture in time for the scheduled
launch.

Open Whisper Systems helps
WhatsApp achieve end-to-end
encryption

The immensely popular
Whatsapp instant messenger
has the potential to become
an even more attractive option
for users, as the company has
partnered with Open Whisper
Systems to implement the
latter's TextSecure protocol into their clients.
Apparently, the two teams have been working
on this implementation for the last six months.

So far, the end-to-end encryption provided by
the protocol is only available in the most
recent WhatsApp Android client, and only for
text messages, but support for encrypted
messaging for group chat or media messages
is coming soon.

"WhatsApp runs on an incredible number of
mobile platforms, so full deployment will be an

incremental process as we add TextSecure
protocol support into each WhatsApp client
platform," the Open Whisper Systems team
shared in the announcement. "We have a
ways to go until all mobile platforms are fully
supported, but we are moving quickly towards
a world where all WhatsApp users will get
end-to-end encryption by default."

"We'll also be surfacing options for key
verification in clients as the protocol
integrations are completed," they added.

Also, this doesn't mean that OWS is
abandoning the development of its TextSecure
app, which was recently audited by a group of
German researchers.

"We’re excited to incorporate what we’ve
learned from this integration into our future
design decisions, and to bring this experience
to bear on integrations that we do with other
companies and products in the future," they
noted.
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China is building a quantum
encryption network between Beijing
and Shanghai

The race for setting up a secure long-distance
communication network based on quantum
encryption is on, and China is currently in the
lead.

"Since most of the products we buy come
from foreign companies, we wanted to
accelerate our own programme," said
Professor Pan Jianwei, a quantum physicist at
the University of Science and Technology of
China (USTC) in Hefei. "This is very urgent
because classical encryption was not invented
in China, so we want to develop our own
technology."

The project about which he's talking about
and leading is aimed at setting up a fiber-optic
cable between Beijing and Shanghai, which
will transmit quantum encryption keys.

The main advantage of quantum encryption
over regular encryption is that the encryption
keys are encoded into photons, which are
impossible for third parties to eavesdrop on
without measuring them, and by doing this,

introducing anomalies that will indicate that a
third party tried to gain knowledge of the key.
The disadvantage of a quantum encryption-
based system is that photons can't travel far,
meaning that this system that will connect two
cities distant over 663 miles (a little over a
thousand kilometers) will have to include at
least 20 nodes - and they will be vulnerable to
attackers.

Nevertheless, this is the future of encryption,
and the Chinese government has decided to
invest in this cable. If this proves to be a
successful experiment, eventually all
communications in China will likely include
quantum encryption.

The professor and others working on this
project are aware that while, in theory,
quantum communication provides complete
security, in practice that might not be true. So,
they have invited the finest Chinese hackers
to test it and share the knowledge once they
do. The project is set to be finished in two
years, and China stands to gain a system that
will allow the government, the military, and
financial institutions to exchange information
in a way that will prevent snooping from any
third party, including foreign governments.

Darkhotel espionage campaign
targets corporate executives

traveling abroad
Kaspersky Lab

C 8 researched the
g B Darkhotel espionage
campaign, which has
lurked in the shadows
for at least four years
while stealing sensitive
data from selected
corporate executives traveling abroad.

Darkhotel hits targets while they are staying in
luxury hotels. The most recent traveling
targets include top executives from the USA
and Asia doing business and investing in the
APAC region. The Darkhotel actor maintains
an effective intrusion method set on hotel
networks, providing ample access over the
years to systems that were believed to be
private and secure. They wait until after

check-in when the victim connects to the hotel
Wi-Fi network, submitting his room number
and surname to login.

The attackers see the victim on the
compromised network and trick the person
into downloading and installing a backdoor
that pretends to be an update for legitimate
software, such as Google Toolbar, Adobe
Flash or Windows Messenger. The
unsuspecting executive downloads this hotel
“welcome package,” only to infect his machine
with a backdoor for the Darkhotel spying
software.

Once on a system, the backdoor has been
and may be used to further download more
advanced stealing tools. Victims lose sensitive
information likely to be the intellectual property
of the business entities they represent. After
the operation, the attackers carefully delete
their tools from the hotel network and go back
into hiding.
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Cisco open sources Big Data
security analytics framework

"Technically advanced attackers often leave
behind clue-based evidence of their activities,
but uncovering them usually involves filtering
through mountains of logs and telemetry. The
application of big data analytics to this
problem has become a necessity," Cisco
Security Solutions manager Pablo Salazar
pointed out before announcing that the
company is open sourcing its OpenSOC Big
Data security analytics framework.

"The OpenSOC framework helps
organizations make big data part of their
technical security strategy by providing a
platform for the application of anomaly

detection and incident forensics to the data
loss problem," he explained.

OpenSOC integrates elements of the Hadoop
ecosystem such as Storm, Kafka, and
Elasticsearch, and offers the following
capabilities: full-packet capture indexing,
storage, data enrichment, stream processing,
batch processing, real-time search, and
telemetry aggregation.

The fact that all this data is provided through a
centralized platform allows security analysts to
detect the problems and react swiftly. The
emphasis is on data delivery being executed
"quickly" - in real-time, in fact - and all in one
place so that analysts don't need to check out
numerous reports and sources and waste
valuable time going through unstructured
data.

How to detect fraudulent activity in a
cloud without invading users'
privacy

The great thing about the
cloud is that companies
and users can use as
_.~ much compute power or
storage as needed at a
specific moment and pay
only for what was used. However, fraudulent,
illegal or undesired activities such as using a
cloud infrastructure to launch DDoS attacks or
cryptocurrency mining can ruin the experience
for those who use the cloud for private and
corporate purposes, as undesired activities
can continuously suck up too much bandwidth
and reduce the lifespan of the hardware.

The problem for cloud providers is the
following: how to detect such activity on their
infrastructure without performing network
packet inspection, i.e. invading a paying
user's privacy?

"A way of doing this would be to use data
aggregates, which do not give a lot of detalil,
such as CPU usage or the number of outgoing
packets in a closed interval, to perform a first
classification," researchers Marc Solanasa,
Julio Hernandez-Castrob, and Debojyoti Dutta

explained in a paper. "In case a fraudulent
activity is suspected, then a more in-depth
method can be used. This way allows users
who run regular workloads to keep their
privacy while detecting suspicious activity."

The samples of data were collected from an
OpenStack cluster, featuring regular
workloads and fraudulent ones. By testing
different classification algorithms, the
researchers attempted to classify 5 types of
jobs: regular workload (Hadoop workload or
highly CPU-intensive job), internal DDoS
attack, cryptocurrency mining, and physical
network failure.

Of all the OpenStack components, Ceilometer
- the Telemetry Service that provides all the
usage metrics cloud providers need to
establish customer billing - proved to be the
most useful. By using five seconds data
aggregates of several common metrics (CPU,
disk and network) during various activities,
and comparing the various patterns, they
managed to determine - with relatively high
accuracy and in a relatively short time - what
type of activity customers are engaged in
without discovering detailed information about
what they are actually doing. Their privacy is
thus preserved, and illegal or undesired
activities can be made to stop.
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The five stages

of security grief
by Gavin Millard

When discussing information security with organizations, | often find many
are at different stages of dealing with the problem. | see some ignoring the is-
sue hoping it will go away, others fruitlessly spending money on technology
with the expectation that the next investment will finally reduce the probability
of a breach, and the remaining few that have accepted the issue and have a
strategic plan to deal with it.

To help aid in establishing where different apparent apathy towards the issue. Com-
people are in the process, I've noticed paral- ments such as “Why would somebody hack
lels to the famous Kibler-Ross model of grief us?” or “There are better targets that us” are
introduced by Elisabeth Kubler-Ross in 1969. common at this stage. This disconnect from
The model shows that when people deal with the reality and enormity of the situation can
death, they move through a series of emo- have huge repercussions.

tions, starting with denial and progressing

through anger, bargaining, depression and Unfortunately for the folks in the first stage,
acceptance. The model is used to understand security is often a misunderstood issue. The
how people deal with a significant negative life assumption that hackers specifically target
event, but it can also be applied to the grief large organizations, ignoring everyone else, is

and anxiety of not knowing what to do in order flawed.
to protect an organization from highly moti-

vated threat actors. Whilst big retailers and banking institutions
are definitely juicy targets, we must remember

Denial is the first and most common stage of that attackers with low motivation and low

security grief. You can easily identify individu- skills will always be looking for an easy target.

als or organizations at this stage from their
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Individuals who are happy to click on a link
emailed to them are low hanging fruit for
hackers looking to gain a foothold in a net-
work. And so are unpatched systems with
easily exploitable vulnerabilities that are being
picked up via automated scans that constantly
sweep over large chunks of the Internet.

The only way to guide people through the first
stage of security grief is education. Helping
them grasp that the threat landscape has
dramatically changed is critical to making
them understand that anyone can be a victim.

Once the magnitude of the issues surrounding
IT security has sunk in, they move to the sec-
ond stage of security grief: anger. This is iden-
tified by statements such as “l have a special
set of skills and | will hunt these hackers

down” or “Why us? We’re only trying to pro-
vide a service to our customers.”

Anger is good because it helps transform apa-
thy into action. But if the emotion isn’t focused

on fixing the problems faced, it can be wasted.

There is little point in trying to track down the
attackers to unleash vengeance upon them
when the reality is that the people you want to
make pay are in another country behind multi-
ple proxies, and the chances of accurate attri-
bution and extradition for a minor crime is in-
credibly low. Rather, the energy generated by
anger should be focused on trying to proac-
tively reduce the probability of a breach and
decrease the time taken to detect and reme-
diate after any issues come up. Until this hap-
pens, you can’t move on.

SECURITY ISN'T ABOUT SPENDING A PORTION OF THE ANNUAL BUDGET ON
TOOLS, IT'S ABOUT DOING THE RIGHT THING TO REDUCE RISK.

The third stage of security grief is bargaining,
and involves the false hope that issues can be
undone or avoided by turning to a higher
power, the almighty security vendors. With the
slick marketing we see today for security solu-
tions, it’s often assumed that spending money
with a particular vendor will magically reduce
the risk of security issues arising.

Unfortunately, this is rarely the case. Security
isn’t about spending a portion of the annual
budget on tools, it’s about doing the right thing
to reduce risk.

| see many organizations making investments
in technology to aid in security, but never im-
plementing the solutions to their full potential.
When you don’t operationalize the controls
that were deployed, breaches are bound to
occur and opportunities to identify the intru-
sion will be lost. If we look at the Target
breach as an example, a significant invest-
ment was made in anti-malware technology
but the alarms were ignored both when the
attackers installed the credit card stealing
malware and when it was upgraded to exfil-
trate further details. Investing in security solu-
tions is often futile if the effort to operational-
ize and measure the effectiveness of the con-
trols isn’t undertaken.

User education is also an important factor that
is often ignored when investing in security.
Raising awareness about the issues and help-
ing users understand why certain activities in-
troduce the risk of a breach can often reap
better rewards than buying a piece of tin.

Measuring the effectiveness of your chosen
security controls is a great way to ensure they
are implemented and functioning as expected.
Using metrics to identify how well each part of
the business is functioning enables you to
identify issues and grasp the enormity of the
problem faced because if you don’t measure
it, you can’t improve it.

As better situational awareness is gained, it
can lead to the fourth stage of security grief:
depression.

The reality of the threats we face today are
truly depressing, as we are always only one
mistake away from attackers stealing our
data. At this stage, we want to avoid state-
ments like “Why bother? There is nothing we
can do to defend against this” or “I don’t know
where to start, so let’s not do anything” as
they can lead back to that old enemy of secu-
rity: apathy.

www.insecuremag.com
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Fear, uncertainty and doubt surrounding secu-
rity is a huge issue for many organizations,
and the assumption that good security is only
achievable by the best of the best can be de-
pressing. Not knowing where to start or the
best place to invest in risk reduction can pre-
vent even the most motivated of organizations
from taking action, but there are many options
to take when building an effective security
program.

| always advise organizations to turn to the
SANS Top Twenty Critical Security Controls
as a starting point. Their advice and approach
are solid and, embedded within the controls,
examples of great metrics that can be utilized
to ensure they are functioning as deployed
and expected.

Understanding what needs to be done and
having a roadmap to achieve it can swiftly aid
in moving through the maudlin phase to the
final stage of security grief, the one we need
to encourage all organizations and individuals
towards: acceptance.

Once an organization or individual has ac-
cepted the fact that chances of a breach are
high but that something can be done abouit it,
they can begin to deal with the problem. Edu-
cation, effort, patience, and a roadmap to a
secure future are needed to guide organiza-
tions through the process of longing for the
good old days when the only security threat
was somebody defacing their websites, to ac-
cepting the fact that we are in a new world of
cyber threats that can have a material impact
on the business.

Gavin Millard is the EMEA Technical Director at Tenable Network Security (www.tenable.com).
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Infosec industry: Time
to put up or shut up

by Brian Honan

The information security industry is one of the most exciting industries to
be involved in. It offers many opportunities to exercise one’s passion and
curiosity about technology and address the challenges of keeping that

technology secure.

The endless technological innovations and the
rapid adoption of technology by businesses,
consumers, and society makes our daily lives
increasingly dependent on technology. This
means that we, as an industry, need to rapidly
address the challenges this technology revolu-
tion brings, and make sure that these new so-
lutions are as secure as possible.

To some this an opportunity to reach out to
those outside of information security to help
them understand how these technologies
should be adapted in a secure manner. We
see a number of people engaging with main-
stream media or speaking at various confer-
ences to try and help those outside the field to
understand the issues. We see initiatives such
as OWASP, and more recently | Am The
Calvary, trying to engage people within and
outside the IT industry.

This often involves speaking in terms and
phrases that non-technical and non-expert

people can grasp and understand. It requires
a lot of time and effort to get the attention of
those outside our industry. And once that par-
ticipation has been achieved, it requires sim-
plifying complex concepts and topics into
terminology that non-technical people and
society in general can absorb.

Unfortunately, instead of embracing these
challenges, what | mostly see in the industry is
an attitude of skepticism and in some cases
even hostility to these initiatives.

The accusations laid against those trying to
engage the public is that they are either doing
it to raise their own individual profiles, or are
looking to raise the profile of their company or
movement in order to attract investors. Also,
that their efforts undermine and undervalue
the “purity” of the technicalities and science
that information security professionals engage
in every day.
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These skeptics are very often the same peo-
ple that regularly lament the lack of engage-
ment by senior management or by govern-
ment agencies, and their unwillingness to in-
vest time, money and resources for securing
systems and data.

These purists also despise the term “cyber
security” and complain how the term “hacker”
has been devalued by media associating it
with criminal activity. However, we need to ac-
cept that this is how mainstream society views
and understands these concepts.

Our systems, networks, and data are under
constant attack and threat. We are not going

to be able to defend them solely by using
technology, especially if those who control the
budgets and purse strings do not understand
or appreciate the problem.

We need to engage with other sectors of the
business and society in general so that people
are better educated and aware of the scale of
the threats and challenges we face. So in-
stead of shouting in an attempt to drown out
the voices of those looking to create this en-
gagement we should be shouting words of
encouragement and try to find ways to amplify
their message. If we cannot do this, then we
should simply stay silent so as not to distract
from or derail the message.

Brian Honan (www.bhconsulting.ie) is an independent security consultant based in Dublin, Ireland, and is the
founder and head of IRISSCERT, Ireland's first CERT. He is a Special Advisor to the Europol Cybercrime
Centre, an adjunct lecturer on Information Security in University College Dublin, and he sits on the Technical
Advisory Board for several information security companies. He has addressed a number of major conferences,
wrote ISO 27001 in a Windows Environment, and co-authored The Cloud Security Rules.
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Review: Secure file storage and sharing
with nCrypted Cloud

by Berislav Kucan

nCrypted Cloud is an interesting offering that tackles threats by adding a
strong security layer to the data used and shared via popular cloud-based
data storage providers.

Patent pending key managing system The patent pending system uses AES-256 bit
encryption for protecting the data. When each

If you are planning to use a product of this of your files gets encrypted, a unique per-file

kind to protect your private or corporate data, password will be derived from your personal

you should be interested in its inner workings. key and the additional entropy.

An nCrypted Cloud account is created by The result will be a password-protected zip

submitting an email address and a password. archive containing the original file together

Besides being used for authentication pur- with some other data that I'll mention later. Zip

poses, this information will also be run through containers were chosen because the system

the Password Based Key Derivation Function creators wanted to use something that isn't

2 (PBKDF2) in order to generate your User proprietary.

Personal Key. This private key will be stored

on your computer, not on nCrypted Cloud's From the security perspective, it is important

servers. to stress out that the encryption and decryp-
tion of data are always performed on the
client.
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Support for popular cloud storage
providers

nCrypted Cloud consists of a web interface
and client software that can be installed on
Windows, OS X, iOS and Android devices.
Your first interaction with the service will be
through the web interface and you'll need to
setup access to the cloud storage services
you are using. nCrypted Cloud currently sup-
ports Dropbox, Google Drive, OneDrive, Box
and Egnyte.

When you successfully link your account(s),
you will be able to browse through the stored
files via the nCrypted Cloud web interface.
The interface is smooth but the files are ar-
ranged only by name and you cannot rear-
range the listing according to size or date.

The next step is to download and setup the
client software on the systems you'll use. The
process is rather straightforward and as soon
as you activate your account, you will be
ready to go. While you will be using the newly
created shared folder for synching your stuff,
have in mind that you first need to install sync
software from your cloud storage provider.

A new shared folder named nCryptedCloud
will appear and by default it will analyze your
system and create specific folders for every
storage provider that is setup on your system.

As nCryptedCloud is just a secure wrapper
service around your storage provider, locally
encrypted files will be uploaded to the cloud
service of your choosing after you synch
them.

3 Preferences

K A
. | "‘
| v
y |

[cCh- - Secure Mail  Account

()
Proxy Support

(V] Show desktop notifications
Show advanced features
(V] Check for software update
Autoupdate nCryptedCloud software
(V] Use nCryptedCloud to handle .zip files
(V] Use nCryptedCloud as Cloud Provider Folder Viewer
QT Enforce Privacy on all cloud data
PIN Lock
Use black and white menu bar icons
Enable thumbnail support in Finder

Confirm user actions
( . ) On Enable All

) Off

D>

Cancel Apply
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Trusted sharing and collaboration platform

A survey released several weeks ago by se-
cure file sharing provider Soonr shows that
the majority of full-time employees accesses
files remotely and three out of four share the
files via email.

nCrypted Cloud makes it easy to share any
file or folder with a click of button. This can be
done both from the web interface, and from
your local shared drive. The only difference is
that when sharing the file via web, you can
enable a watermark option which isn't sup-
ported in the nCrypted Cloud software appli-
cation (at least in the OS X one). The water-
mark is placed over a document identifying
the original recipient of the shared file.

Other options include:

+ Viewing rights: Will the recipient be able to
just view the file or will the download option be
provided as well?

* Access rights: Does the recipient need to be
an nCrypted Cloud user or not? Will an addi-
tional access code be needed to open the
file?

+ Expiration settings: When will the shared link
expire - never, immediately after the first ac-
cess, or after a specific time period (minutes,
hours, days, months)?

From a technical standpoint, trusted sharing
via nCrypted Cloud uses a unique symmetric
key for every file or folder you share. When
you share something with co-workers inside
your organization, the symmetric key will be
added to their key storage. As soon as sharing
rights are revoked, the key gets deleted and
further access is denied.

Trusted share X

ER  ncrypted.pdf

berislav.kucan@net-security.org

nCrypted Cloud

Apply saved settings «

™ View Download

Require login

Require access code

& Expire share after... First access

£+ Hide settings

www.insecuremag.com

@ﬁ Watermark

Oneday Oneweek Other.,

Cancel

18




Enterprise management and compliance

In combination with a selected file storage
provider, nCrypted Cloud is a powerful enter-
prise data storage and sharing solution. It pro-
vides detailed management of data sharing
inside the organization and can be used to
manage users and their devices.

Auditing mechanisms can be used to track all
company data and its behavior inside the cor-
porate infrastructure. Per user and per organi-
zation tracking is available, so one can see
who has been accessing and sharing what
data, and who are the recipients.

Auditing

Name Action Date

User Device

The service enables its users to have multiple
identities, which comes in handy when you
need to separate your personal and corporate
identity. This is a nice touch and broadens the
appeal of nCrypted Cloud. If an employee
leaves the company his corporate key will be
revoked, but he will still have access to the
files encrypted by using his personal identity.
Similarly, the company cannot access its em-
ployees' personal files.

Depending on the number of deployed users
(see the pricing section), you will be able to
use some advanced functions such as SAML
2.0 for deploying single sign on (SSO) capa-
bilities, Active Directory integration, DLP inte-
gration with reverse proxy, MDM controls, etc.

The service enables covered entities and
business associates to maintain HIPAA/
HITECH regulatory compliance related to
cloud based storage and sharing when deliv-
ering health care services. It can also aid in
addressing data security elements of various
families of controls developed by NIST for
FISMA compliance.

Restoring data

nCrypted Cloud never stores your private
keys, but there is a smart failsafe mechanism
that uses another set of generated keys.

Besides the User Personal Key, the system
will also create you a Public/Private key set
dubbed User Recovery Key.

This key is stored locally on the client's com-
puter but you can store an encrypted variant
of it on nCircle Cloud servers as well. When
you encrypt a file, its unique password gets
encrypted as well by using the User Recovery
Key. This value is then stored in the com-
ments file of the resulting zip archive. This al-
lows users to recover an encrypted file if they
still have the recovery key.

Running an encrypted zip file through zipinfo
will show the encrypted password in the
comments section (parts of the output
redacted).
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berislovs-imac:Downlodads berislovs zipinfo -z secret.pdf.zip
Archive: secret.pdf.zip 675506 bytes 3 files
<zipcipher ver="1">
<! [CDATA[
Created by nCryptedCloud Version 1.1.8.5 (Mac 0SX)
Copyright (C) nCrypted Cloud. All rights reserved.
1>
<rc rcid=" {64 O 28D 452E} >
<r>
<rk>{3 I, © ) </ >
<rb>
<! [CDATA[vDcDyy v 2 A I+NLShDjO=0z
¢7ECx3HZnZVICVfEGDOTXHWHKSSSHRWW
Qo - - 8/WaWyhx3jaUK+BTpextVue5297UHgzBNcbtSKhKr
v fCVE4xaavRCOPNycuoQDOR+6ZBEIGbcIzeKfQG40A
MCOKwAAMAVPXELP fGWQ==] ] >
</rb>
</r>
<fre-
<ar>
<f id>{ 28D/ - 06331280185} </ fid>
<fy>0114 I 55552</ fv>
<0>
<id>254 I, > 53 </ 10>
<iid>{05C0F581-c I C 1 ) </ 10>

<fn>Berislav Kucan</fn>

(2] Downloads — bash — 85x35 e

</o>
</ar>
</zipcipher>
-FA———— 0.0 fat 185 t- defN 18-Nov-14 12:08 readme.txt
-fW=——— 0.9 fat 197 Tx uv099 18-Nov-14 12:08 manifest
-FW=——— 0.0 fot 697323 Bx uv099 18-Nov-14 12:08 secret.pdf

3 files, 697705 bytes uncompressed, 674183 bytes compressed: 3.4%
berislavs-imac:Downloads berislavs J}

The pricing is for US based companies, for
customized or international pricing you'll need

Pricing

nCrypted Cloud costs $10 per user on a
monthly basis. Depending on the size of the
company (25+, 250+ and 2500+ users), every

to contact their sales team. Consumers (one
user, unlimited devices) can use the service
for free.

tier has its own set of extra features.

Berislav Kucan is the Director of Operations for (IN)SSECURE Magazine and Help Net Security
(www.net-security.org).
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Prioritizing penetration testing

by Greg Anderson

We all know that information security is focused on the protection of confi-
dentiality, integrity, and availability of information and information systems.
What we tend to forget, however, is that these tenets, especially the confiden-
tiality and integrity ones, have existed long before the ubiquitous adoption of

information technologies.

The Defense Secrets Act of 1911 was one of
the first US laws that criminalized the disclo-
sure of government secrets. To combat threats
to the disclosure of this sensitive information,
strategic plans were implemented that gov-
erned data classification, need-to-know, han-
dling and distribution, etc. While | am sure
there was some level of testing performed to
validate certain security controls, greater em-
phasis was placed on governance rather than
testing.

Today, however, it is common to observe
speakers and attendees of security confer-
ences emphasizing penetration testing rather
than the strategic elements of information se-
curity. Given the present day trend of data
breaches being announced on an almost
weekly basis, is this paradigm shift and in-
creased focus on penetration testing really ful-
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filling the intended mission of information se-
curity? To be clear, | am not saying that we
should stop doing penetration testing. Pene-
tration testing can be extremely valuable when
used appropriately. What | am saying is that
we need to take a step back and reconsider
why we are performing penetration testing,
when it is and when it’s not appropriate and, in
the latter case, what else should we be doing
instead?

Why?

The purpose of a penetration test is to validate
the effectiveness of an organization’s security
controls - technical, operational, and man-
agement controls - against a cyber-attack by
simulating the objectives and actions of an
attacker.
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The results of a penetration test should detail
the effectiveness of the organization’s security
posture, relevant findings, recommendations,
and a strategic plan for remediation. Ulti-
mately, penetration tests are performed to
identify gaps in an organization’s established
and implemented security program and to
provide a direction for remediation that results
in added business value.

As technologists, we sometimes lose sight of
business value and focus our attention on
technology. Business decision makers, how-
ever, don’t hire expensive consultants simply
for the sake of presenting them with a techni-
cal challenge; they expect to receive a certain
amount of value for their investment. For this
reason, it is important to understand when a
penetration test will and will not provide the

most business value and advise business
stakeholders accordingly.

When?

Within the Critical Controls for Effective Cyber
Defense, penetration testing is addressed in
Critical Control 20, meaning it is the last thing
that should be considered to support an effec-
tive security posture. This approach may not
be appropriate for every business, but it does
provide a level of guidance on how to prioritize
penetration testing with regard to other as-
pects of an organization’s security program.

For example, during pre-engagement meet-
ings, an experienced penetration tester may
begin to become aware of what security con-
trols an organization is lacking or where
weaknesses in existing controls may exist.

The results of a penetration test should detail the effective-
ness of the organization’s security posture, relevant findings,
recommendations, and a strategic plan for remediation.

When significant gaps in an organization’s se-
curity posture come to light, such as the lack
of automated patch management, does it
really make sense (i.e. provide the most
value) to proceed with a penetration test? One
could easily argue that in this scenario, the
organization should scrap the penetration test
and invest in an automated patch manage-
ment solution, since the penetration test will
likely uncover that this is a critical weakness
anyways.

The point here is that penetration tests should
be used to measure the effectiveness of a well
thought-out and established security program.
In other words, the organization is following a
standard, security framework, or relevant in-
dustry guidance (e.g. Critical Security Con-
trols, NIST 800-53, ISO 27000, etc.); they are
aware of and have documented what security
controls they have in place, where they have
taken exception, and where they still have

gaps.
A penetration test should then focus on vali-

dating the effectiveness of the implemented
security controls and provide prioritized guid-
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ance on remediating gaps. Using penetration
tests in this manner ensures that the results of
a penetration test do not just mirror informa-
tion from well-known guidance, but instead
provide tailored feedback on how the organi-
zation can tune their existing defense to be
more effective.

What else?

When choosing what activities to prioritize
over penetration testing there are a number of
things to consider, primarily based on our per-
spective or role within the organization. The
most important thing to keep in mind is that we
want to focus on security as a whole rather
than the security silos that we tend to act
within.

As a member of the information security de-
partment you should develop a prioritized
roadmap for improving the security of your
systems. Integrate security standards and es-
tablished industry best practices into your
plans. Include penetration testing-like steps in
the roadmap to validate the effectiveness of
specific security controls.
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Have this plan approved by management and
use it as leverage to push back on vendors,
service providers, and management when
funding, products, and solutions do not align
with the roadmap.

As a business stakeholder, you should listen
to your security department on where funding
is needed and support those initiatives. Only
hire consultants to perform penetration testing
when your security posture is mature enough
to benefit from it. Approve security roadmaps
and defend them to other members of man-
agement.

As a consultant, you should provide more
valuable upfront consultations with your cli-
ents. Review their security program or solicit
information on their security posture.

Make recommendations on prioritizing and
addressing the low hanging fruit that can be
integrated into their security roadmaps; when
those items are addressed, perform the pene-
tration test to identify less obvious gaps. Per-
form more limited scope penetration testing on
the specific controls implemented through
their security roadmaps.

Greg Anderson is a Senior Cyber Security Engineer with experience in Information Technology and
Information Security engineering, auditing, and consulting. Greg’s passion is in Information/Cyber
Security governance and ensuring that security objectives align with business missions and the over
arching spirit of the security discipline. Find our more at www.sechammer.com or

www.linkedin.com/in/end6ame.
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Detekt government surveillance
spyware on your computer

Amnesty International, Digitale Gesellschatft,
the Electronic Frontier Foundation and Privacy
International have partnered to create and
release a free and open source tool for
detecting traces of known surveillance
spyware on Windows computers.

The tool - dubbed Detekt - is written in Python
and relies on Yara, Volatility and Winpmem to
scan the memory of a running Windows
system, and is currently able to spot pre-
defined patterns that point towards the
following malware running on the computer:
DarkComet RAT, XtremeRAT, BlackShades
RAT, njRAT, FinFisher FinSpy, HackingTeam
RCS, ShadowTech RAT, and GhOst RAT.

At the moment it can be used on all Windows
version from Windows XP to Windows 8 (32
and 64 bit) and Windows 8.1 (32bit).

As noted above, Detekt is able to identify the
presence of some spyware, but not all. So
even if it doesn't find anything, this doesn't
mean that there is no spyware on the
machine. Also, the tool only detects the
malware - it can't remove it. If it finds
something, it will generate a log file with
additional details that will allow technical
experts to investigate the matter. In any case,
that computer - and the files, emails, and
other things on it - should be considered
compromised.

Detekt was developed by security researcher
Claudio Guarnieri with the help of people from
the aforementioned organizations and others.
The tool is available in several languages.

www.insecuremag.com
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Regin backdoor: Sophisticated,
stealthy, state-sponsored?

Symantec researchers are warning about a
new, complex cyber espionage tool that has
been around for years and has likely been
created and is wielded by a nation state.

Dubbed Regin, the malware has been used
since at least 2008 to mount spying
operations against government organizations,
infrastructure operators, private sector
businesses, but also researchers and private
individuals.

In fact, almost 50 percent of all the identified
targets are either private individuals and small
businesses, followed by telecoms (28
percent), companies in the hospitality and
energy business, airlines, and research
organizations. Another thing that comes as a
bit of a surprise is the fact that the malware
was aimed mainly at individuals and
organizations in the Russian Federation,
Saudi Arabia, Ireland, and Mexico.

Regin has been compared to Stuxnet, Flame,
Duqu and Turla (Snake) - all highly complex
malware used in sophisticated attacks that are
believed to be state-sponsored.
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"Backdoor.Regin is a multi-staged threat and
each stage is hidden and encrypted, with the
exception of the first stage. Executing the first
stage starts a domino chain of decryption and
loading of each subsequent stage for a total of
five stages," Symantec researchers explained.
"Each individual stage provides little
information on the complete package. Only by
acquiring all five stages is it possible to
analyze and understand the threat."

The malware is modular, therefore
customizable.

Even though the researchers got their hands
on two different variants of the backdoor - one
that was used between 2008 and 2011, and
another from 2013 onwards - they still don't
know what infection vectors have been used.
It's likely that the malware was delivered via
spoofed versions of well-known websites or by
exploiting vulnerabilities in apps. "On one
computer, log files showed that Regin
originated from Yahoo! Instant Messenger
through an unconfirmed exploit," they pointed
out.

Regin is believed to be wielded by the UK spy
agency GCHQ and/or the US NSA, and it has
been confirmed that it has been used in the
attack against Belgacom, Belgium's primarily
state owned telecom, and its subsidiary BICS.
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New Citadel variant is after your
master password

According to IBM Trusteer researchers, the
newest Citadel variants have been instructed
to start capturing user keystrokes when the
user starts open-source password
management solutions Password Safe or
KeePass, or the neXus Personal Security
Client, an authentication solution for securely
effecting financial or e-commerce
transactions.

The researchers found this new Citadel
configuration file on a user machine protected
by a company’s solution, but it's impossible to
tell if the machine belongs to a private user,
an enterprise employee or a contractor.

"The machine was already infected by Citadel
when IBM Trusteer Apex was installed on it.
Therefore, it is unknown exactly how it
became infected," noted Dana Tamir, Director
of Enterprise Security at IBM Trusteer. "An

Tens of thousands web servers
backdoored via pirated CMS themes
and plug-ins

Over 23,000 websites set up with the help of
Joomla, WordPress and Drupal content
management systems have been
compromised and used for illegal search
engine optimization by an attacker who
managed to social-engineer site
administrators to install a backdoor on their
servers.

Dubbed CryptoPHP, the backdoor has been
included in pirated themes and plug-ins for the
aforementioned CMSes, and linked for
download on some two dozen specially
crafted sites that openly offer pirated software
and "nulled" scripts. Once a plugin or theme is
installed by a site administrator, the backdoor
is also embedded, and adds an extra
administrator account that allows the attackers
to access to the website even if the backdoor
is found and removed. CryptoPHP is capable
of updating itself, contact an extensive
infrastructure of C&C domains and
communicate in encrypted form, and can be
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analysis of the configuration file shows that
the attackers were using a legitimate Web
server as the C&C. However, by the time the
IBM Trusteer research lab received the
configuration file, the C&C files were already
removed from the server, so researchers were
not able to identify who is behind this
configuration."

It could be a simple opportunistic attack, but
it's also possible that it's a more targeted one.
Citadel began its existence as generic
financial information-stealing malware, but has
recently been turned into an APT tool. The
Citadel Trojan is capable of bypassing most
threat detection security systems and laying
low until it’s instructed to spring into action.

Using password managers and authentication
software is always a good idea, but users
must be aware that they also need to keep
their computers free of malware that can
compromise the master password and,
consequently, all other passwords stored in
the software.

controlled via email or manually in case the
C&C servers are taken down.

"With the help of the NCSC, Abuse.ch,
Shadowserver and Spamhaus we have been
able to gather data about the scale of the
operation ran by the CryptoPHP authors. Most
C&C domains that were active at the time of
publishing have been either sinkholed or
taken down. From the sinkholed domains
we’ve been able to gather statistics," Fox IT
researchers shared.

"In total 23.693 unique IP addresses
connected to the sinkholes. We are already
seeing a decline in sinkhole connections, on
the 22nd 20.305 connections were made, on
the 23rd 18.994 and on the 24th it was
already down to 16.786. These numbers are
however not a clear indication, mostly
because the servers connecting to our
sinkholes were shared hosting with at least 1
or multiple backdoored websites. This means
the actual affected websites will be higher."

The researchers have provided two Python
scripts to help administrators detect
CryptoPHP.
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Trojanized Android firmware found
on inexpensive handhelds

It's unfortunate, but true: we live in a world
where even if we buy a brand new mobile

phone, it's no guarantee that it's malware-free.

Researchers from Russian AV company Dr.
Web have unearthed a Trojan embedded
directly in the firmware of numerous Android
handhelds.

Becu, as they dubbed the malware, can
download, install and remove software from
the handheld with the user being none the
wiser. It is triggered into life either by turning
on the affected device or via a specially
crafted SMS.

The malware is modular in nature. Also, being
firmware-embedded, the program is very hard
to remove by conventional methods.

The main module downloads the rest of them,
which make it possible for a remote attacker
to install and deinstall additional malware or
software on the device, and to intercept
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inbound SMS messages from specified
numbers.

The researchers discovered the malicious
code on a number of common inexpensive
Android devices: UBTEL U8, H9001, World
Phone 4, X3s, M900, Star N8000, and ALPS
H9500.

"The firmware infected with Android.Becu.
1.origin is either downloaded by users
themselves or installed by unscrupulous
smartphone and tablet suppliers participating
in a criminal scheme," they say.

The Trojan can be removed by disabling its
main file (com.cube.activity) on the list of
installed programs (the package), then
manually removing the other components
(com.system.outapi and com.zgs.ga.pack).

"Removing the principal ma