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and display feeds in all their pages. However, being 
able to play with RSS and Atom as we've just seen 
opens up a much bigger world of opportunities. Who 
says that you should see those feeds only in places 
(be they desktop clients or website modules) that 
�Y�G�T�G���U�R�G�E�K�’�E�C�N�N�[���Y�T�K�V�V�G�P���H�Q�T���V�J�C�V���R�W�T�R�Q�U�G�!��

�6�J�K�P�M���Q�H���[�Q�W�T���F�G�U�M�V�Q�R�����&�G�R�G�P�F�K�P�I���Q�P���[�Q�W�T���Q�Y�P��
habits, and on how your own brain works, it may be 
�X�G�T�[���G�H�’�E�K�G�P�V���V�Q���T�G�C�F���4�5�5���H�G�G�F�U���K�P���[�Q�W�T���V�C�U�M�D�C�T�����Q�T���K�P��
menus that appear when you click on your wallpaper. 
Or have your computer play some alarm when there 
�C�T�G���P�G�Y�U���K�V�G�O�U���Q�P���U�Q�O�G���U�R�G�E�K�’�E���V�Q�R�K�E�����6�J�G���N�C�V�V�G�T���E�C�U�G��
is the easiest to handle. Some shell code like this: 
  Listing 5:

   1 #! /bin/bash

   2 NEWS=`grep -i -c Linux today.txt`

   3 if [ "$NEWS" -gt "0" ]

   4 then

   5     paplay there-is-news.mp3

�����������“

�Y�K�N�N���R�N�C�[���V�J�G���/�2�����’�N�G���U�R�G�E�K�’�G�F���K�P���N�K�P�G�������Y�J�G�P�G�X�G�T��
$NEWS is greater than zero, that is whenever there is 
at least one line containing the Linux keyword in the 

�’�N�G���Y�J�G�T�G���[�Q�W���E�Q�N�N�G�E�V�G�F���V�Q�F�C�[�	�U���P�G�Y�U�����#�U���K�V���U�V�C�P�F�U�����V�J�G��
code is not complete, as it will play again for the same 
news, but you get the idea. 

RSS in every page, of every website
What you see in Figure 4 are, from left to right, parts 
of three real Web pages, each managed in a totally 
�F�K�H�H�G�T�G�P�V���Y�C�[���H�T�Q�O���V�J�G���Q�V�J�G�T�U�����6�J�G���[�G�N�N�Q�Y���U�K�F�G�D�C�T���Q�P��
the left is part of a WordPress���D�N�Q�I�����6�J�G���E�G�P�V�T�C�N�����Y�J�K�V�G��
section is the sidebar of another website, created 
with the Mynt static website generator (http://mynt.
uhnomoli.com�������6�J�G���T�K�I�J�V�O�Q�U�V���Y�K�P�F�Q�Y���K�P���(�K�I�W�T�G������
�U�J�Q�Y�U���V�J�G���D�Q�F�[���Q�H���C���U�V�C�V�K�E���*�6�/�.���R�C�I�G�����K�P���[�G�V���C�P�Q�V�J�G�T��
website. What makes them relevant for this tutorial 
is that those very different websites are all being 
automatically updated with the same snippets of text, 
created with more complex versions of the scripts 
above. Every few hours, one cron job downloads 
and converts both RSS feeds and non-RSS news, 
�O�G�T�I�K�P�I���V�J�G�O���C�N�N���K�P�V�Q���Q�P�G���V�G�Z�V���’�N�G���H�Q�T�O�C�V�V�G�F���C�U���K�P��
�.�K�U�V�K�P�I���������6�J�C�V���’�N�G���K�U���V�J�G�P���E�Q�P�X�G�T�V�G�F���K�P�V�Q���T�C�Y���*�6�/�.��
with a script similar to rss-builder, and then “injected” 
in the places you see in Figure 4, each time with a 
technique compatible with the target website. In the 
�’�T�U�V���E�C�U�G�����V�J�G���E�Q�F�G���K�U���Y�T�K�V�V�G�P���K�P�V�Q���C���R�T�G�X�K�Q�W�U�N�[���F�G�’�P�G�F��
widget using the wp-cli command line interface for 
WordPress (http://wp-cli.org). In the other cases, a 
placeholder string is replaced in the Mynt templates, 
�C�P�F���K�P���V�J�G���D�Q�F�[���Q�H���V�J�G���*�6�/�.���R�C�I�G��

Conclusion? Go RSS, of course!
After reading this tutorial you may agree with us that 
�O�W�E�J���Q�H���Y�J�C�V���[�Q�W���I�G�V���K�P���C���(�C�E�G�D�Q�Q�M���Y�C�N�N�����Q�T���6�Y�K�V�V�G�T��
�V�K�O�G�N�K�P�G�����K�U���P�Q�V���U�Q���F�K�H�H�G�T�G�P�V���H�T�Q�O���C���I�N�Q�T�K�’�G�F���E�Q�N�N�C�I�G���Q�H��
RSS-like updates from several, otherwise unrelated 
�U�Q�W�T�E�G�U���
�C���U�W�R�G�T�D�N�[���I�N�Q�T�K�’�G�F���C�P�F���Y�G�N�N���F�Q�P�G���E�Q�N�N�C�I�G����
we'll grant you that). In any case, we hope that these 
few pages have made you like the power and flexibility 
of RSS and Atom, and given you lots of wild ideas to 
play with. Please tell us about them!  

Figure 4: Three websites, with three wildly different architectures, but all embedding the 
same RSS feed, or what looks like an RSS feeds, automatically synchronized every time 
new content comes in. How can that be possible?

What's new in Atom?

RSS took over the web in the early 2000s because it was very 
simple to use, and solved a big problem of the pre-Twitter, pre-
Facebook era: getting updates from all over the web, without 
having to open hundreds of different websites. The success 
of RSS was big enough, however, to highlight a few flaws that 
were overlooked by its designers. 

The solution to those problems is the Atom Syndication 
Format (https://tools.ietf.org/html/rfc4287). This is an 
IETF standard with a registered MIME type, and mandatory 
inclusion of its title and the URL from which it can be 
�T�G�V�T�K�G�X�G�F�����/�+�/�'���V�[�R�G�U���C�T�G���C���U�V�C�P�F�C�T�F���Y�C�[���V�Q���E�N�C�U�U�K�H�[���’�N�G���V�[�R�G�U����
MIME compliance, together with the mandatory inclusion of 
the source URL, guarantee autodiscovery – meaning that any 
standards-compliant browser or aggregator will immediately 

�’�P�F���D�[���V�J�G�O�U�G�N�X�G�U���V�J�G���7�4�.���Q�H���V�J�G���H�G�G�F���Q�H���C�P�[���#�V�Q�O���E�Q�O�R�N�K�C�P�V��
website, even if all you do is point those programs to its home 
page, or to a local copy of their feed on your disk. 

For developers, Atom software libraries are also much 
more modular than the corresponding ones for RSS, and are 
therefore more reusable in other projects. Atom is also better 
than RSS when it comes to character encoding, content 
�H�Q�T�O�C�V���U�R�G�E�K�’�E�C�V�K�Q�P���C�P�F���R�Q�U�V���O�Q�F�K�’�E�C�V�K�Q�P���V�K�O�G�U�V�C�O�R�U�����+�P���C�P��
Atom feed it's much easier to hande non-ASCII characters and 
make sure that you do not miss new versions of an article that 
�[�Q�W���C�N�T�G�C�F�[���U�C�Y�����$�G�V�V�G�T���E�Q�P�V�G�P�V���U�R�G�E�K�’�E�C�V�K�Q�P�U���C�N�U�Q���I�W�C�T�C�P�V�G�G��
that Atom feeds can include more types of content than 
RSS besides text (audio, images etc…), in a way that will not 
confuse software clients. 

Marco Fioretti is a Free Software advocate and open data 
campaigner who has advocated FOSS all over the world.
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F rom issues 12 to 16 we ran a series on x86 
(PC) assembly language, and we received lots 
of positive feedback. Although assembly may 

not seem especially relevant in today's world, where 
most software is written in high-level languages, it's 
still mightily useful in the embedded space, where you 
don't have much RAM or storage space to play 
around with. Being able to use raw CPU instructions 
helps if you want to optimise certain routines that are 
run thousands of times a second – like in video 
games or physics simulations. Oh, and learning 
assembly just for pure geektasticness is great fun too.

Our x86 assembly tutorials went through the basics 
of writing code on Linux, and we then moved on to 
creating a (very simple) operating system and adding 
graphics effects. If you're new to Linux Voice and want 
to read the series, you can access all back issues in 
DRM-free digital format by buying a print or digital 
subscription at http://shop.linuxvoice.com.

Anyway, some readers have asked us to expand 
on the x86 series of tutorials by covering ARM chips. 
These are the processors used inside the stonkingly 
popular Raspberry Pi, along with pretty much 

every smartphone in the world and thousands of 
other devices. Over 50 billion ARM chips have been 
produced since the first designs were crafted by 
Sophie Wilson and her team at Acorn back in 1983. 
And while x86 chips have dominated the PC space 
since the 1980s by offering more raw performance 
than ARM equivalents, ARM still offers many 
advantages: less power consumption and a more 
elegant instruction set, to name two.

Setting up
For this tutorial we'll be focusing on the Raspberry Pi, 
as it's pretty much the perfect environment for ARM 
assembly programming: it's cheap (now just $5!!), 
easy to get hold of, and runs Linux (and therefore the 
superb GNU toolchain) like a champ. 

If you don't have a Pi but still want to explore ARM 
coding, you could try installing an ARM Linux 
distribution on the Qemu PC emulator. For example, 
the Fedora project has some instructions for running 
older ARM versions of the distro in Qemu here: 
https://fedoraproject.org/wiki/Architectures/ARM/
HowToQemu.

You don't need expensive 
development boards to 
hack ARM code – an off-
the-shelf Raspberry Pi is 
ideal.

MIKE SAUNDERS

BARE METAL: ARM 
ASSEMBLY LANGUAGE
Hack code on your Raspberry Pi (or thousands of other devices) at the lowest level.

WHY DO THIS?
•  Write blazingly fast code
•  Learn another CPU 

architecture
•  Start to build your own 

OS!
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Here we're SSHed into 
a Raspberry Pi, running 
Tmux to split the screen, 
editing code in Nano, and 
assembling it. Geek bliss.

If you're running Raspbian on a Pi, the two utilities 
you'll need are as (the assembler, which converts 
assembly language source code into binary code) and 
ld (the linker, which creates the resulting executable 
file). Both of these are provided in the binutils package 
– so they may already be installed by default. Of 
course, you'll need a good text editor as well; we 
always recommend Vim for coding, but it has a steep 
learning curve so Nano or a graphical editor will work 
fine as well.

Ready to go? Type this in and save it as myfirst.s:
 .global _start
_start:
 mov r7, #4
 mov r0, #1
 ldr r1, =string
 mov r2, #stringlen
 swi 0

 mov r7, #1
 swi 0

 .data
string:
 .ascii "Ciao!\n"
 stringlen = . - string

This program simply prints the string "Ciao!" to the 
screen, and if you followed our x86 assembly series, 
some of it may look familiar to you. But there are 
many differences between x86 and ARM – and also 
in the syntax used in the source code – so we'll go 
through it in detail.

But before that: to assemble the code and link the 
resulting object file into an executable file, use this 
command:
as -o myfirst.o myfirst.s && ld -o myfirst myfirst.o

Now you can run the program in place with  
./myfirst. You'll notice that the program is very small 

at around 900 bytes – if you did the same thing in 
C using puts(), the binary would be over five times 
bigger!

How it all works
The first two lines here aren't CPU instructions but 
directives to the assembler and linker. Every program 
needs a marked starting point called _start, which just 
so happens to be at the top of the source code in our 

case. So we confirm with the linker that yes, execution 
should begin right at the top of our file, and we're 
ready to go.

In the next instruction we put the number 4 into 
the r7 register. (If you've never done any assembly 

Write your own Pi operating system
If you followed our x86 assembly language series, you'll recall 
the moment of sheer awesomeness when you booted up your 
very first bare metal code, showing a message on the screen 
without the help of Linux or any other operating system. We 
then expanded this to include a simple command line and a 
way to load and run programs from the disk, in effect creating 
a very simple OS that could be expanded further. This was 
all very cool, but the process was made much simpler thanks 
to the BIOS – it provided simplified access to the screen, 
keyboard and floppy disk drive.

With the Raspberry Pi, you don't have these BIOS routines 
to assist you, so you have to write drivers from scratch, which 
is really a pain in the rear when you'd rather be focused on 
cool stuff like printing things on screen and running programs. 
Still, there are a number of guides on the web that take you 
through the initial steps of booting the Pi, accessing the GPIO 
pins and so forth.

One of the best is Baking Pi (www.cl.cam.ac.uk/projects/
raspberrypi/tutorials/os/index.html) from the University of 
Cambridge. It's a detailed set of assembly language tutorials 

that step through turning on LEDs, accessing pixels on the 
TV, getting input from the keyboard and so forth. You have 
to learn a lot about the Pi's hardware on the way, and the 
tutorials were written for the original models of the Pi – so 
there's no guarantee that they'll work on the A+, B+ and Pi 2 
models.

If you'd rather go the C route, Valvers at http://tinyurl.com/
qa2s9bg explains the process of setting up a cross-compiler 
and building a rudimentary operating system kernel, while the 
ever-useful OSDev Wiki at http://wiki.osdev.org/Raspberry_Pi_
Bare_Bones also shows you what you need to get a minimal 
kernel up and running.

As mentioned, the big problem is writing drivers for the 
various bits of hardware on the Pi: the USB ports, the SD card 
slot and so forth. The code for these alone can take up tens of 
thousands of lines. If you really want to make your own fully-
fledged Pi operating system, it'd be worth going to the forums 
at www.osdev.org and asking if anyone else has written 
drivers for these bits of hardware – and maybe you can then 
adapt them for your own kernel, saving you heaps of time.

The Pi is the perfect environment for 
ARM assembly programming – it's 
cheap, easy to get hold of and runs Linux
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programming before, a register is an on-chip memory 
store. Most CPUs only have a handful of registers, 
compared to millions or billions of storage locations 
in RAM, but registers are much faster to use.) ARM 
registers are plentiful and general purpose: there are 
16 in total, from r0 to r15, and they don't carry weird 
historical baggage like in x86 where some registers 
can only be used for certain purposes at certain times.

So, mov is very much like its x86 equivalent, and 
note the hash mark next to the 4 to show that it's a 
number and not a memory address. Here we want to 

use the Linux kernel's write system call 
to print our string; to use system calls, 
we need to populate registers with the 
appropriate numbers before asking the 
kernel to do its job. The number of the 
system call should go in the r7 register, 
and write is system call 4.

In the next mov instruction we place 
the file descriptor for where the 'Ciao' 
message should be output – eg the 
screen or a file – in r0. We're using 
stdout, which is 1. Next up, we need 
to place the location of the string we 
want to print in the r1 register, using 
the ldr ('load register' instruction; note 
the equals sign here to show a location 

rather than a direct number. At the bottom of the 
source code in the data section we define this string 
as a sequence of ASCII characters. For this 'write' 
kernel system call, we also need to tell the kernel how 
long the string is, so we do that by placing the value of 
stringlen into the r2 register. (This stringlen value is 
calculated by taking the end location of the string and 
subtracting that from the starting point.)

So, we've populated our registers with the relevant 
values, and now we're ready to hand control over to 
the Linux kernel. To do this, we use the swi instruction, 
which is short for 'software interrupt' and basically 
switches execution to a routine in the kernel (just like 
int in the x86 tutorial series). The kernel looks at the 
contents of the r7 register, sees that it's 4 and says 
"Aha, the calling program wants to print a string". Then 

the kernel checks the contents of the other registers, 
does the printing work, and hands control back to us.

So we have "Ciao!" on the screen, and now we want 
to end the program cleanly. We do this by placing the 
number for the exit system call into the r7 register and 
calling software interrupt number zero once more. 
And that's it – the kernel terminates our program and 
we land back at the command prompt.

Subroutines, loops, conditionals
Now that we know how to write, assemble and link a 
simple program, let's move on to something more 
intricate. The following program uses subroutines for 
printing a string (so we can re-use some code and 
don't have to set up registers manually each time). It 
has a main loop where a message is displayed until 
the user enters 'q'. Have a read through it to see what 
you can understand (or guess!) already, and then we'll 
go through it in detail. Note that @ symbols denote 
comments in ARM assembly.
 .global _start
_start:
 ldr r1, =string1
 mov r2, #string1len
 bl print_string

loop:
 mov r7, #3  @ read
 mov r0, #0  @ stdin
 ldr r1, =char
 mov r2, #2  @ two chars
 swi 0

 ldr r1, =char
 ldrb r2, [r1]
 cmp r2, #113 @ ASCII for 'q'
 beq done

 ldr r1, =string2
 mov r2, #string2len
 bl print_string

Vim (above left) is a 
superb editor for hacking 
assembly – get the syntax 
highlighting file for ARM 
from http://tinyurl.com/
psdvjen.

PRO TIP
In assembly language, it's a good idea to 
use comments liberally. We haven't used 
many in the code samples here, to keep 
them short and sweet in the magazine 
(and also because we've provided 
detailed explanations). But if you write a 
complicated routine that seems obvious 
to you now, think how it may look if you 
forget about ARM assembly for a few 
months and come back to your code later. 
You might have forgotten all the awesome 
tricks and shortcuts you made, and the 
code looks like gobbledygook. So add 
plenty of comments, even if they seem a 
bit too obvious at the time!

Reverse engineering
Sometimes it's useful to take a binary file and convert it 
back into assembly language. The results of this are usually 
not pretty, in that they're missing the human-readable label 
names and comments that you added to your source code, 
but it can be helpful to see what the assembler is doing 
with your code. To produce a disassembly of the myfirst 
binary, run:
objdump -d myfirst

This will disassemble the executable code section of 
the binary (and not the data bit, because that's ASCII text). 
You'll see that the instructions largely match what you 
entered. Disassemblers really come to life when you're 
trying to analyse the behaviour of a program to which 
you only have the binary – eg a virus, or simply a piece of 
proprietary software that you want to emulate. Always keep 
copyright concerns in mind though! Disassembling a binary 
and copying and pasting its code straight into your project 
is a bad idea – just use it for learning.
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Mike Saunders still thinks the Z80 is better than the 6502. 
Flame on, BBC and C64 fans!

 b loop

done:
 mov r7, #1
 swi 0

print_string:
 mov r7, #4
 mov r0, #1
 swi 0
 bx lr

 .data
string1:
 .ascii "Enter q to quit!\n"
 string1len = . - string1
string2:
 .ascii "That wasn't q...\n"
 string2len = . - string2
char:
 .word 0

Here we start off by putting a string location and 
its length into the appropriate registers for the write 
system call – but then we jump to our print_string 
subroutine further down the code. To perform this 
jump we use the bl instruction ('branch and link'), 
which stores the current location in the code so 
that we can return to it later with the bx instruction. 
The print_string routine simply populates the other 
registers for the write call, as in the first program we 
wrote, before calling the kernel and then returning to 
the calling code with bx.

Back in that calling code, we next have a label 
called loop – we're going to jump back to this point 
in a moment. But first we want to use another kernel 
system call, read (number 3), to grab a character 
from the keyboard. So we place 3 in r7, and then zero 
(stdin) in r0 because we want a character from the 
user's input and not a file.

Following this we place the location where we 
want to store the character in r1 – in this case, the 
char location at the bottom of our data section. (We 
actually need a word, ie two characters, to store the 
data here, as the enter key input is stored as well. In 
assembly language, it's always important to be aware 
of data overflows – there are no high-level niceties to 
save your hide here!)

Back in the main code, we put 2 in r2 for the two 
characters that we're going to store, and then call the 
kernel to perform the read operation. The user enters 
a character and hits Enter. Now we want to see what 
this character contains: we put its location (char in our 
data section) in the r1 register, and then using the ldrb 
instruction we load a byte from the memory location 
pointed to by r1.

The square brackets here make it clear that it's 
the data stored inside the memory location that 
we're interested in – not the location itself. So r2 
now contains a single character from the char bit of 
our data section, and it's the character that the user 

entered. Our next job is to compare the contents 
of r2 with the letter 'q', which happens to be 113 in 
ASCII (see www.asciichart.com). So we use the cmp 
instruction to perform the comparison, and then 
'branch if equal' to the done label if r2 is 113. If not, 
we then go on to print our second string, then branch 
back to the start of the loop with the b instruction.

Finally, after the done label, we tell the kernel that 
we want to exit – just like in the first program. To 
run this program, just assemble and link it as per the 
instructions for the first one.

So, we've covered a lot in a short space here, but it's 

always best to learn by actually typing in and trying 
out code yourself. There's no better way to get familiar 
with a language than doing experiments by making 
changes and seeing what effects they have. You can 
now write simple ARM assembly programs with input, 
output, loops, comparisons and subroutines. If you 
had never dipped your toes into the imposing pond 
of assembly language before today, hopefully it has 
made you more confident with the language and it 
seems less of mystical art that only a few geeks dare 
to master.

Of course, that's just the tip of the iceberg when it 
comes to ARM assembly language. There's a lot more 
to explore, so if you'd like us to cover the language in 
more depth in future issues, get in touch! Meanwhile, 
another good resource for learning more about ARM 
coding on Linux can be found at http://tinyurl.com/
nsgzq89. Happy hacking!  

Now that we know how to write, 
assemble and link a simple program, let's 
move on to something more intricate

ARM chips started off in 
the Acorn Archimedes 
range of computers, but 
now utterly dominate the 
mobile space. (Image: 
http://tinyurl.com/
qy9p2l5)
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Scalable Vector Graphics (SVG) is, as the name 
suggests, a vector graphics format. This 
means that the images include details of what 

lines, shapes and objects go into making the picture, 
rather than just details of what pixels should be which 
colour. One advantage of vector graphics is that as 
you make them larger, software can redraw the image 
at a higher resolution, so they don't lose quality (hence 
the scalable in the name). Another advantage is that 
because you know what the component parts of the 
image are, you can manipulate them. In this tutorial, 
we're going to manipulate SVGs using JavaScript and 
HTML to create a simple side-scrolling game.

You can interact with SVGs using plain JavaScript, 
but there are some differences between browsers, 
and it can be a bit fiddly. It's easier to use a library that 
provides a wrapper to make it more straightforward. 

We'll be using the SVG.js library.
The basic HTML for our game is:

<html><head>
<title>SVG game</title>
<script src="http://www.linuxvoice.com/svg.min.js"></
script>
</head>
<body>
<div id="drawing"></div>
<button onclick="ship.dy(-5)">Up</button>
<button onclick="ship.dy(5)">Down</button>
<script>
var draw = SVG('drawing').size(1200, 600)
</script>

In the HTML of this page, we've created a div 
element in which we'll place our SVG, and two buttons 
that we'll use to control the spaceship (the onclick 
code for these buttons links to code that we'll create 
later in the tutorial). The first script loads the SVG.js 
library from the Linux Voice server, and the second 
creates an SVG object that we'll manipulate to create 
our game. This SVG object has methods that enable 

us to create elements of the SVG. For example, we 
can create a circle with a 10-pixel diameter with:
var circle = draw.circle(10)

Our game will be made up of asteroids (represented 
by circles) that move from right to left across the 
screen, and a spaceship (represented by a rectangle) 
that the user can move up or down. The aim is to keep 
the spaceship from colliding with the asteroids for as 
long as possible. The asteroids will gradually speed 
up, and your final score will be based on the speed the 
asteroids get to before a collision.

Asteroids!
The first part of our code sets up the variables we 
need, and places the asteroids at random positions 
across the SVG.
var draw = SVG('drawing').size(1200, 600)
var rocks = []
var num_rocks = 40
var rock_size = 20
var speed = 1000
var alive = true
for(var i=0;i<num_rocks;i++) {
    rocks.push(draw.circle(rock_size).fill('#aaaaaa' ))
    rocks[i].move(Math.random()*1200 + 200, Math.
random()*600)
}

This uses the array rocks to store details of all our 
asteroids. To create them in random positions, we 
first use the circle method to create the object, then 
use the fill() method to set them to the appropriate 
colour, and finally use the move method. Math.

You can play our game online – live, right now! – at  
www.linuxvoice.com/issue23-ninja.html.

BEN EVERARD

CODE NINJA:  
WRITE A GAME USING SVG
Turn your browser into a games console with scalable vector graphics.

WHY DO THIS?
•  Build cross-platform 

games
•  Add animations and 

interactivity to your 
website

•  Become an indie games 
superstar

We're going to manipulate SVGs using 
JavaScript and HTML to create a simple 
side-scrolling game
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random() returns a random number between 0 and 1, 
so by multiplying this by the dimensions of the image, 
we can generate random positions. To give the player 
a chance to get ready, we'll offest the initial x values by 
200, so they're not immediately in front of the player.

The ship is represented by a rectangle, which is 
created by the rect method of our SVG object. This 
takes arguments for the width and height of the ship. 
The ship can't move forwards or backwards, just up 
and down, so we start by moving it to the middle of 
the left-hand edge of the screen. The move method 
places the element's top left-hand corner at the given 
coordinates, so this should have an x value of 0.
var ship = draw.rect(40, 20).fill('#aa00aa' )
ship.move(0,300)
loop_forever()

After setting the ship up, everything is ready for our 
game. We only need to start the main loop running. 
We do this by calling the function loop_forever() that 
will keep running until the game is finished. In most 
other languages, we'd use a while loop, but JavaScript 
doesn't have any way of pausing the code, so you 
can't easily control the speed of your game using plain 
loops. Instead, we'll recursively call the loop_forever() 
function using the setTimeout function to run the 
animation every 20 milliseconds:
function loop_forever() {
    //animate rocks
    for(var i=0;i<num_rocks;i++) {
        rocks[i].dx(-1 * speed/1000)
        if (rocks[i].x() < 1) rocks[i].move(1200,Math.
random()*600)
        if(rocks[i].x() < 40 && rocks[i].y() > ship.y() - 20 && 
rocks[i].y() < ship.y() + 20) {
            alert("Score: " + speed + ". Reload the page to try 
again")
            alive = false
        }
    }
    speed++
    if (alive) setTimeout(loop_forever, 20)
}

The main action in this function is in the for loop, 
which loops through every asteroid and does three 
things. First, it moves all the asteroids left by the 
amount determined by speed/1000. The speed 

variable increases by 1 every time this loop is run, so 
this will gradually speed up as the game runs. The 
dx() method moves an SVG element relative to its 
current position. There's also a dy() method to move 
an element vertically which we tied to the click events 
on our buttons in the HTML.

Second, the first if statement checks for any 
asteroids that have moved off the left-hand edge of 
the screen and places them at a random position 
on the right-hand edge of the SVG. The x() method 
returns the current x position of an element. There's 
also a y() method that does the same for the vertical, 
which we'll use a bit later. You can use either of these 
with a single argument to set the horizontal or vertical 
position, but we don't need this in our game.

Collision detection
Third, the final if statement does a simple collision 
check. This isn't perfect, since it checks the bounding 
rectangle of the asteroid against the ship, but this is 
accurate enough for our needs. SVG.js doesn't have 
any collision-detection methods built in, so if you want 
to increase the accuracy of this, you'll have to write 
the code yourself.

If there is a collision, the game displays an alert to 
let you know your score, and sets the alive variable 
to false to stop the game loop continuing. At this 
point, you could reset the game, but in the interests of 
saving space, we've just asked the player to reload the 
page to continue.

And that's it: a game in under 30 lines of JavaScript. 
If you want to extend it, there are loads of options, 
such as  improving the graphics (you can load images 
in the same way we created shapes using the draw.
image(url) method), changing the difficulty level or 
adding features such as a gun on the ship.  

You can use the Firefox 
inspector (Ctrl+Shift+I) to 
see elements inside the 
SVG, which can help debug 
any problems.

Turn your browser into a games console with scalable vector graphics.

Ben Everard is the best-selling co-author of the best-selling 
Learning Python With Raspberry Pi.

SVG vs Canvas
As well as SVG elements, you can create Canvas elements 
in HTML which also hold scriptable graphics. The 
fundamental difference between the two is that SVGs 
contain the elements that make up the image (such as 
the circles and rectangles that we drew) while canvases 
just allow you to draw bitmap images. They don't hold 
the elements that go together to make up these images 
meaning that you, as the programmer, have to do more 
work to keep track of what goes where. The pay off for this 
extra work is that you can get higher performance out of a 
canvas, particularly if there are lots of bitmaps displayed.
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The financial crisis of 2008, which saw banks 
fail or survive only with lifelines thrown to 
them by governments, prompted many to 

take a greater interest in economics and ask why the 
"experts" failed to see it coming. Minsky is free and 
open source software that can model many types of 
dynamic systems, but its raison d'être is to model the 
economy: the flows of money through businesses, 
consumers, government and banks. 

Minsky was created by Steve Keen, one of the few 
economists that did see the 2008 crisis coming. He 
named the software in honour of economist Hyman 
Minsky, who argued that economies were inherently 
unstable and prone to sudden crashes, known as 
"Minsky moments".

We're going to use Minsky to enter the world of 
economic modelling. If you didn't see part 1 of this 
tutorial in issue 22, do take a moment just now to read 
the Quick Start boxout. All the screenshots produced 
for this article have a corresponding .mky file you can 
load up for yourself, though we recommend you try 
and wire up at least the most basic models. You can 
grab the .mky files from https://github.com/mcnalu/
linuxvoice-minsky and load them using the Open 
item under the File menu.

Consume what you earn
Let's model a very simple economy of the planet 
Triskelion, which starts with no banks nor a 
government. Imagine that there is full employment, so 
everyone is a worker who works for a business. We're 

only going to track two quantities: the money held by 
all businesses, and the money held by all workers. 
Let's suppose both totals start (at t=0) at 100 
Quatloos or Q100, the Quatloo being the currency of 
Triskelion. Also, the total wage bill to pay all workers is 
constant at Q100 per Triskelion year. One year is 
equivalent to t changing by 1 in the simulation (see 
the top-right of Minsky's window). Let's also suppose 
that the good people of Triskelion always spend 80% 
of their wealth in each time period.

The boxout over the page shows how to set up this 
simple model in Minsky using the Godley Table, which 
uses double-entry bookkeeping to ensure that our 
flows of money are correct, and we're not leaking or 
creating Quatloos unintentionally. When you run this 
model you'll see that workers' wealth rises from Q100 
and levels out at Q125 after five years or so, whereas 
the business total drops from Q100 down to Q75. As 
we hoped, the number of Quatloos in the economy 
remains constant at Q200.

Now, you might have thought the Triskelion people 
were a bit free with their money, always spending 80% 
of whatever they had available. If so, you might be 
surprised to see that the workers did well out of this: 
overall, Q25 went from businesses to the workers. 
You can see why this balance occurred, because once 
achieved the workers spend 80% of Q125, which is 
Q100 and equal to their wages. What this example 
illustrates is that consumers are limited to spending 
what they get paid, and that in turn determines profits 
(or losses) of businesses.

The paradox of thrift
One of the business owners notices that workers are 
saving 20% of their wages and that the business is 
currently making a loss. The owner might well 
conclude that she needs to cut the wage bill. She 
decides to replace the fixed Q100 wage bill with one 
that's set at 90% or 0.9 times consumption. This 
means the simulation starts with consumption at Q80 
and wages at Q72, so businesses make a profit of Q8 
per year. When you run this simulation you'll see that 
business ends up with all the money and the workers 
with none. But look at the graph of wages and 
consumption – this is not a good outcome for 
businesses, but a disaster all round! Workers end up 

In the paradox of thrift 
both businesses and 
workers try to save money 
and cause a disaster.

ANDREW CONWAY

MINSKY PART 2: 
ECONOMIC MODELLING
Master global wealth fluctuations and understand every word in the FT…

WHY DO THIS?
•  Correct the pub bore 

who oversimplifies (and 
misunderstands) the news

•  Make money in your 
pyjamas on pork belly and 
orange juice futures

•  Play God with an economy 
despite only having a 
fragile understanding 
yourself!
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Now a government 
spends money on paying 
government employees, 
but taxes workers 
employed by businesses.

with nothing, so spend nothing, and the businesses 
get no income and can only sit on their amassed 
Q200. This is known as the paradox of thrift, because 
if everyone tries to save at the same time (business is 
effectively saving by retaining profits) then it leads to 
an economic dead-end. 

In reality, the disastrous end-point is not reached, 
because workers will not be able to save once their 
income has fallen so low that they cannot afford 
basics such as food and housing. However, real 
societies can end up with significant problems arising 
from increasing inequalities of wealth and income.

Government – spend and tax
Eventually Triskelion introduces a government, mainly 
to help manage economic collapses like the one we've 
seen, but also to help regulate an endemic gambling 
problem. Government becomes a new stock column 
in the Godley Table, and two new flows are introduced. 
There is now an income tax of 20% or 0.2 on worker's 
wages that goes to the government, but the 
government also spends Q25 per year on paying its 
own workers, such as the teachers and doctors. 
These lucky government employees on Triskelion pay 
no tax.

You'll notice that the wealth of the government – 
shown by the black line on the graph – is negative. It 
starts at zero and decreases because the government 
spends Q25 but only gets back Q20 per year in taxes 
(20% of Q100). So, overall, money is flowing out of 
the government – the public sector – and to the 
workers and businesses – the private sector. At first 
the workers benefit most, but as their wealth rises so 
too does their consumption until it equals their wages. 
At this point the workers' wealth reaches a maximum 
and the money flowing out of government goes 
via consumption to the businesses, whose wealth 
continues to rise.

If you check, you'll find that overall wealth – adding 
up government, workers and businesses on the 
graph – is constant at Q200, as before. But in time 
businesses will accumulate much more than Q200 
in wealth. You can interpret the negative wealth 
of government in two ways: either the Triskelion 
government is becoming indebted to another planet, 

or they are simply creating Quatloos out of nothing 
(being the government, they can do that).

After 30 years, the government decides to stem 
this outpouring of Quatloos by raising the tax rate to 
25% so that government taxes equals its spending 
(both Q25). Investigate this for yourself: pause the 
simulation at t=30, edit the 0.20 under wages to 0.25 
and unpause.

Minsky is about 
economics, but you'll also 
learn a nice bit of maths 
while you're modelling.

Minsky quick start
You can build Minsky from source, but we used the 
binaries available from the OpenSUSE build service – see 
sourceforge.net/projects/minsky. In Minsky you are 
building a numerical simulation using components and 
wires rather than lines of code. Components either have a 
value, such const (a constant) and var (a variable), or are 
operators, represented by a triangle pointing to the right 
with a symbol inside. All of these can be placed by clicking 
on the symbols on the toolbar and clicking again to place 
them on the canvas. 

For example, to calculate z=x+3, you would place a var 
called x, another var called z and a const set to 3. If you set 
x to 5, either on creation or via a right-click, then z will take 
on the value of 8. However, this is dull because it doesn't 
change with time. To make things more interesting, drop in 
the special t operator (which generates time), then sin and 
wire it all up as shown on the left of the screenshot. Finally, 
place a graph using its icon (bottom-right on the toolbar) 
and wire z up to a port at its left. Now hit the square button 
in the toolbar to reset the simulation and hit the Play button 
to run the simulation and watch your graph of z=sin(t)+3 be 

If everyone tries to save at the same 
time (businesses do this by retaining 
profits) it leads to an economic dead-end

plotted against t. We won't be using the time operator directly 
in this tutorial because it's part of the Godley Table, which is 
key to Minsky's economic modelling capability. As noted in the 
previous tutorial, Minsky is a work in progress, so a few quirks 
and bugs are to be expected. 
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Andrew Conway aspires to be a libidinous astro-economist 
starship captain, bestriding the universe like a colossus.

The Triskelion government does a good job of 
managing the economy for many years, but then 
succumbs to populism and gears the entire economy 
around betting on gladiatorial combat. Fortunately, a 
starship visits the planet and its libidinous captain 
deposes the government. However, following his 
departure the economy enters turmoil in which both 
loss-making businesses and cash-strapped workers 
panic, try to save and via the paradox of thrift drive the 
economy into a deep recession; wages fall and get 
stuck at Q50 per year.

The situation is modelled in the final boxout with 
the workers having zero wealth and the businesses 
having Q200 at t=0. Wages of Q50 per year are well 
below the Q70 per year that the workers need to 
survive, eg to buy food and pay rent. The businesses, 
seeing their future is in peril too, decide to offer the 
workers credit, lending them the difference between 
their wages and the consumption they need to 
survive. In return, the businesses expect interest to be 

paid at 10% per year. This is represented in the Godley 
Table with a new stock called workers debt and new 
flows called lend and interest, which are defined to 
the left of the Godley Table icon.

You may have spotted the problem before even 
running the simulation: the workers will need to 
borrow the Q20 shortfall every year, and in addition 
they'll need to borrow the money needed to pay the 
interest. As such, their debt increases exponentially as 
does the assets of the business: one person's debt is 
another's asset. This means great inequality develops, 
with the businesses holding all the wealth and debt 
assets, and workers with no wealth and ballooning 
debt liabilities. Although we've not had space to cover 
it, the Godley Table can be set up to represent assets, 
liabilities and also equity.

Apologies, congratulations and where to go
We are sorry to say we have tricked you into creating 
and solving differential equations, and for that 
congratulations are also due. If you don't believe us, 
then click the equations tab at the top-left of the 
screen to see them. If you like Latex and want to print 
out prettier equations (say, to frame and put on your 
wall) use the Output Latex item under the File menu.

You may well have noticed that these hypothetical 
situations on Triskelion have some parallels with 
societies on our own planet. If you'd like to learn more, 
feel free to experiment with your own models and also 
to delve into the more complex models explained in 
Steve Keen's video tutorials on his website:  
http://www.debtdeflation.com/blogs/minsky.  

Minsky shows the Godley 
Table as a columned 
portico that resembles the 
frontage of the Bank of 
England

The Godley Table
Let's demonstrate how to use the Godley Table with a 
simple model of Triskelion's economy. First, click the 
orange icon to place the Godley Table (named in honour of 
economist Wynne Godley, who among other thigs was also 
a director of the Royal Opera) on the canvas.

Now double-click on the placed icon and in the window 
that opens click on the button that says noAssetClass 
and select asset. Then click in the white area immediately 
beneath and enter businesses, and click the + button at the 
top to create a new column, make it an asset and label it 
workers. In the row below that says Initial Conditions, set 
both to 100, then click the + button on the left to create a 
new row. Click in the first column and name the new row 
Pay workers, then under workers enter wages and under 
businesses enter -wages. This creates a variable that 
means the business total will be reduced by that amount 
and the workers' increased by an equal amount. Now in 
the same way create the row called Workers buy goods. 
Workers spend an amount called consumption, which goes 
from the workers to the businesses. 

Notice that the Row Sum column is zero for these two 
rows. This is an example of what's called double-entry 
bookkeeping, where the same amount is shown as a credit 
(positive) and a debit (negative).

Now a government 
spends money on paying 
government employees, 
but taxes workers 
employed by businesses.

The variables workers and businesses shown at the 
bottom of the Godley Table icon are stocks because they 
represent an accumulated stock of money, whereas wages and 
consumptions are flows, because they move between stocks 
each year.
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What led you to create Minsky?
Steve Keen: I've always been a critic 

of mainstream economics. It makes several 
fundamental assumptions that I oppose, but 
particularly that the economy is in 
equilibrium or is heading towards it, and that 
it can be modelled without describing how 
banks handle money. 

I also have a background in computing 
and was editor of software magazines in 
Australia from the early 1980s to mid-1990s. 
During my PhD I used MathCAD and 
Mathematica for non-linear modelling and 
also came across VisSim. 

I started out modelling the role of money 
in the economy taking inspiration from a 
predator–prey model developed by 
mathematician John Blatt, added debt-
based investment to it and ended up with a 
chaotic model [related to the Lorenz model 
discussed in part 1]. That work was in 1992 
and since then I've been working to include 
banking in the model. At first I worked with 
differential equations by hand, then used a 
matrix approach with MathCAD, which in turn 
led to the tabular format used in Minsky.

So that's what led to Minsky's 
unique Godley Table feature?

SK: Yes. I knew I wanted to design a 
software package around the idea and 
obtained a $128,000 grant from the Institute 
of New Economic Thinking (INET). At this 
point I brought in Russell Standish, who's 
currently a visiting professor at the 
University of New South Wales, who has a 
background in physics and who'd already 
built the Ecolab software (a dependency of 
Minsky also available on SourceForge). 
Russell then wrote the code for Minsky, so I 
found myself not only working with a good 
programmer but a good friend who 
understood my approach to economics.

Whose idea was it to release Minsky 
under the GNU GPL?

SK: Russell works with open source 

software and I preferred it because I knew 
it'd help with adoption. Interestingly enough, 
when I spoke to the then director of INET he 
said it's got to be open source otherwise 
people will think George Soros (co-founder 
of INET) is trying to make money out of it!

Minsky's visual approach has the 
potential to get folk to engage with 

new economic ideas without requiring 
them to have a conventional 
mathematical or economics training.
SK: Exactly. To engage people you need to 
be visual. Economics is still stuck in a 
tedious world of intersecting lines and 
algebra with differential equations hardly 
getting a mention. A good way to encourage 
people into my approach of non-linear and 
non-equilibrium thinking was a visual tool. 

Minsky has been updated in the last 
year, but how much time has 

Russell got to work on it?
SK: He's got to earn a living from coding so 
needs funding to work on Minsky. In 2013 
we raised $78,000 from 620 backers on 
Kickstarter and more recently I've put some 
of my own money into it, some which I've 
earned by giving talks to banks for a sizeable 
professional fee. People can also give 
money via my blog www.debtdeflation.
com/blogs/minsky.

Is there other free and open source 
software that is similar to Minsky?

SK: There's Xcos, which is part of Scilab – a 

INTERVIEW 
STEVE KEEN

clone of MathWorks Simulink. There's also 
Modelica which, although a compiler, has 
various graphical front-ends. We thought 
about basing Minsky on Xcos, but found it 
too cumbersome. Had we known about 
Modelica at the time we might have used it 
as the basis of Minsky rather than coding 
from scratch in C++.

Where do you see room for 
improvement?

SK: On the economics side, I'd like to add 
multi-sectoral modelling (eg private and 
public sector or multiple countries). I've done 
that by hand: a few years ago I was asked by 
the UN environment programme to provide 
a non-equilibrium, multi-sector economic 
model to provide input to an ecological 
model of the environmental impact on 
southeast Asia.

What would you do if you had a 
million-dollar budget for Minsky?

SK: Go multi-user so I can take policy-
makers through the economic model where 
they can see the effects of varying taxation 
and spending. That way I could demonstrate 
to them that if they do simplistic things like 
reducing the government deficit they risk 
increasing the instability in the system by 
driving people to run up higher private debt, 
which caused the last financial crisis. I'd also 
like to create a model repository so you can 
have an HTML 5 application with several 
users building a model together. Ultimately, 
the goal is to properly model capitalism. 

Minsky is the brainchild of Professor Steve 
Keen who is currently Head of the School of 
Economics, History and Politics at Kingston 
University in London. We caught up with 
Steve just before he headed off to the House 
of Lords to offer advice on economics.

Steve's T-shirt reads: 
"The difficulty lies not 
in the new ideas, but in 
escaping from old ones."
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I f you've ever tried to prove to someone that Linux 
is better than Windows, you'll have used security 
as one of your arguments. Regardless of the 

improvements that Windows has made in this field in 
recent years, Linux still enjoys the reputation of more 
robust, solid operating system. A well-thought out 
process privileges mechanism is what earned Linux 
this reputation. You can't do any harm to your system 
unless you're logged in as root, and if you use Linux 
properly, you are almost never logged in as root. Today 
we'll see how these permission bits stick together to 
ensure safe operation of our desktops, servers, and 
even mobile devices.

A two-numbers game
At the centre of the Linux privilege system lie two 
integers: these are User ID, or UID, and Group ID, 
or GID. They may come in different "flavours", but 
ultimately these are the credentials that the kernel 
uses to determine if a process should be granted 
access to some resource, like a file, or rejected. A UID 
and GID of zero are reserved for root, and normal user 
accounts often start at 1000, but the latter is merely a 
convention.

People aren't good at remembering numbers, so 

UIDs and GIDs are usually assigned human-readable 
names. This is similar to how DNS maps hostnames 
to IPv4 (or IPv6) addresses. Most often, UID and GID 
mappings are stored in /etc/passwd and /etc/group, 
respectively. You can read them with  the getent 
command:
$ getent passwd val
val:x:1000:1000::/home/val:/bin/bash

To do this in the code, refer to getpwnam(3) and 
related functions. UID is the number in the third 
column, and the next one is the primary group's GID. 
They don't have to be equal, but often coincide, as 
Linux system designers tend to put each user in a 
separate group.

Any user in Linux may also belong to some 
supplementary groups. You can change this 
membership via the usermod -a -G command; note 
that this requires root privileges. Supplementary 
groups are convenient for rights management: say, 
you add users to the plugdev group to let them 
access external storage devices in Ubuntu.

Despite the text above attributing credentials 
to human users, they are really associated with 
processes. In fact, processes may have several 
instances of both UIDs and GIDs. The kernel switches 
them under strict rules, and this is how privileges 
change in Linux. Let's go through this step by step. 
We'll speak of user identifiers; for group identifiers, 
things stay precisely the same.

The three "flavours" of UID are 'real', 'effective' and 
'saved'. A real UID determines who owns the process. 
The effective UID is the value that the kernel checks 
when evaluating resource access requests. The 
process inherits both from its parent across fork(), 
and usually they are equal to each other.

A third flavour, saved set-user-ID, comes into play 
with SUID binaries. Ordinary programs have the 
privileges of the user who executes them. Specific 
programs, like passwd, may need higher privileges, 
however. Such programs often have a SUID bit set 

CORE
TECHNOLOGY
Prise the back off Linux and find out what really makes it tick.

Privilege separation
Typical Linux system hosts multiple users running many 
processes. How does it ensure all these inhabitants play safely?

For unprivileged processes, 
IDs aren't assigned but 
"rotated" between values 
already in the set. A 
change in effective ID 
updates filesystem ID as 
well.

Effective UID

Real UID Saved set-UID

Filesystem UID
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with chmod +s (usually, during packaging). When the 
kernel starts a SUID program via execve(), it overrides 
the effective UID and saved set-user-ID with the file 
owner's UID (often 0).

For historic reasons, Linux also defines filesystem 
UID. The kernel automatically keeps filesystem UID 
in sync with the effective UID, unless you change the 
former manually. We won't, and this Core Tech won't 
deal with filesystem UIDs.

Why bother to have so many identifiers for a single 
process? The trick is how Linux switches between 
them. A privileged process with an effective UID of 
0 can use setuid() and related system calls (see the 
boxout) to change the IDs arbitrarily. A non-privileged 
user, however, is restricted to values that are already 
in the (real, effective, saved) set. So it can, say, change 
effective UID to real UID or saved set-UID, but can't set 
it to 0 and become root.

For instance, consider a program that starts as root 
but then drops privileges with seteuid(1000). When 
it decides it wants to make a privileged operation 
once again, it can issue setuid(0) and this will work, 
because zero matches its real UID. This ability to 
escalate once-dropped privileges back could be a 
security breach. To prevent this behaviour, most 
programs use setuid(1000), which updates all three 
UIDs if the caller effective UID is zero.

Set-UID programs work in a similar fashion. 
Consider a SUID program owned by a non-root user, 
but not you. You run it, and at some point it decides 
it doesn't need owner privileges anymore. So, it uses 
setuid(getuid()) to set an effective UID equal to the 
real one (ie, "become you"). However, it can switch 
back to its owner's UID at any time, as the latter is 
also in the set as a saved set-UID. Unlike a root-owned 
program, an unprivileged one can never forget its 
origins. The reason for this is that it can't set any UIDs 
to the value not in the (real UID, effective UID, saved 
set-UID) set.

Gaining privileges
Now when we know how privilege mechanics 

works in Linux, let's see how processes obtain their 
privileges. LV019 already covered daemons, so we'll 
stick to interactive processes here. For these, privilege 
assignment occurs mainly in two spots: when we log 
in, or when we launch something with su/sudo.

For most desktop Linux distributions, login 
happens via display managers, like KDM (KDE) or 
GDM (Gnome). Both are relatively complex pieces of 
software. So, for this Core Tech, we'd opt for classical 
and simpler login, which manages text-based terminal 
sessions.

The login command comes as a part of the util-
linux package, and you can find it as login-utils/
login.c in the sources. The actual authentication 
happens in PAM (Pluggable Authentication Modules), 
which is not our focus today. If all goes well, the 
program calls getpwnam() to get a password 
database entry (struct passwd) for the user whose 
name was passed to login as a command line 
argument. If the authenticating user is not root, login 

calls initgroups() to fill the supplementary group list 
from /etc/group (for root, it's empty). Then setgid() 
is called to set the primary group ID. As login runs 
as root, any value is acceptable, and all three group 
IDs are updated. From now on, the process runs with 

Managing user and group IDs

Enlightenment's display 
manager can also set 
process credentials, and 
does this with a jolly dash 
of eye candy.

The kernel switches UIDs and GIDs 
under strict rules, and this is how 
privileges change under Linux

Linux provides quite a few system calls and library functions to get or set user and group IDs. 

User ID  Group ID  Operation remarks

getuid()  getgid()  Return real user or group ID of the calling process.

setuid()  setgid()  Set all three IDs (superuser) or just effective ID (non-privileged).

geteuid()  getgid()  Get effective IDs of the calling process.

seteuid()  setegid()  Set effective IDs. Doesn't affect other IDs (e.g. real) for privileged processes.

getresuid()  getresgid() Get real, effective and saved set-ID of the calling process.

setresuid()  setresgid()  Set real, effective and saved set-ID (superuser) or "rotates" them (non-privileged).

getfsuid()  getfsgid()  Get filesystem ID (defaults to effective ID).

setfsuid()  setfsgid()  Set filesystem ID (reset to effective ID whenever the latter changes).

Besides, Linux provides getgroups()/setgroups() system calls 
to get or set a supplementary group list, and the initgroups() 

function, which initialises the supplementary group list as per 
/etc/group.
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authenticating user group privileges, but it still has an 
effective UID of root.

Then, login sets environment variables (like $USER 
and $HOME) from the passwd entry, prints motd and 
forks to create a new session (see LV019). Recall that 
group IDs (and the environment) are inherited across 
forks. The parent watches the child, which does 
setuid() shortly afterwards. As it still runs as root, this 
updates all three user IDs. From now, the process 
is wholly owned by the authenticating user. Unless 
that user is root, it's non-privileged, and has no way to 
switch back to root (which would be a security hole). 

The only thing left for login is to chdir() 
into the home directory and run the shell. 

When I said there is no way to switch 
back to root, I lied a bit. We all know how 
to regain root privileges with su or sudo. 
Both are separate root-owned programs 
(so technically I was correct) and both 
have set-UID bit set. su is also part of 

util-linux, and is more flexible as it can switch to any 
valid user, not only root. "su" means "switch user", 
while "sudo" is "do as super user".

When su starts, the kernel sets the process 
effective UID and saved set-UID to 0. Then su does 
most of what we already saw in login. It reads a 
password database entry for the new user (root, by 
default) and performs authentication via PAM. Then 
it initialises supplementary groups, and calls setgid() 
and setuid() for the new user. The order is important: 
if su did it the other way around, the setgid() call could 
fail, as the new group ID doesn't match your effective 
GID, real GID or saved set-GID. I say "your", not "root", 
because su is set-UID, not set-GID. After that, su 
modifies the environment and, optionally, creates a 
new session. Finally, a user-supplied command or a 
shell is executed with execvp().

These are not the only ways processes gain their 
privileges, but the idea stays pretty the same in all 
cases. su and sudo are preferred ways for short-
lasting administrative tasks like installing updates 
– you shouldn't log in as root, you know. This all 
works great for end-users, but what if you need a 
non-interactive daemon to perform some selected 
privileged operations in a safe way? What you are 

looking for is privilege separation, and there are some 
well-known ways to implement it in Linux.

Playing safely
Daemons usually start as root. Most often, this 
happens from an init script running as root, and 
daemons simply inherit their parent's permissions. 
Even if you start a daemon from the terminal, you 
have to use sudo, as it is considered a privileged 
operation. Furthermore, daemons often need 
superuser privileges, for instance, to bind network 
ports below 1024.

However, most of the work daemons do is perfectly 
bearable for a non-privileged user. So, as the principle 
of least privilege stipulates, they should drop root 
privileges as early as possible. Calling setgid() followed 
by setuid() will do the trick, but what if the daemon 
wants to regain superuser rights occasionally?

Consider a POP3 mail server. Once bound to a port 
(110), it can accept connections, handle the protocol 
and read mailboxes as non-privileged user, provided 
that mailbox files have the appropriate permissions. 
However, it also needs to authenticate users. 
Depending on the password database used, this may 
imply being root. For instance, it'll need superuser 
privileges to read /etc/shadow. Truth be told, 
today's mail servers are usually not POP3 but IMAP. 
Furthermore, they don't use system-wide password 
databases, but this is how real mail servers worked 
about 10 years ago.

popa3d (www.openwall.com/popa3d) is one such 
mail server. It was built for the Openwall project 

Capabilities
We got used to the concept of almighty root user, but it 
doesn't have to be so. Instead of the brute all-or-nothing 
approach, you can assign granular privileges to specific 
programs or execution threads (think processes).

In fact, the kernel doesn't check that you are root. 
Instead, it evaluates process capabilities, as in this excerpt 
from the setuid() system call handler:
if (capable(CAP_SETUID)) {
    new->suid = new->uid = uid;
    ...

There is a set of dedicated system calls to manage per-
thread capabilities. For details on using this mechanism, 
refer to capabilities(7). Alternatively, there is the libcap (not 
to be confused with the libpcap) package, which provides 
a higher level, more stable process capabilities interface. 
It also includes two tools – setcap and getcap – to 
manage file capabilities. Chances are, you already use file 
capabilities without even noticing it:
$ getcap /usr/bin/ping
/usr/bin/ping = cap_net_raw+ep

ping creates raw network sockets, which is a privileged 
operation. So, my Arch Linux system grants it CAP_NET_
RAW capability, and I can execute ping as a non-privileged 
user. Alternatively, ping could be made into a SUID binary, 
which is the case for Ubuntu:
$ ls -l /bin/ping
-rwsr-xr-x 1 root root 44168 May  8  2014 /bin/ping

File capabilities require filesystem extended attributes 
support, but it pays with greater overall security.

PRO TIP
You can find a really short, pseudo-code 
like su implementation in the Android 
sources: https://android.googlesource.
com/platform/system/extras/+/master/
su/su.c.

popa3d – a tiny (yet real-
world) POP3 daemon from 
the producers of John the 
Ripper.
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with security being the top priority. It's relatively 
short (about 3500 SLOC) and currently comes as a 
standard in Slackware. 

So, how does popa3d separates privileges? Let's 
track it from the entry point: the do_pop_session() 
function defined in pop_root.c. First, it creates 
an unnamed pipe and stores it in the channel 
variable. This pipe will be used later as a simple IPC 
mechanism. Then the daemon forks, chroots to  
/var/empty` (see below) and drops privileges. From 
now, two processes are handling the session: the 
parent and the child. The parent runs as root and 
spins waiting for data in do_root_auth(). The child is 
unprivileged, and it runs the do_pop_auth() function 
which eventually supplies client-provided credentials 
into channel[1]. Then the privileged parent reads 
them from channel[0] and checks them against /etc/
shadow. After that, it doesn't need root permissions 
anymore, so it drops privileges again and continues 
handling POP3 protocol messages. 

So, popa3d has both privileged and non-privileged 
processes, which communicate over an unnamed 
pipe. This is quite a common pattern, and the benefit 
is that the privileged process is never exposed directly 
to the outside world. This way, if a service appears to 
be remotely exploitable, the damage would hopefully 
be minimal. Privileged operations are requested 
through the IPC channel as needed. However, one 
can't use this mechanism to run arbitrary commands. 
In the example above, one can check a username–
password pair, but you can't order a system shutdown.

Escaping the jail
It's important to understand that there is no such 
thing as ultimate security. Imagine the do_root_auth() 
function contained a bug that caused buffer overflows 
on long usernames. A remote attacker could still 
trigger the vulnerability, even if he never interfaces 
with the privileged process directly. A false sense 
of security is worse than no security at all, and one 
mechanism that's often overestimated is the chroot() 
system call. You know that in Linux, the filesystem 
has a single root. This means, any file or directory in 
the system is ultimately a child of /. In fact, this is a 

per-process setting, but most of the time all processes 
share the same view of a filesystem. In a nutshell, 
chroot() is a way to move a filesystem root directory 
down the tree. If a process does, say, chroot("/var/
empty"), its view of a filesystem will be restricted by 
what's in /var/empty.

One can readily see this as a hardening mean. 
If a process has no access to data files, binaries 
or libraries, it can't do any harm to them, even if 
exploited. In fact, it may even refuse to run if a chroot 
misses some essentials like glibc, but that's a whole 
another story. It would in fact be a hardening mean, 
if the process were unable to escape the jail. The 
reality is that it can, so you should never treat a chroot 
as security measure. This doesn't mean chroots 
are useless: they come handy in packaging, for 
example. Chroots are just not what they aren't – Linux 
alternatives to FreeBSD jails or Solaris Zones (look at 
namespaces(7) instead).

Command of the month: id
Now we know that user and group IDs come in three 
flavours. To obtain them in code, you use the system 
calls summarised in the boxout. But how do you know 
who you are, in a shell?

The id command is the answer. When run with no 
arguments, it prints a summary of your credentials:
$ id
uid=1000(val) gid=1000(val) groups=1000(val),4(adm),10(
wheel),14(uucp),90(network),91(video),92(audio),93(optic
al),98(power),108(vboxusers),150(wireshark),991(docker)
Quite often, you'll find a recommendation to supply 

the -a command line switch. In fact, this does nothing 
in Linux and is retained for compatibility only.

Alternatively, you can get raw identifiers (eg for 
use in shell scripts). id -u shows your effective user 
ID, id -g prints your effective group ID, and id -G lists 
supplementary groups. Add -r (eg id -ru) to print real 
identifiers instead. Note there's no way to get saved 
set-ID identifiers. You can also get IDs for another user 
in the system with id <username>.

Optionally, id can also print security context on 
SELinux-enabled kernels. Use id -Z.  

popa3d processes 
communicate over 
an unnamed pipe to 
achieve proper privilege 
separation. Red blocks are 
code that runs as root.

Client connects

do pop session()

drop_root()
Drop privileges

do_pop_auth()
POP3 authentication

do_root_auth()

auth_userpass()
(read /etc/shadow)

set_user()
Drop privileges

do_pop_trans()
POP3 commands

Exit when POP3 session ends

User-supplied 
credentials

Child

Exit
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Final thoughts, musings and reflections

MY LINUX SETUP  
MARTIN WIMPRESS

Cast your mind back to 1995, if you 
can. Robson and Jerome dominated 
the music charts, the Pokémon craze 

was in full swing and Nicholas Cage was 
seemingly in every film released – but it 
wasn’t all grim. Linux was still rather 
obscure, but Peter Mattis and Spencer 
Kimball started working on something that 
would help change that – a software project 
known as The Gimp.

It seems remarkable to remember, but in 
five or six years it became a robust and 
remarkable tool that was actually superior to 
Adobe’s Photoshop in terms of features and 
standards compliance. So what went wrong?

It is fair to say the project lost momentum. 
While the nascent Linux ‘Enterprise’ players 
were happy to fund developers to work on 
kernel features, filesystems and the like, 
graphics software was seen as, at best, 
non-essential. Hampered by a lack of 
experienced devs and hamstrung by 
technical debt (Gimp was, and still is, RGB 
only, in a world that wanted CMYK and 
more) it spent many years seeing only 
superficial updates. 

The solution was a comprehensive 
retooling around a new graphics engine 
(GEGL) which can take better advantage of 
modern processors and address the 
fundamental restrictions of the original 
design – it’s no less than a complete rewrite 
from the inside out.

Twenty years on, although it may seem 
like not much has changed recently, Gimp is 
poised once again to dazzle. And if you want 
to help it get there faster, you can always 
donate:
https://www.gimp.org/donating

Nick Veitch  
was the original editor 
of Linux Format, a 
role he played until he 
got bored and went 
to work at Canonical 
instead. Splitter! 

MATE hacker, Ubuntu MATE co-founder and Ubuntu Podcaster.

Mobile devices for playing 
with Ubuntu Touch, 
Cyanogenmod and Sailfish. 
I have the converged 
experience running now.

Dell Precision T7400. 
Was on Bitcoin mining 
duty from mid-2009 until 
end 2013 but now it is my 
Arch Linux development 
machine, Blu-Ray ripper 
and Steam box.

Chromebook Pixel 2015 i5 with 
8GB. Destined to become a full 
blooded Linux workstation.

The nuc is a Gigabyte Brix with 
Celeron 2955U @ 1.40GHz, 
16GB RAM and 2x SSD. It is 
my main workstation running 
Ubuntu MATE 16.04.

Mic is Blue Yeti in a Blue Radius II 
shock mount with a Blue pop filter 
all hanging off a Rode PSA-1.

Behind the Entroware 
Apollo you can just make 
out the Nexus 9 in a 
Logitech K480 keyboard. 

What version of Linux are you 
currently using?
Ubuntu MATE Xenial Xerus 
development branch (what will 

become 16.04), on my Entroware Apollo and 
cheap Celeron nuc. Arch Linux on my Dell 
Precision T7400. Android on my Nexus 9 
and moto X Style. ChromeOS on my 
Chromebook Pixel 2015 and Acer 
Chromebook C720. Sailfish 2.0 on my Jolla 
phone and a Nexus 4, Nexus 7 and bq 
Aquaris E5 all running Ubuntu Touch. 

And what desktop are you using at 
the moment?
MATE on all the proper Linux 
workstations. I really like LXQt as well.

What was the first Linux setup you 
ever used?
Yggdrasil LGX in 1994. I was using 
Unix and Microsoft Xenix at work and 

really wanted a Unix for home but couldn’t 
afford SCO UNIX. Once I found Linux I 
ditched OS/2 and haven’t looked back. After 
Yggdrasil I used Slackware (1996–1998), 
Red Hat, CRUX, Fedora, Ubuntu (2004–
2011), Arch Linux ( 2011 till present) and 
Ubuntu MATE since I started making it.

What Free Software/open source 
can’t you live without?
My favourite piece of open source 
software is OpenSSH. I’m not looking 

forward to Theresa May banning it but have 
been brushing up on my Telnet and FTP 
skills for when the cryptpocalypse happens.

What do other people love but you 
can’t get on with?
First-person shooters. Ever since I first 
sat in a hydraulic Outrun while on 

holiday in the summer of 1987 I’ve been 
hooked on racing games. 
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