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a KDE developer account that 
he’s never really used.
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While many people think of DNS exclusively 
in the context of mapping host names to 
IP addresses, in fact, "DNS is a general (if 

somewhat limited) hierarchical database, and can 
store almost any kind of data, for almost any 
purpose". By analogy, responding to DNS queries 
often involves talking to several sources. In this Core 
Tech, we'll learn how it happens, both internet-wide 
and in your home network.

Once upon a time, there was a single file named 
HOSTS.TXT. It contained names for all hosts on the 
internet, and the network information centre (NIC) 
kept it current. Connected hosts updated this file via 
FTP. Everything went fine, until things started to grow 
big. Needless to say, the HOSTS.TXT approach didn't 
scale well. Networks of the 80s had limited capacity, 
and HOSTS.TXT updates consumed their scarce 
bandwidth. A new system (DNS) had to be global, 
distributed to handle increasing load, and generic, to 
support emerging applications. Today, DNS facilitates 
name resolution, but also spam protection and service 
discovery, among other things.

DNS builds on the concept of a hierarchical, 
single-rooted namespace. A section of this tree 
(spanning one or more domains) is called a "zone". 

A name server can handle one or more zones, and 
a single zone is often serviced by multiple servers 
for reliability reasons. A server that stores data for a 
given zone is referred to as being "authoritative" for 
it. Other name servers may cache its responses and 
re-use them in their own answers; those answers are 
non-authoritative. They are no evil; in fact, we often 
use name servers on wireless routers that aren't 
authoritative for anything. Sometimes, these servers 
are called "caching".

A domain name consists of one or more dot-
separated labels. Names read right to left: com, 
linuxvoice, www. In fact, each name ends with the dot 
that separates an empty label denoting namespace 
root. User-friendly resolvers (that is, programs that 
resolve names) don't force us to type it, but many 
other tools prefer this final dot explicit. A domain 
name that starts at root is called "fully qualified" 
(FQDN); everything else is unqualified or relative. 
When Linux encounters an unqualified name, it tries to 
make it into an FQDN. To do so, it appends domains 
from the system-configured search list. So, www on 
a corporate network may open company's website, 
as company.com often comes first in the search list. 
Search lists are convenient, but may cause resolution 
slowdowns if configured improperly.

On a good record
As the DNS is the database, it can also be viewed as 
a set of records. A resource record (RR) essentially 
maps a name to some data (RDATA). Each RR also 
has a class (typically 'IN', or Internet), a TTL (time to 
live, a number of seconds for the record to stay valid 
in cache), and, last but not least, type. There are many 
RR types defined, and in this Core Tech we'll cover 
most important ones.

Let's begin with 'A'. Records of this type map 
domain names to IPv4 addresses. A's cousin, 'AAAA', 
does the same for IPv6:
www.linuxvoice.com.     300     IN      A       104.28.6.18
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www.linuxvoice.com.     300     IN      A       104.28.7.18
The above is standard textual representation of 

an RR. It begins with the owner's name (note the 
trailing dot), followed by TTL, class, type and RDATA, 
which is just an IP address in this case. Note that 
www.linuxvoice.com really has two IPv4 addresses. 
This yields a simple load balancing scheme: one 
connecting client will resolve it as 104.28.6.18, while 
another will get 104.28.7.18. It would spread the load 
on two boxes. Also note that addresses may change 
by the time you read this, yet names will stay the 
same. DNS provides an abstraction that makes IP 
address changes transparent to end users.

The MX (Mail eXchange) record is what mail agents 
use to find a host accepting email for a given domain:
linuxvoice.com.         300     IN      MX      10 smtp.
linuxvoice.com.

Here, RDATA is the host name and 16-bit number 
(10)  dubbed priority. A mailer should contact a 
highest-priority (lowest numbered) mailserver first. So, 
if one wants to deliver mail for info@linuxvoice.com, 
it should talk to smtp.linuxvoice.com, port 25/tcp.

Now, consider what www.kernel.org really is:
www.kernel.org.       599   IN    CNAME   pub.all.kernel.org.
pub.all.kernel.org.    599   IN    A              198.145.20.140

CNAME stands for Canonical Name. Put simply, this 
record says that www.kernel.org is just an alias for 
pub.all.kernel.org, which resolves to 198.145.20.140. 
Note that IP address comes from a separate 'A' record.

DNS also supports reverse mapping, or finding a 
name by IP address. Naturally, there are hosts that 
don't have a registered name, but those that do should 
also have a PTR record in the in-addr.arpa domain:

140.20.145.198.in-addr.arpa. 5  IN      PTR     tiz-korg-pub.
kernel.org.

PTR is for Pointer; such records just point to some 
other RR. To do a reverse mapping, reverse the 
IPv4 address octets and append the in-addr.arpa. 
suffix. Recall that right-to-left is the natural DNS label 
processing order. So, one can map IPV4 subnets to 
DNS zones and delegate them to different servers.

Resource records may even contain some arbitrary 
data. The TXT type is reserved for that. Several 
technologies rely on TXT records, including DKIM and 
SPF, which help fight spam. 

I hope you'd agree now that DNS is little bit more 
than an internet-scale phonebook. If so, let's learn how 
DNS questions get their answers.

A day with DNS resolver
DNS messages are usually UDP datagrams coming 
from (or sent to) port 53. A maximum message size 
is 512 bytes. TCP connections are supported as well. 
However, they are mainly useful for data-intensive 
operations, like zone transfers which happen between 
name servers.

RFC 1035 defines a single message format for 
queries and responses. It includes a header with 
several bit fields (flags) and four sections: Question, 
Answer, Authority and Additional. Question consists 
of a class, type and name of the record we're looking 
for. The answer section contains records (if any) 
that directly answers the query. Authority refers to 
authoritative name servers for the target domain. It 
doesn't mean that any of this servers answered the 
query; if so, an AA bit would be set in the response 
flags. An additional section provides related records 
that the name server thought would be helpful for the 
client. For instance, it may contain A records for name 
servers referenced in the Authority section.

Queries are resolved recursively. If a server is not 
authoritative for the domain in query, and it doesn't 

Wireshark network 
analyser can easily decode 
both DNS queries and their 
responses.

Resolving in Glibc
Glibc, the most popular C library in Linux so far, provides its 
own stub DNS resolver. Available via gethostbyname() and 
related library functions, it comes as a part of the Name 
Service Switch (NSS) subsystem.

NSS exists because DNS is not the only way to resolve 
host names in Glibc. Other means, say, looking up the /etc/
hosts file, are also possible. New methods are installed as 
NSS plugins and configured via /etc/nsswitch.conf:
hosts: files mdns4_minimal [NOTFOUND=return] dns

This is the typical configuration for host name resolver. 
The routine starts at /etc/hosts then proceeds to mDNS. If 
the name is in the local. domain, but nss-mdns was unable 
to find it, the procedure terminates. Otherwise, a "normal" 
DNS query is made. Glibc uses another configuration file,  
/etc/resolv.conf, to learn which DNS servers to contact and 
which domains to try for unqualified names:
search company.com
nameserver 10.1.0.1

You are unlikely to edit /etc/resolv.conf on your Linux 
desktop, as various tools like NetworkManager take care of 
it automatically. To resolve a name via NSS, use the getent 
command we introduced back in LV023:
$ getent hosts www.linuxvoice.com
2400:cb00:2048:1::681c:612 www.linuxvoice.com

You see that Linux prefers IPv6 addresses where they are 
available. /etc/nsswitch.conf is also "in charge" for other 
system names, like users and groups. See nsswitch.conf(5) 
for details.
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have a relevant record in its cache, it refers to another 
server that may have the information. It could be an 
authoritative server for some "intermediate" domain, 
like co.uk, or one of the root DNS servers. A recursive 
DNS server would follow the referral itself (and cache 
the response), while non-recursive may simply return 
it to the client. Server-side recursion is optional, and 
clients indicate their intention to use it with the RD 
(Recursion Desired) bit in the header. An RA bit set 
in response means Recursion is Available. Iterative 
clients can do recursion themselves; stub resolvers 
rely on servers.

Let's do a live experiment. We'll take dig and 
trace how it resolves a name. dig is a sophisticated 
recursive resolver that builds on the same codebase 
as BIND, "the most widely used name server software".

Resolving a name with dig is as simple as typing:
$ dig www.linuxvoice.com. +trace

The +trace bit commands dig to trace the domain 
delegation path from the root. It produces a lengthy 
output, so I've cut many lines from the samples below.
; <<>> DiG 9.10.3 <<>> www.linuxvoice.com. +trace
;; global options: +cmd
.                       142     IN      NS      d.root-servers.net.
;; Received 913 bytes from 192.168.101.1#53(192.168.101.1) 
in 21 ms

These are NS records for root DNS servers. They 
are authoritative for the '.' domain, and play a crucial 
role in internet operation. Thirteen root DNS servers 
exist, so their names fit in one DNS message. A 
cluster of boxes is really running under each name, so 
real redundancy is even greater.

dig chooses one of these servers, which happens 
to be from University of Maryland, and asks it for a 
referral for the com. domain:
com.                    172800  IN      NS      i.gtld-servers.net.
;; Received 742 bytes from 199.7.91.13#53(d.root-servers.
net) in 500 ms

VeriSign hosts com., but many of its subdomains 
are delegated. So dig learns that there are two name 
servers at CloudFlare that are authoritative for the 
linuxvoice.com. subdomain:
linuxvoice.com.         172800  IN      NS      heather.ns.
cloudflare.com.
linuxvoice.com.         172800  IN      NS      yichun.ns.
cloudflare.com.
;; Received 677 bytes from 192.43.172.30#53(i.gtld-
servers.net) in 97 ms

The only thing left is to ask one of them for the 
www.linuxvoice.com. IPv4 address:
www.linuxvoice.com.     300     IN      A       104.28.7.18
www.linuxvoice.com.     300     IN      A       104.28.6.18
;; Received 79 bytes from 173.245.59.248#53(yichun.ns.
cloudflare.com) in 86 ms

Phew! That was quite a job, and it's probably why 
most operating systems (Linux/glibc included) today 
come with a stub resolver.

DNS servers are very important bits of the internet. 
But in fact, you can create a working DNS system 
without any servers at all. Moreover, this thing is 
essential for zero-configuration networking. And it 
involves lemurs. Prepare to say:

"Bonjour, Avahi!"
Apple calls it Bonjour, Linux implementation is 
codenamed Avahi. Either is a piece of software that 
wraps Multicast DNS (mDNS) and DNS-Based Service 
Discovery (DNS-SD) protocols.

IP multicasting is like broadcasting in that a 
single packet reaches multiple recipients. But unlike 
broadcasting, a host must explicitly subscribe to a 
multicast group before it gets any data. It is akin to a 
radio exchange where all peers must tune to the same 
frequency channel to hear each other. IPv4 reserves 
addresses in the range 224.0.0.0–239.255.255.255 
for multicast traffic.

mDNS uses IP multicast as a primary transport. All 
mDNS-capable hosts join the 224.0.0.251 multicast 
group and send messages to port 5353/udp. Peers 
can see each others' questions and answers and learn 
from them, effectively working as a distributed DNS 
server with no central authority.

Name servers galore
Linux isn't short of name server implementations. BIND 
(https://www.isc.org/downloads/bind) is the de-facto 
standard. It has many features, and you may think it's a way 
too much for your small home or office network.

If this is the case, try Dnsmasq (www.thekelleys.org.
uk/dnsmasq/doc.html). This daemon provides all-in-one 
infrastructure for small networks, including caching DNS 
and DHCP server. Chances are you already use Dnsmasq 
without even noticing it, as it comes bundled in many 
wireless routers. Virt-manager also relies on Dnsmasq to 
provide name services in its virtual networks. There is 
also Unbound (www.unbound.net), a caching DNS resolver 
library. It provides C and Python APIs, along with a caching 
recursive resolver daemon built on top of these APIs. 

A simple DNS-based load 
balancer: connecting 
clients resolve one 
hostname to different IPs.

www.example.com

1.2.3.4 1.2.3.5 1.2.3.6
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mDNS operates in a special domain, local.. It 
provides flat namespace, so laptop.local. is permitted, 
but mediaserver.livingroom.local. isn't, although 
DNS-SD introduces more levels. mDNS names don't 
have to be unique. In fact, DNS-SD PTR records are 
purposely shared. Shared host names don't make any 
sense though, and there are mechanisms to ensure 
this doesn't happen.

When an mDNS host becomes online, it sends 
probe queries for names it wants to be unique. Any 
host on the net that already owns such a name 
should promptly reply to "defend" it. If this doesn't 
happen within a second, the first host assumes there 
is no conflict and makes an announcement. Should a 
conflict arise at some later point, there is an arbitration 
algorithm to solve it.

mDNS also introduces new "ongoing query" 
mechanics, which fits well into the network browsing 
use case. The query doesn't stop with the first answer, 
but repeats at predefined intervals to learn about 
changes in the network. To advertise support for 
this feature, mDNS peers send datagrams from port 
5353/udp. Otherwise, mDNS messages are almost 
the same as DNS messages, so you can use dig to 
make mDNS "legacy" (ie non-continuous) queries. 
Just use 224.0.0.251 as the 'server' and 5353 as 
target port.

In Linux, two components implement mDNS. nss-
mdns is an mDNS resolver wrapped as a Glibc NSS 
plugin. Add it to /etc/nsswitch.conf, and you'll be able 
to use local. names like any other:
[val@y550p ~]$ ping -c 1 y550p.local
PING y550p.local. (10.1.0.206) 56(84) bytes of data.
64 bytes from y550p.local (10.1.0.206): icmp_seq=1 ttl=64 
time=0.082 ms

Avahi provides an mDNS responder that registers 
your names and services on the network and answers 
mDNS queries as they come. Usually, it requires no 
manual setup: that's the point of zero-configuration, 
after all. Avahi also provides some tools, like avahi-
browse to browse for services, or avahi-publish to 
publish them. Although the examples below use dig, 
it's purely for illustration purposes. Avahi tools are the 
way to go in real-world scenarios.

Hunting for printers
DNS-SD is a generic DNS-based mechanism to 
browse for network services. It's not tied to mDNS, 
but both are often found together. Put simply, mDNS 
is about naming in general, and DNS-SD is about 
naming (and locating) services. A service can be 
almost anything: a workstation, a file server, a printer, 
or even an SSH instance running at some Linux host. 

Imagine you have a network printer. When you start 
it, the printer claims ownership over some unique 
mDNS hostname, but also announces shared a PTR 
record for a specifically crafted name, _printer._tcp.
local.`The . _tcp means that the printer is available 
over TCP. Anything else would use _udp, regardless of 
the actual transport protocol. _printer advertises LPR 

printing support. Underscores aren't permitted in DNS, 
so they are introduced to prevent name clashes.

This PTR record resolves to instance._printer._tcp.
local. The instance part is end-user visible, so it 
should be descriptive. An SRV record must exist for 
this name, providing both host and port the service is 
available. Optionally, the name may also have a TXT 
record, containing additional connection data. This is 
useful for legacy protocols, like LPR.

Let's try it in action. First, I'll run dig to see which 
printers are available in the vicinity:
$ dig @224.0.0.251 -p 5353 -t ptr _printer._tcp.local.
;; ANSWER SECTION:
_printer._tcp.local.    10      IN      PTR     EPSON\032WF-
2010\032Series._printer._tcp.local

-t ptr tells dig that I want a PTR record; -p specifies 
the port. Now we know there is at least one printer 
nearby. There could be more, but dig doesn't speak 
mDNS well enough to find them all. Still, I can use it to 
query for the printer's details:
$ dig @224.0.0.251 -p 5353 -t any 'EPSON WF-2010 
Series._printer._tcp.local.'
;; ANSWER SECTION:
EPSON\032WF-2010\032Series._printer._tcp.local. 10 IN 
SRV 0 0 515 EPSON4E85C9.local.
EPSON\032WF-2010\032Series._printer._tcp.local. 10 IN 
TXT "txtvers=1" "priority=50" "rp=auto" ...
;; ADDITIONAL SECTION:
EPSON4E85C9.local.      10      IN      A       192.168.101.158

In mDNS, the ANY record type yields all records 
for the given name. As you might expect, there 
are two. The SRV record says that the printer is at 
EPSON4E85C9.local., port 515. Two zeroes are the 
service's priority and weight. The TXT record contains 
many key-value pairs I omitted for brevity. Among 
them, rp stores the queue name for the printer driver 
to use. An mDNS responder on the printer was also 
kind enough to include an A record in the Additional 
section and save us an extra DNS query.

That's it! Now we can open a TCP connection to 
192.168.101.158:515 and submit a printer job. No 
end-user setup was necessary. Also note how the 
instance name differs from abbreviations like prn120 
that you usually encounter in a "big" DNS. Zero-
configuration magic in action!  

Avahi includes graphical 
tools to browse networks 
for various services, 
including SSH.
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/DEV/RANDOM/   FINAL THOUGHTS

Final thoughts, musings and reflections

MY LINUX SETUP  
REV. ANDREW J GREGORY

I remember an acquaintance of mine 
telling me about his unfortunate 
experience with a sort-of-smart car. It 

was the old story of the “service me now” 
light coming on, and being ignored to the 
point where, once stopped for a rest-break, 
the vehicle decided it was no longer going to 
move until it had been properly seen to by a 
qualified engineer with the magic box 
necessary to talk to the car into resuming 
normal service. 

Sadly in this case, the rest-stop was just 
the side of the road in the middle of a South 
African desert, a good few miles from the 
nearest qualified engineer, any engineer, or 
possibly any other person at all.

Smart cars should be smart, not just at 
leveraging profit for their overlords. Maybe in 
the future when we can talk to our vehicles, 
we may be able to talk them out of being so 
stubborn. In the meantime, one of the best 
ways to ensure that the ever-more 
computerised cars of the future aren’t 
crippled by DRM-like lock-in, crippleware and 
worse is to promote the idea of open source 
and open standards. Not everyone is looking 
forward to the day when you have to run a 
virus-check or watch a sponsored ad  before 
the school run in the morning.

It is gratifying then that at least some 
collaborative efforts are taking place in this 
arena. The Linux Foundation has its 
Automotive Grade Linux project, which 
seems to have the backing of many players 
in this space, including several big-name 
manufacturers. you may get some idea of 
what the commute of the Tux-based future 
might look like here:  
www.automotivelinux.org

Nick Veitch  
was the original editor 
of Linux Format, a 
role he played until he 
got bored and went 
to work at Canonical 
instead. Splitter! 

Podcaster, editorial director, permanent Linux newbie.

Acer Aspire 5742 running Ubuntu 
14.04 Trusty. 320GB hard drive, still 
not filled after about five years’ use.

Begbie Thin White Duke 
Henderson-Gregory, my black 
pudding-loving spirit animal. 

Headphones and 
microphone – my desk 
is also the northern 
studio of the Linux 
Voice podcast.

Beer Street, by Hogarth. A 
reminder of what can be achieved 
if you drink enough beer.

The shatter’d visage 
of my Nexus 5 Google 
spy device. Fixing it 
was enormous fun. 

What version of Linux are you 
currently using?
These days I flit back and forth 
between Ubuntu and Mint, and at the 

moment it’s Ubuntu 14.04. It’s an old version 
because I fear change.

And what desktop are you using at 
the moment?
That would be Unity. It has its faults, 
and I really should get round to 

switching to Mate, which has become the 
future of the Linux desktop by sticking with 
and refining all the things that were good 
about desktops in the past – namely, it’s 
simple to use and looks good.

What was the first Linux setup you 
ever used?
Oooh, Mandrake something or other, 
in 2005. Well, I say used – there was a  

graphics incompatibility, so I tried a few 

others until I got SUSE working. I stuck with 
SLED until Novell signed a patent 
partnership with Microsoft in late 2006, 
which led me to Debian, then to Ubuntu. 
You’ve got to vote with your feet sometimes.

What Free Software/open source 
can’t you live without?
LibreOffice. It’s amazing that this 
brilliantly useful software is available 

to us all for free. And it’s not so much 
software, but the lack of viruses means that 
I can eke out hardware for longer than I 
would otherwise, which saves me £££s.

What do other people love but you 
can’t get on with?
I only ever use a text editor to tweak 
configuration files now and then, so 

the continuing saga of Vim vs Emacs leaves 
me baffled. Gedit does the job just fine, (or 
Sublime Text if you’re feeling fancy).  
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