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This code uses some cutting-edge JavScript 
features: template strings, fetch() and “promises”. 
This does mean that it requires a recent copy of 
Firefox (>=39), Chrome (>=42) or Opera (>=29). See the 
boxouts for more details about these features, and 
how to replace them if you want to rewrite the code to 
work on older browsers.

The first two lines just set up our hard-coded 
variables, while the third assembles them into the 
base URL that will be used throughout the code. Note 
that the quotes at each end of the string are actually 
backticks, denoting a template string, giving us the 
ability to substitute variables into the string using the 
${} syntax.

The next line is a convenience function to let us 
write $() rather than document.getElementById() 
every time we want to reference an element on the 
page. If you extend this example to use JQuery or 
some other JavaScript library there's probably a 
similar convenience function you can use instead, 
usually with a $ somewhere in the name. We'll skip the 
main() function for now and come back to it shortly.

The light_on_off() function takes a single Boolean 
parameter, to indicate which button was pressed. 
We use of a version of Hungarian notation to identify 
Booleans with a leading “b”, strings with an “s” and 
so on. This approach is redundant in languages with 
strong variable typing, but in an untyped language 
such as JavaScript it can help the developer to keep 
track of what type a variable is expected to be.

The first line of the function just constructs a URL, 
using a template string once again. This time we use 
the ${} substitution syntax to insert the value of the 
<select> element, which corresponds to the number 
of the light. The <select> element itself is found using 
our $() convenience function. The second line sets up 
the JSON payload, passing the supplied Boolean into 
the template string.

The last line uses the new fetch() API to actually 
send the request to the bridge. It takes a URL to 
request, plus an object that lets us modify the request 

before it's sent. In this case we want to send a PUT 
request, and supply our payload as the request's body. 
We're not concerned with the return value, so we 
simply fire the fetch() and forget about it. The last line 
of the file just kicks everything off by calling the main() 
function when the page has loaded.

Promises, promises
Returning to the main() function you can see that 
fetch() is used again. In this case there's no body to 
send and we're using the default GET request type, 
so we haven't provided a second parameter. This 
time we're interested in the return value; however, we 
haven't assigned it to a variable as you 
might normally expect. That's because 
the returned value is a “Promise” – a 
relatively new type of JavaScript 
object used to simplify asynchronous 
programming. A succinct description 
from developer.mozilla.org simply says, 
“A Promise object represents a value 
that may not be available yet.” Given that 
network requests take time, having a 
way to deal with values that may not be available yet 
is generally a good thing.

Promises expose a then() method that will be called 
when the Promise's value becomes available. So in 

Our basic page is fully 
functional, even if it 
doesn't look very inspiring.

You can teach an old browser new tricks

Take your next steps in home automation by using Linux to control your lights.

Our JavaScript code makes use of a couple of new 
features to the language. Support can vary widely 
between browsers, but often it's possible to create a 
compatibility layer, or “polyfill”, which enables even 
older browsers to use new features. Both Promises 
and the fetch() method can be polyfilled in this way, 
so you can use our code on an older browser by 
importing the necessary files and slightly adjusting 
the syntax to suit whichever polyfills you use.

An alternative is to rewrite the code to use 
older JavaScript features that are more widely 
available. The fetch() call is simply an easier to 
use replacement for the old XMLHttpRequest() 
method – and as that older method just returns a 
normal object, we don't need to use promises at 
all. Here's our rename() function, rewritten to use 
XMLHttpRequest instead:

function rename() 
{ 
  var sName = prompt("Please enter the new name for 
this bulb"); 
  if (sName && /\S/.test(sName)) { 
    var sURL = `${sBaseURL}/lights/${$("lights").value}`; 
    var sPayload = `{"name":"${sName}"}`; 
    var oReq = new XMLHttpRequest(); 
    oReq.onload = do_rename;
    oReq.open("PUT", sURL); 
    oReq.send(sPayload); 
  } 
  function do_rename() { 
    // "this" is the request object 
    if (JSON.parse(this.responseText)[0]["success"]) { 
      $("lights").childNodes[$("lights").selectedIndex].
innerHTML = sName; 

    } 
  } 
}

It's barely any more complex than the fetch-
based alternative, so why bother with the new 
APIs at all? With code that just makes a single 
asynchronous request, the need to have a separate 
callback function (do_rename() in this example) 
isn't too bad. But imagine a series of asynchronous 
calls, each with a separate callback function – 
some of which might fire off requests of their own. 
The code quickly becomes hard to read as you have 
to jump back and forth between functions to follow 
the flow of the program. Promises simplify this by 
letting you write your handler functions as a chain 
of then() methods, keeping the appearance of a 
linear flow through the code.

PRO TIP
You could copy these files to each device 
you own and run them locally, but it's 
better to put them onto a server in your 
house to be able to control your lights 
from any device in your network – that 
way there's only one set of code to update 
or modify.
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our case we fire off our request then, at some point 
later when the response is returned, the content of 
our then() method is executed. This method expects 
at least one parameter: a function that is called when 
the Promise completes. That function, in turn, has 
a single parameter that receives the value of the 
completed Promise. Therefore our then() method has 
to be passed a function, and that function has a single 
parameter. In our code we've used an anonymous 
function which takes an “oResponse” parameter to 
hold the request object returned by our original fetch() 

call. We want to work with the JSON 
data returned from our fetch() call, so the 
anonymous function calls oResponse.
json() and returns the result…

But! oResponse.json() doesn't 
simply return a parsed JSON object, 
it returns another Promise! And so we 
descend further down the rabbit hole 
with another then() method containing 

another anonymous function that receives the JSON 
object. Now we can, at last, do something with the 
data. We just loop over the keys in the JSON object, 
and create a new <option> element for each of them, 
adding it as a child of the <select>. Each option is 
given a value that corresponds to the ID of the light 

– this is the value that we use in the 
light_on_off() function. We also provide 
some content for the <option> by filling 
its innerHTML property with the user-
friendly name of the light, taken from our 
JSON object.

If you reload the page you should now 
see a list of lights in your pop-up menu. 
Selecting one allows you to use the 
On and Off buttons to control the light. 

We're presenting the user-friendly names so that you 
can turn on “Bedroom light” rather than “Light 3”. You 
can set these names via the official Hue app, but let's 
add the capability to our application. First we'll need 
another button in the HTML, so add this after the On 
and Off buttons, within the same <div>:
<button id="lamp_rename" 
onclick="rename();">Rename</button>

As this calls a rename() function when clicked, we'd 
better add that to our JavaScript file:
function rename() 
{ 

  var sName = prompt("Please enter the new name for 
this bulb"); 
  if (sName && /\S/.test(sName)) { 
    var sURL = `${sBaseURL}/lights/${$("lights").value}`; 
    var sPayload = `{"name":"${sName}"}`;

    fetch(sURL, {method: "PUT", body: sPayload}).
then(function (oResponse) { 
      return oResponse.json(); 
    }).then(function (oJSON) { 
      if (oJSON[0]["success"]) { 
        $("lights").childNodes[$("lights").selectedIndex].
innerHTML = sName; 
      } 
    }); 
  } 
}

The code is very similar in structure to our main() 
function. The principal difference is that we use 
a JavaScript prompt() call to ask the user for the 
new name for the bulb. If the user cancels the 
dialog, sName will be null. We check for this in the 
if statement, as well as using a regular expression ( 
/\S/ ) to test that the new name contains at least one 
non-space character. This catches the situation where 
the user clicks the OK button without entering a new 
name – as well as preventing daft names that consist 
of only spaces. 

If the new name passes then our request is made. 
The URL is the same as the one we used to get 
information about a specific light in last month's 
article, but we're making a PUT request, rather than a 
GET, in order to submit the new name.

We wait for a response by using the then() method 
on the Promise and, once again, we parse the 
JSON resulting in another Promise. Finally we test 
the content of the JSON object, and if it contains a 
success property, we modify the text in the <option> 
element to display the updated name.

Next we'll add a brightness control, using an input 
field with the HTML 5 “range” type – in a modern 
browser this will be displayed as a slider. Add the 
following to the end of your HTML file, just before the 
closing </body> tag:
<div id="div-brightness"> 
  <label id="label-brightness" 
for="brightness">Brightness:</label> 
  <input id="brightness" type="range" min="1" max="254" 

PRO TIP
Don't have a web server? You can put the 
files on a NAS or another file server and 
access them via a Samba share – they can 
then be loaded using a file:// URL rather 
than http://.

PRO TIP
No web server and no NAS? Upload the 
files to a web host. The whole world will 
be able to access them, but the local 
server address and user ID will ensure 
that they'll only work when accessed from 
inside your local network. You won't get 
strangers controlling your lights from 
across the internet!

You can't teach an old browser new tricks
Historically strings in JavaScript have been 
delimited using single- or double-quotes, but our 
code uses “template strings”, which are delimited 
by backticks. It's not possible to polyfill them, 
because they represent a low-level syntactic 
addition to the language, rather than just a few 
new function calls. For example, unlike their 
predecessors, template strings can span multiple 
lines, though you need to watch out for any tabbing 
you use, as white space is also preserved.

Our code uses the ability to include substitutions 
within a template string, so that anything inside a 
${} section is replaced. We've used this to substitute 
variables and properties, but you can put any 
JavaScript expression in there. With the prevalence 
of $-prefixed function names in JavaScript libraries, 
however, be careful not to confuse ${} with $() or 
its variants – especially where (as in our code) 
a $() function is used within a template string 
substitution!

If template strings can't be polyfilled, you might 
be wondering how our code could be modified to 
work in older browsers. Because we're just using 
some simple substitutions, you could achieve the 
same result with a little concatenation instead:
// Template string version
var sURL = `${sBaseURL}/lights/${$("lights").value}`;

// Older JS equivalent
var sURL = sBaseURL + "/lights/" + $("lights").value;
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Mark Crutch has just finished replacing some light sockets, 
at a cost of £18, in order to save £20 by buying screw-
connector Hue bulbs instead of bayonet fitting.

        onchange="set_brightness(this.value);" /> 
</div>

Once again we need to add a function to the 
JavaScript that will be called when the slider value 
changes. This occurs when you release the mouse 
button, not as you move the slider, so we don't need 
to worry about sending too many messages to the 
lights. The new code is almost identical to the light_
on_off() function:
function set_brightness(nValue) 
{ 
  var sURL = `${sBaseURL}/lights/${$("lights").value}/
state`; 
  var sPayload = `{"bri":${nValue}}`; 
  fetch(sURL, {method: "PUT", body: sPayload}); 
}

As a nod to user-friendliness, we should really set 
the brightness whenever we switch a light on, so 
that the light more closely matches the state of the 
UI. This can be done with a simple change to the 
sPayload variable in the light_on_off() function:
var sPayload = `{"on":${bOn}, "bri":${$("brightness").
value}}`;

Adding some style
What we've got at the moment is plain and functional, 
but hardly good looking. Everything on the page has 
an ID to make it easier to target in a stylesheet, but 
so far we haven't put anything into the CSS file. Let's 
correct that now by editing hue.css:
body { background-color: #ddf; } 
div { 
  text-align: center; 
  margin: 20px; 
} 
#lights { font-size: 20px; } 
button { 
  width: 150px; 
  height: 100px; 
  font-size: 20px; 
  font-weight: bold; 
} 
#lamp_on { color: green; } 
#lamp_off { color: red; } 

We've added a bit of breathing room around the 
divs, centred the content, and made our controls a lot 
bigger. A background colour softens the distinction 
between the UI widgets and the page, making it feel 
less harsh. Although things are looking better already, 
does the rarely-used “Rename” button deserve to be 
as prominent as the On and Off buttons? We can add 
another section to the CSS to reduce it to a secondary 
button, and make it slip below the others by changing 
its display mode to “block”:
#lamp_rename { 
  display: block; 
  margin: 10px auto; 
  height: auto; 
  width: auto; 
  font-weight: normal; 

  font-size: 12px; 
}

The last thing we'll do is hide the brightness label, 
and replace it with an icon at each end of the slider 
instead. Ideally we'd use the Unicode symbols for 
“Low Brightness” (U+1F505) and “High Brightness” 
(U+1F506), but few fonts support them. Instead we 
used “Black sun with rays” (U+2600), in a small size 
for the dim end of the scale, and a large size for the 
bright end. These are inserted using the ::before and 
::after CSS pseudo-selectors, which is a handy way to 
inject extra content into a page.
#label-brightness { display: none; } 
#div-brightness::before { 
  content: "\2600"; 
  font-size: 18px; 
  cursor: not-allowed; 
} 
#div-brightness::after { 
  content: "\2600"; 
  font-size: 30px; 
  cursor: not-allowed; 
}

Unfortunately there's no way to make our injected 
content behave like a button, hence the cursor: not-
allowed rules. An improvement on this page would 
be to add a pair of real buttons to the HTML to allow 
the brightness to be nudged up and down. There's 
plenty of scope for other improvements, too: selecting 
a different lamp could update the brightness slider 
with the new light's value; the On/Off buttons could be 
turned into a single toggle switch; the <select> could 
be replaced entirely with a series of radio-buttons, 
tabs or icons to make it easier to choose a light to 
operate on; and, of course, the bridge's address and 
the user ID could be changed from hard-coded values 
to something more flexible. 

With some CSS added, the 
page is a lot more inviting.
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Make is a powerful build automation tool that 
was first created by Stuart Feldman at Bell 
Labs back in April 1976. GNU Make is the 

standard implementation of Make for Linux and Mac 
OS X with many improvements and is required for 
compiling the Linux kernel. Its main purpose is to 
determine automatically which pieces of a large 
program have changed and issue the commands to 
recompile them. 

Make is configured using appropriately named 
makefiles, which help you organise and execute a 
group of commands all at once. Now, let's take a 
closer look at what goes inside this makefile. Be 
careful with your spacing, because GNU Make treats 
different kinds of whitespace in different ways, so 
a tab character is different from 4 or 8 consecutive 
space characters. This is important because each 
line of a makefile with a command begins with a Tab 
character.

Makefiles manage the build process using 
dependencies, targets and rules. Rules tells GNU 
Make when, why and how to execute a series of 
commands in order to generate something from other 

files. Targets are the files that you want GNU Make 
to generate, and they're placed left of the colon in a 
rule. Usually, each rule has a single target; however, 
multiple targets are also allowed. A Dependency is 
defined in a rule on the right-hand side of the colon 
and shows which files or other targets can trigger 
the execution of the commands in the rule when 
changed.

We've created a simple example project consisting 
of four C++ files (you can get the source code from 
www.linuxvoice.com/make23.tar.gz). This file 
contains the code for all the examples we'll look at in 
this tutorial. The first one is in the folder called simple.

The makefile for this project is:
RM = /bin/rm

program: file1.cpp file1.h file2.o file3.o file4.o
g++ file2.o file3.o file4.o file1.cpp -o program
file2.o: file2.cpp file2.h
g++ -c file2.cpp
file3.o: file3.cpp file3.h
g++ -c file3.cpp
file4.o: file4.cpp file4.h
g++ -c file4.cpp
clean:
$(RM) file2.o file3.o file4.o program
$(RM) *.gch

Then run make.

What should happen?
You are now ready to execute make. Executing make 
program produces the following output:
$ make program 
g++ -c file2.cpp 
g++ -c file3.cpp 
g++ -c file4.cpp 
g++ file2.o file3.o file4.o file1.cpp -o program 
$ ls -l program 
-rwxr-xr-x 1 mtsouk mtsouk 8992 Nov 10 11:35 program 
The output of ls verifies that everything worked as 
expected and that you got the desired result.

The make clean command, which cleans things, 
produces the following output:
$ make clean 
/bin/rm file2.o file3.o file4.o program  
/bin/rm *.gch 

The make man page is a 
handy reference.

MIHALIS TSOUKALOS 

GNU MAKE: MANAGE 
YOUR SOFTWARE BUILDS
Compiling software from source code? You'll need to get your head around makefiles.

WHY DO THIS?
•  Save time by automating 

the build process of your 
projects using make.

•  Once you create the right 
Makefile for your project, 
you cannot make any 
mistakes in the build 
process.
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/bin/rm: cannot remove ‘*.gch’: No such file or directory 
Makefile:14: recipe for target 'clean' failed 
make: *** [clean] Error 1 
You shouldn't worry about the error messages – they 
are produced because some files were not generated 
and are missing.

The main() function can be found inside file1.cpp; 
therefore the last two files that need to be processed 
will be file1.cpp and file1.h. The project is pretty 
simple as each .cpp file, except file1.cpp, contains 
just one class, which is defined in the related .h 
file and used inside file1.cpp. This creates a set of 
dependencies that's encoded in the makefile. 

Inside the makefile
The first line of the makefile declares the RM variable, 
which is the full path of the rm utility, which is used for 
deleting files. In order to get the value of RM and use it 
in your Makefile you should follow the $(RM) notation. 
We'll cover variables in more detail in the next section.

Line 3 defines a target called "program" that has five 
dependencies, three of which are other targets 
(file2.o, file3.o and file4.o) and the other two are a 
C++ source file and a header file. The "program" target 
has only one command that needs to be executed, 
which is defined at line 4. However, as you can see in 
the clean target (looking at the makefile presented 
before), a target can run more than one command. 
Lines 6 through 10 tell GNU Make how to create the 
object files for the three classes defined in file2.cpp, 
file3.cpp and file4.cpp C++ source files, respectively. 
The last rule deletes all temporary files – it is a 
common practice for a makefile to have a "clean" 
target, because the target deletes all unnecessary files 
without touching any important files and enables you 
to build your project from scratch.

The -c option of GCC is mainly used for processing 
files that do not contain a main() function, because it 
tells the GNU C++ compiler to only run the preprocess, 
compile and assemble steps. The -o <name> option 
used in the "program" target tells g++ and gcc to write 
the output to a file called <name>. If you try to make 
a target that is up to date, you are going to get the 

following message: 
$ make file2.o make: 'file2.o' is up to date

Let's now take a look at a slightly more complex 
example for a project in the C language. This is in 
the advanced folder in the download from www.

linuxvoice.com/make23.tar.gz. The makefile will  
compile the project files and generate an executable 
file, as it did in the last example, and this time it will 
also copy the generated executable to the another 
directory with the help of the "install" target. The /
tmp directory is used as an example here to stop you 
clogging up your machine, but usually you would use 
/usr/local/bin.

The first part of the makefile declares lots of 
variables that will be used in the rest of the makefile, 
and they fall into two types. Some set the location of 
commands (which makes the makefile portable to 
different operating systems). For example:

Debugging makefiles
A makefile can have syntactical or logical errors and not 
work as expected. The single most useful command line 
parameter of make for debugging and trouble shooting 
is -n, as it just prints the commands that are going to be 
executed without actually executing them. Another useful 
option is -d, which prints extensive debugging information 
in addition to normal processing (although this information 
can be interesting, it is not always useful). 

The final useful option for debugging is -p, which prints 
the database – that is all the rules and the variable values 
that result from reading a makefile before performing the 
requested actions. Should you wish to print the database 
without processing any rules and files, you should execute 
make -p -f/dev/null

The -c option of GCC is mainly used  
for processing files that do not contain 
a main() function

This figure presents an 
interaction with a makefile 
where the cleverness of 
make can be easily seen.
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GCC = /usr/bin/gcc
Others build up the filenames for the new files 

based on other settings, such as the date and the 
backup location. For example:
RELEASE_FILE = $(EXECUTABLE)-$(VERSION)-$(DATE)

As you can see, you can combine multiple variables 

to generate unique filenames or directories. 
This makefile includes a variable that keeps the 

version of your program. This variable can be either 
changed from the command line or by editing the 
makefile. If you want to bypass a variable –in this 
case the VERSION variable– that is defined in a 
makefile from the command line, you can invoke GNU 
Make as follows:
make VERSION=1.2 backup

However, this capability should be used with care 
when you're dealing with versioning or other crucial 
options, as you might lose track of the most recent 
version of your program.

GNU Make variables are also called macros. The 
following rule implements the make all target:
all: executable

This is a simple target that creates the final 
product just by passing the control to another rule 
(executable). It is compulsory for all GNU programs to 
have a target named all. 

The following rule implements the make clean 
functionality to clear out any files that have been 
created by earlier makes:
clean:
    @$(RM) a.o b.o c.o
    @$(RM) $(EXECUTABLE)*
This is a pretty simple rule because it just deletes 
everything the other steps produced. The @ character 
tells GNU Make to execute a command silently. 

The install rule just copied the compiled files to the 
appropriate place. We can implement this with the 
following rule.
install: executable
mv $(RELEASE_FILE) $(INSTALLED_FILE)
The install target should depend on the executable 
target, because without an executable you cannot 
install anything! 

Usually you need special privileges in order to copy 
a file to a location outside your home directory. The  
/tmp directory used here is an exception to this rule; 
however, the /tmp directory is usually emptied after 
a system reboot. If you installed to /usr/local/bin, 

This figures shows an 
advanced Makefile for a C 
project in action. 

A sample output of GNU 
make's -n, -p and -d 
command line options, 
which are mainly used for 
debugging purposes.

The golden rules of make
When writing a new makefile, the first task is to create all 
the macros (variables) needed to contain the full paths 
of all the commands. The main reason for this is so you 
should know what is going to be executed instead of 
depending on the PATH environment variable. 

It is better to start with a small and working makefile and 
add rules and dependencies little by little. Each time you 
add something, you should test it before continuing. This 
way you will know exactly when a bug was first introduced 
to your makefile. Please remember that the commands 
of a rule will be executed if a target is out of date on a 
dependency, not the sources.

Do not try to use GNU Make on a huge project while you 
are still learning it; try smaller projects first before going 
into complex ones. Last, recognise that variables are your 
friend and can save you time so use them as much as 
possible.

LV025 084 Coding Make.indd   86 11/02/2016   19:09



www.linuxvoice.com

GNU MAKE   CODING

87

Mihalis Tsoukalos is a Unix administrator, a programmer and 
a mathematician who also enjoys writing technical articles.

as you would normally, you would need to run make 
install either as root or with sudo.

The following commands implement the make 
backup functionality and generate a backup file that 
is uniquely identified by the time and the date of its 
creation:
backup:
    $(TAR) cvf $(BACKUP_FILE) .
    $(GZIP) $(BACKUP_FILE)

It's good to store backup files in a directory outside 
the project directory. The presented makefile uses  
/tmp but you can use anywhere you like.

Another variable that appears often when compiling 
C or C++ code is CFLAGS, which holds the flags used 
in the compilation process. For example you can turn 
on all warnings, and include the symbol information 
for debugging with:
CFLAGS = -Wall -g
You usually change the CFLAGS variable to support 
code debugging, code optimisation or a different CPU 
architecture.

To stop you having to create large numbers of very 
similar rules, make allows wildcards. For example, 
the % character matches anything. This is useful, 
for example, if you want to compile all C files into 
corresponding object files:
%.o: %.c
    $(GCC) $(CFLAGS) -c $< -o $@

You can also see here how the CFLAGS variable 
is used, which is standard practice. It's up to you to 
decide whether to manually write the rules for creating 
the object files or use pattern matching. Generally 
speaking, the pattern-matching approach is better 
when you have a large number of files to process. Of 
course, if you use a pattern you should change the 
make clean implementation to something like the 
following:
clean:
    @$(RM) *.o
    @$(RM) $(EXECUTABLE)*

The following target prints all variables in a makefile:
printallvariables:
$(foreach v, $(.VARIABLES), $(info $(v) = $($(v))))

The produced output is huge, as it also prints all shell 
environment variables. Nevertheless, it is very helpful 
when you are trying to debug a makefile.

You can make the output a little more manageable 
by using a filter to limit what's printed. For example, 
should you wish to print all variables that begin with 
the letter A, you can use the following version, which 

uses pattern matching and regular expressions:
printa:
$(foreach v, $(filter A_%,$(.VARIABLES)), $(info $(v) = 
$($(v))))

As you can see, a makefile can become fairly 
complex after adding targets, rules, dependencies and 
variables, just like a file that contains normal source 
code. Therefore, you should structure 
it properly and, when needed, add 
comments, which begin with the hash 
character.

Although the main use of make is 
in automating the build process of 
software projects, Unix administrators 
and normal users can also benefit from 
make. You can use it to back up configuration files 
after they have been updated, install a new version of 
a shell script, generate new Postfix lookup tables and 
restart Postfix, create a given directory structure for 
each new user, generate documentation, etc – the 
possibilities are endless; you can even find new ways 
to use GNU make.  

Various useful command line options
Should you wish to use a makefile with a filename other 
than makefile or Makefile, you can do it with the -f option 
followed by the name of the file. The --file=aFILE and 
--makefile=aFILE options are equivalent to -f. The -k 
option tells make to continue as much as possible despite 
the errors it might find. The -t option touches the files 
instead of running their commands; the purpose of this is 
to pretend that the commands were executed and therefore 
trick future invocations of make. The --trace option shows 
information that tells you why the target is being rebuilt and 
what commands are run to rebuild it. The --trace command 
can also be used for troubleshooting GNU make.

You can easily read or override the value of an existing 
environment variable by defining it inside your Makefile. 
Should you wish to disable this capability, you should 
execute make with the -e option.

Make scales to almost any 
level of complexity. Even 
the mighty Linux kernel 
has a makefile in the 
source tree. 

PRO TIP
Make does not check the contents of a file 
in order to decide if it is going to rebuild 
something or not – it just checks the 
timestamps of the various files.

It's up to you to decide whether to 
manually write the rules for creating 
the object files or use pattern matching
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QML is a powerful, quick and an easy language 
to learn and use, with a focus on building 
dynamic graphical applications. It’s the power 

behind Canonical’s Unity and Canonical’s plans for 
cross-platform convergence. It’s also the technology 
that creates KDE’s panel and background widgets. 

But understanding where QML fits into the Linux 
and language ecosystem can be difficult, and that’s 
because modern languages reflect the turbulence of 
modern technological development. There are almost 
as many programming and scripting languages 
for Linux as there are text editors, and the reason 
why there are so many of both is often the same. 
Most text editors are used for programming, and 
each addresses a particular usage scenario that the 
others can’t quite satisfy. Editors and languages have 
developed to accommodate the technologies of their 
times, whether that’s LISP programming in Emacs in 
the 1980s or modern JavaScript in 2016’s Atom editor. 

Its ubiquity on the web has made the JavaScript 
way of doing things an ad hoc standard for quick 
scripts, prototyping and other powerful interpreted 
languages – including QML. It’s a byproduct of 
the Qt project and has already been around for a 
substantial number of years. Qt is a very powerful 
all-encompassing API that’s the backbone of the 
KDE project, as well as being used in countless 
other applications. Its strength is that it can create 
great looking, cross-platform applications, and can 
handle everything from string concatenation and UTF 
encoding to audio playback and OpenGL acceleration 
while providing a vast library of graphical widgets and 
layout engines. 

The QML way
QML is a language that borrows syntax from 
JavaScript. It’s also a lot simpler to use and manage 
than the large toolchain and build environment that 
you need for the typical C++ project that most Qt 
users are working on. When we first saw examples 
of QML running, the Qt team were keen to point out 
that designers could work on the user interface with 
QML while the C++ programmers would only need 
to be called upon to add the final functionality, and 
even then functionality can be added with JavaScript. 
This idea is still a huge part of the larger Qt Quick 

framework, where QML (Qt Modelling Language) is 
the dynamic interpreter for developing user interfaces.

You can get started with QML very easily, as long 
as you’ve got the latest version of Qt installed along 
with the developer packages. All distributions should 
include these, and you can also make life easier for 
yourself by installing the Qt IDE, Qt Creator. 

As you’d expect, QML is a first class citizen within 
Creator, and you can write and run scripts from there 
without ever bothering the command line. It’s also 
got brilliant code completion, syntax highlighting and 
reference documentation, so it’s the best one-stop 
starting square. Use the ‘New’ requester and wizard 
to create a ‘Qt Quick Application’ and the editor will 
pop-up pre-populated with QML’s “Hello World.” Click 
on the small Play/Run button to execute the code and 
open the window. But you can also do the same thing 
from the command line. Just fire up your favourite 
text editor and enter the following:
import QtQuick 2.3
import QtQuick.Window 2.2
Window {
    visible: true
    Text {
        text: qsTr("Hello World")
        anchors.centerIn: parent
    }
}

Save the file with a .qml extension, and as long as 
you’ve got all the development files installed, you can 

Write your Qt Quick/QML applications from Qt Creator 
for the best experience. It’s code correction and 
documentation is fantastic. 

GRAHAM MORRISON

QML: THE LANGUAGE OF 
UBUNTU DEVELOPMENT
Discovery the power behind Ubuntu Unity, Ubuntu Phones and KDE widgets.

WHY DO THIS?
•  Turn your JavaScript 

knowledge into apps.
•  Populate the app 

ecosystem of the world's 
favourite Linux distro.
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execute the script by typing qmlscene filename.qml. 
The code itself should be easy enough to understand. 
The import statement, just like the include and import 
statements of other languages, will make external 
functions and objects accessible within your code. We 
import version 2.3 here, but this may depend on what 
you’ve got installed. We import the Window object to 
create a top-level window for our scene, but Window 
is usually reserved for a desktop installation. Qt Quick 
and QML are more often used outside of a window 
context, such as on a smartphone, or as part of a KDE 
widget. You can easily see this by replacing Window 
with the word ‘Rectangle’ and removing the Window 
import line. There’s little difference in the output, but 
your QML is using a completely different class to 
hold the text. If you look up the API reference for a 
rectangle, for example, you’ll see it can take a colour 
attribute, along with others including width and height. 
Add the following beneath the Rectangle opening 
statement to see their (predictable) effects:
color: “yellow”
width: 400
height: 400

The colons here assign the values to properties 
belonging to the Rectangle class, such as its colour 
and size. The Hello World example also does this in 
the Text block, where the anchor property is used 
to position the text within the centre of the parent 
Rectangle, and the text property is used to hold the 
“Hello World” string. We could expand on this idea by 
displaying the current date, for instance. Update the 
text bock to look like the following:
 Text {
     id: myDate
     property var locale: Qt.locale()
     property date currentDate: new Date()
     property string dateString
     anchors.centerIn: parent
     dateString: currentDate.toLocaleDateString(locale, 'dd/
MM/yy')
     text: dateString
 }

The Date class lives in the standard Qt Quick API, 
so we don’t need to import anything else. In the code 
above, we are using both properties and var variables, 
and the difference is that we define something as a 
property when we know a value is going to be used 
as part of an object. Doing this properly, we use Qt to 
tell us our current locale and then grab the current 
date using the Date() method. We format this when 
converting the date to the current locale. Qt’s standard 
API documentation contains all the information you 
need on how you can format dates, as well as all 
the other methods you can use. This is the brilliant 
thing about QML – like Python bindings for Qt, you 
get complete access to the entire Qt API, and if your 
project ever needs more, you can easily continue 
working in native code and either incorporate or 
convert your Qt Quick/QML elements quickly. 

Finally, there’s one more thing QML is very good at, 
and that’s super-smooth animations and transitions. 
These are also very easy to implement and are perfect 
for dynamic mobile user interfaces and desktop eye-
candy. We can add them to our current date project by 
adding the following to the end of the text block:
MouseArea { id: mouseArea; anchors.fill: parent }

states: State {
      name: "down"; when: mouseArea.pressed == true
      PropertyChanges { target: myDate; rotation: 180; color: 
"red" }
}
transitions: Transition {
  from: ""; to: "down"; reversible: true
          ParallelAnimation {
             NumberAnimation { properties: "rotation"; 
duration: 500; easing.type: Easing.InOutQuad }
             ColorAnimation { duration: 500 }
           }
}

This chunk of code is doing three things. The 
MouseArea is defining a region where mouse 
movements should be watched. The State method 
waits for mouseArea.pressed == true when you 
click the mouse within the Rectangle and finally the 
property of myDate is changed via a transition defined 
in the last block of code. When you execute the QML 
file, click and hold on the date and you’ll see it both 
rotate 180 degrees and turn red, accordingly.   

You can run QML scripts from the command line by preceding the script’s filename with 
the qmlscene command.

Graham Morrison is summoning the courage to port his KDE 
photo application, Kalbum, to Qt 5. One day soon…
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I f you go looking, you will find that there are an 
unfeasibly large number of computer languages 
to try out. Most of them are fairly sensible, 

although they may be very different from one another; 
designed for different problems, by different people, 
working in different paradigms. 

The more unusual languages are known as esoteric 
programming languages: ones which are designed as 
an experiment with unusual ideas, to be deliberately 
difficult to code in, or as a joke. (Or, occasionally, all 
three.) As a rule, esolangs are not expected to be 
useful for programming, though people may choose 
to write all sorts of things in them as an experiment. 
Esolangs that are not merely joke languages are 
generally aiming to be Turing-complete, that is to be 
able to perform any calculation that a universal Turing 
machine can. Some don't quite make this, being finite-
state and thus having theoretical boundaries, but 
can still be usable for computation. Turing tarpits, in 
turn, are languages which aim to be Turing-complete 
whilst being as small as possible. Esolangs of all sorts 
can be intellectually interesting even if you wouldn't 
dream of working in them on a day to day basis; and 
constructing them can be a fascinating exercise too. 
Here are a few to check out.

Intercal
INTERCAL (which is an acronym for "Compiler 

Language With No Pronounceable Acronym") is 
arguably the progenitor of all the many and various 
weird programming languages we have today. It was 
written in 1972 by Don Woods and Jim Lyon, 
freshmen students at Princeton at the time, and its 
main, perhaps only, ambition was to have absolutely 
nothing in common with any other major languages 
(including FORTRAN, BASIC, ALGOL, COBOL, LISP, and 
a bunch of others extant at the time and now sunk 
into the mists of history). 

To quote the manual: For the most part, INTERCAL 
has remained true to this goal, sharing only the basic 
elements such as variables, arrays, and the ability to 
do I/O, and eschewing all conventional operations 
other than the assignment statement. For full details, I 
highly commend the manual, which is an entertaining 
read; but here are a few highlights:

It has only two variables, both integer types, which 
must have a umber as a name; and five operators, all 
of which are peculiar.

INTERCAL likes you to be polite. PLEASE, PLEASE 
DO, and DO all identify a statement; but if you have 
insufficient PLEASEs your code will be rejected for 
bad manners, and if you have too many it will be 
rejected for being too smarmy.

Other commands include ABSTAIN FROM, IGNORE, 
and REMEMBER

GOTO, as we are all aware, is considered harmful. 
C-INTERCAL (an update of the original INTERCAL) 
avoids this with the COME FROM instruction. If 
a COME FROM [x] statement exists, when code 
execution reaches point [x], it will jump to the COME 
FROM line. This leaves no trace at point [x], and 
is therefore 'pleasingly challenging' for the next 
programmer along to encounter when trying to 
understand your code. (Don't try to understand 
someone else's INTERCAL code. For preference, avoid 
understanding your own.)

Numerical input must be written out in full (one, 
two, three, etc). But if you don't like English, you can 
use Sanskrit, Basque, or Tagalog (among others) 
instead. For more information on INTERCAL, there is 
an INTERCAL information collection available online 
which includes the manual.

The C-INTERCAL compiler is available via the 
Debian/Ubuntu package manager (as intercal), or 

For some reason, there's 
no Vim syntax file for 
INTERCAL. The good news 
is that, in comparison 
to some languages, 
INTERCAL is positively 
sane and straightforward. 
Onwards…

JULIET KEMP

BONKERS LANGUAGES: 
THAT'S CODE?
Some languages are a bit, well, odd. And some of them are really odd.

WHY DO THIS?
•  Demonstrate the power of 

your superior mind!
•  Which you will lose, as 

these languages will drive 
you insane.

•  Actually, best not…
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from http://www.catb.org/~esr/intercal/ which also 
contains other INTERCAL resources. Here's Hello 
World in INTERCAL:

PLEASE DO ,1 <- #13
DO ,1 SUB #1 <- #238
DO ,1 SUB #2 <- #112
DO ,1 SUB #3 <- #112
PLEASE DO ,1 SUB #4 <- #0
DO ,1 SUB #5 <- #64
DO ,1 SUB #6 <- #238
DO ,1 SUB #7 <- #26
DO ,1 SUB #8 <- #248
DO ,1 SUB #9 <- #168
DO ,1 SUB #10 <- #24
DO ,1 SUB #11 <- #16
DO ,1 SUB #12 <- #158
DO ,1 SUB #13 <- #52

PLEASE READ OUT ,1
PLEASE GIVE UP

(Thanks for this code to Clemens Meier, though I 
also found it uncredited elsewhere. Deep gratitude 
for a comprehensible explanation of INTERCAL text 
output to Clinton Forbes, at http://divingintointercal.
blogspot.co.uk).

INTERCAL uses numbers for variable names, with 
a prefix that indicates the variable type. The very first 
command, DO ,1 < #13 creates ,1 (our output array) 
as a 16-bit array of 13 elements. We use <- to assign 
a value, SUB to indicate an array subscript, and # to 
indicate a constant. So DO ,1 SUB #3 <- #108 assigns 
108 to location 3 of the array ,1.

If the INTERCAL text output can be thought of as a 
head going round a 256-place tape loop, the text input 
is a head going round the inside of the same tape. 
This means that it sees everything in reverse, and it 
travels backwards. So if we wish to output H, which 
in binary is 0100 1000, we need instead to travel to 
binary 0001 0010, which is position 18 on the tape, 
and reverse it. Since the head starts at 0, and travels 

backwards, to reach 18 it must move 256-18 = 238 
places. So we put 238 in 1[1]. (INTERCAL arrays are 
apparently indexed from 1.) The next letter is E, which 
is 0100 0101, so reversed is 1010 0010 = position 
162. The head must move (256-162)+18 = 112 places. 
And so on You may now see why, if you want to use 
I/O, you should just give up on INTERCAL and use 
another language.

Compile with ick hello.i. If you get a 'random 
compiler bug', just compile again. About once in 10 
times, your program will fail to compile for no reason, 
which does at least mean that the 'perhaps if I just try 
again…' reaction is actually useful in INTERCAL.

Brainf***
BF is one of the better-known bizarre languages. Its 
main claim to fame is that it has only eight characters. 
This makes it, to say the least, hard to read; but it's 
actually not that bad to program in. Its creator, Urban 
Müller, aimed to create a Turing-complete language 
for which he could write the smallest compiler ever for 
the Amiga. It came in at 296 bytes, and later compilers 
have come in at under 200 bytes; the smallest is 100 
bytes. BF is a variation on an earlier language, P'' 
(Corrado Böhm, 1964) which had only six commands 
(it has no I/O).

BF's eight commands all act on the pointer or the 
byte it points at:
>: Increment pointer.
<: Decrement pointer.
+: Increment byte at pointer.
-: Decrement byte at pointer.
.: Output byte at pointer.
,: Input byte and store it in byte at pointer.
[: Jump forward past matching ] if byte at pointer is 
zero.
[: Jump backwards to matching [ unless byte at 
pointer is zero.

At the start of a program, the pointer is at the first 
command and all the bytes are zero. The pointer 
executes each command and then moves to the next 
(unless acting on a [ or ] command), much like an 
idealised Turing machine.

Things that are oddly Turing-complete
Turing-completeness is not restricted to things that one 
might call 'computer languages'. It can be found in the 
strangest of places:
Magic: The Gathering (yes, the card game) is Turing-
complete, as proven by Alex Churchill.
Conway's Game of Life, a cellular automaton, can be used to 
implement a Turing machine, as designed by Paul Rendell 
and discussed at http://rendell-attic.org/gol/tm.htm .
You can add rules to sendmail.cf that turn Sendmail into 
a Turing machine. Sendmail, quite clearly, deserves its 
alarming reputation.
People have built various forms of computer in Minecraft. 
There are lots of video examples to be found on YouTube.
A paper by Todd L Veldhuizen outlines a proof for the 
Turing-completeness of C++ templates. (With thanks to Jon 
Chin for an illuminating conversation on this matter.)

Running code in the 
website (Javascript) 
interpreter. Writing a BF 
interpreter is moderately 
straightforward and an 
interesting introduction to 
interpreters.
Thanks to the Esolangs 
wiki for the code, and 
Wikipedia for code 
interpretation.
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Its simplicity makes it hard to read, as doing 
anything requires a lot of commands, and there is 
no state information in the code. (You can however 
add comments; see below.) The classic version had 
only 30,000 cells in the array, which did limit it; if the 
instruction array becomes unlimited on the right then 
it becomes Turing-complete.

You can run BF code in your browser (which is what 
I did). You could also try the Portable BF Compiler if 
you'd rather stick to the command line. You'll need to 
compile it with make.
+++++ +++++ Increment byte #0 by 10
[ >+++++ ++ Increment byte #1 by 7
  >+++++ +++++ Increment byte #2 by 10
  >+++ Increment byte #3 by 3
  >+ Increment byte #4 by 1
  <<<<- ] Return to byte #0 and decrement it 
by 1
>++. Increment byte #1 by 2 and output it
>+. Increment byte #2 by 1 and output it
+++++ ++.. +++. Increment byte #2 by 7 and output it 
twice, then by 3 and output
>++. Increment byte #3 by 2 and output
<< Back to byte #1
+++++ +++++ +++++. then increment by 15 and output
>. Output byte #2
+++. ----- -. ----- ---. Increment byte #2 by 3 and output, 
decrement by 6 and output, decrement by 8 and output
>+. Increment byte #3 by 1 and output
>. Output byte #4

This could just as well all be on the same line and 
without any spaces; I've split it up to add comments 
and make it more readable. BF cares not in the 
slightest about whitespace of any kind. Similarly, 
as long as your comments don't include any of the 
commands, you can add them at will (remember not 
to use full stops!).

The first six lines loop round 10 times, incrementing 
bytes 1–4 as in the comments. So by the time that 
loop has completed (when byte #0 is zero, the loop 
will be skipped next time the pointer reaches the [ 

instruction), byte #0 is 70, #2 is 100, #3 is 30, and #4 
is 10.

The next lines increment the bytes again and output 
them. If you look through the comments, you'll see 
that byte #1 ends up as 72 (H); byte #2 as 101 (e), 108 
(l twice), then 111 (o); byte 3 as 32 (space); byte #1 
as 87 (W); byte #2 is still 111 (o) and is output again 
without alteration, then becomes 114 (r), 108 (l), 100 
(d); byte #3 becomes 33 (!); and finally byte 4 gives 
us 10 (newline). The numbers stored in the bytes are 
ASCII codes.

Two-dimensional code
The critical difference between Befunge and other 
more normal programming languages is that Befunge 
programs are two-dimensional; that is, instead of 
progressing through a list of statements top to 
bottom (loops notwithstanding), one proceeds 
through Befunge programs variously left, right, 
upwards, and downwards. It was designed in 1993 by 
Chris Pressey in an attempt to create a language that 
was as hard to compile as possible. (Compilers have 
since been created.) As well as its program grid, it is 
also self-modifying, with the p command. Arrows 
send the instruction pointer around the instruction 
grid. Numbers and characters can be pushed off and 
onto the stack; for obvious reasons, commands are all 
single-character. Apart from the directionality, the 
actual commands are pretty basic, covering stack 
manipulation, basic arithmetic and logic operations, 
input, and output.

Piet is similar but prettier; Piet programs look like 
abstract paintings (as in, Piet Mondrian, geometric 
abstract art pioneer). Each pixel has meaning, and 
the basic unit of Piet code is a colour block of one of 
20 colours, representing an integer (other than white 
blocks, which are 'free' zones, and black blocks, which 
control program flow). The colour block controls, 
among other things, the direction in which the pointer 
travels; so Piet, like Befunge, is two-dimensional. 
Commands are defined by colour transitions, and 
specifically by how many hue or lightness changes 
there are between two colour blocks. Like Befunge, 
the actual commands are quite simple.

Malbolge
Then there's Malbolge. While BF isn't readily human-
readable, and Befunge and Piet are challenging, 
Malbolge is explicitly designed not to be even 
human-writable. It's named after the 8th circle of Hell 
in Dante's Inferno. It's not strictly Turing-complete, due 
to its memory limitations; a theoretical version called 
Malbolge-T, which resets the I/O stream when the end 
is reached should be Turing-complete.

Here are a few things that make Malbolge so 
challenging: it uses ternary (base-three) arithmetic 
and data representation, so 3 is 10, and 5 is 12.

The same memory space stores both data and 
instructions. Before starting a Malbolge program, 
the memory space is filled with the program, and 

PietDev is an online IDE for 
Piet. This program asks for 
an input number and adds 
it to itself. (With thanks to 
Didier Dedes' tutorial.)
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Juliet Kemp is fluent in over 6,000,000 forms of 
communication, including esoteric languages such as Perl.

then everything else is filled with values obtained 
by applying the crazy operation to the previous two 
address values – which could therefore also be 
interpreted as instructions.

It has eight instructions (numbers 4, 5, 23, 39, 
40, 62, 68, and 81), but they're less sensible than 
BF's: instructions include jump, output, a rotation 
instruction, copy, crazy, and end.

The instruction to execute is chosen by adding 
the value of the c register, the value at that address, 
dividing it by 94, and using the remainder to pick an 
instruction. The other two registers, a and d will then 
be acted upon.

The crazy operation uses a ternary table to 
combine the value pointed to by register d and the 
address stored in register a, then stores the result in 
both places.

After an instruction is executed, either that 
instruction, or another related one (if a jump has 
happened) is encrypted, so it won't do the same thing 
next time. Then both c and d are incremented and the 
program moves on to the next location.

If you find all that implausibly baffling, you are 
not alone. The author of Malbolge has never written 
a program in it, and the first Malbolge program 
didn't appear until two years after the language was 
released. It was also generated by a beam search 
algorithm rather than written by a human. This is that 
first program, which is of course Hello World:
(=<`$9]7<5YXz7wT.3,+O/o'K%$H"'~D|#z@
b=`{^Lx8%$Xmrkpohm-kNi;gsedcba`_^]\[ZYXWVUTSRQP
ONMLKJIHGFEDCBA@?>=<;:9876543s+O<oLm 

It's by Andrew Cooke, who writes about it here 
(www.acooke.org/malbolge.html). He also links to 
pages by other folk who have written Malbolge code.

It can be argued that Malbolge represents the 
ultimate in test-driven development, because creating 
programs is a matter of creating tests for your desired 
result, then searching for a program which passes 
them.

LOLCODE and others
There are a whole class of esoteric languages that 
basically draw their keywords from a specific themed 
source, but otherwise operate similarly to any general 
programming language (though often have a more 
limited set of keywords). One such is LOLCAT, which 
looks a bit like this:
HAI 1.2
  CAN HAS STDIO?
  VISIBLE "HELLO WORLD!"
KTHXBYE

The compiler can be downloaded from GitHub; 
follow the build instructions there. (You will need the 
cmake and build-essentials packages.) 

Alternatively, if you're more of a Terminator type, 
try ARNOLD-C, where commands are replaced with 
Arnold Schwarzenegger movie quotes.

Whitespace
Most languages are written in text characters, and 
either ignore whitespace or at most use it for 
statement or keyword termination. Whitespace 
(created in 2002 by Edwin Brady and Chris Morris) 
turns this around, and ignores all non-whitespace 
characters, assigning meaning only to spaces, tabs, 
and newlines (linefeeds). Interestingly, this means that 
you can write a program in another language (which 
doesn't attach meaning to whitespace) and format it 
such that it also contains a Whitespace program. 
Which is neat, and makes it a polyglot, a program valid 
in more than one language. It also means you could 
hide secret programs in other programs.

Whitespace commands are written as an 
Instruction Modification Parameter followed by an 
operation. There are five IMPs – Stack Manipulation 
(space), Arithmetic (tab, space), Heap Access (tab, 
tab), Flow Control (linefeed), and I/O (linefeed) – each 
with several defined operations. Data is represented 
in binary, by Space (0) and Tab (1), and terminated by 
a linefeed.

There's a collection of Whitespace interpreters 
available on GitHub, but code is (of course) very 
difficult to display, or indeed to write. Unfortunately, 
the Whitespace homepage was unavailble at time 
of writing (and looks like it might have vanished 
altogether), but a tutorial is still available.

If you've got the esoteric language bug, check out 
the comprehensive list, and the further information, 
available at the Esolangs wiki. You too could write 
your own strange oddity for others to break their 
brains on…  

Miscellaneous others
Some languages are non-deterministic, that is, the 
same answer will not always be produced in the same 
circumstance. An example is Whenever, whose programs 
consist of a list of statements that the interpreter can 
execute in any order (though some may have specific 
conditions which must be met for their execution. Some 
non-deterministic languages are probabilistic, such as 
Knight Shuffling Tower, which uses an unusual data 
structure in which values are initially assigned at random, 
and can be shuffled thereafter.

Deque languages use a double-ended data structure 
which can behave like either a queue or a stack; so data 
can be added to the front or the back, and popped off from 
the front or the back. BrainCurses, a BF-derived language 
whose commands are largely punctuation marks, uses a 
deque and a single variable.

Then there's Unlambda, which is an obfuscated 
functional lanugage. The only object that exists in 
Unlambda is the function (no variables, data structures, or 
control structures). The most important of its handful of 
built-in functions are S (which applies two functions in turn 
to a third), and K (which takes two functions and returns the 
first). It transpires that you can produce a Turing-complete 
language with only these two built-in functions. See the 
website for more, including abstraction elimination, which 
is how you manage to actually do anything with Unlambda.
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Sometimes things go wrong. As a server 
sysadmin, you want means to investigate what 
happened, what was the cause, and finally to 

ensure that everything has been fixed. Log files should 
be your first stop here. Properly written daemons log 
events like remotes connections, resources requests, 
and errors raised during processing. Ideally, every 
action that may have an impact on your system 
should leave a trace in log files. That's why intruders 
put many efforts into deleting or at least tampering 
with them.

Logger that
A classical logging mechanism in Unix (and Linux) is 
called Syslog. Eric Allman introduced it for Sendmail, 
and it evolved into de-facto standard. 

Your standard C library (most likely Glibc) provides 
several logging functions. The following example 
shows the most important of them:
#include <syslog.h>
int main()
{
    const char *greeting = "Hello, logging world!";
    openlog("hello", LOG_PID | LOG_NDELAY, LOG_USER);
    syslog(LOG_INFO, "%s", greeting);
    closelog();
    return 0;
}

First, we open the log. What is it exactly is irrelevant 
now, but we do specify an "ident" (hello), a facility 

(LOG_USER) and some options. An ident is what 
identifies the application which sent a message. 
Typically, it's a program's name. The facility is roughly 
a subsystem the message comes from. LOG_USER 
the default) is for generic user-level messages. 
openlog(3) lists many more facilities, say LOG_KERN 
for kernel messages or LOG_DAEMON for system 
daemons. In fact, RFC 5424 defines 24 facilities, albeit 
only a handful of them are usually seen in practice. 
LOG_PID includes the process ID in log messages. 
Ident differentiates applications; PID differentiates 
application instances. LOG_NDELAY means to open 
syslog connection immediately. The default behaviour 
is to wait for the first message sent.

syslog() sends the message. LOG_INFO is a priority. 
There are eight priorities, ranging from LOG_EMERG 
(the system is unusable) to LOG_DEBUG (debug-level 
messages). Debug messages are usually discarded in 
production. The rest of the syslog() function is like 
printf(): it takes the format string and data to format.

Calls to openlog() and closelog() are optional. If 
your miss them, Glibc will set ident to the program's 
name and use the LOG_USER facility automatically, 
among other defaults.

What will happen if you run this code? It depends on 
syslog settings. On my Ubuntu 14.04 system it yields:
$ tail -n 1 /var/log/syslog 
Nov 27 10:19:20 laptop hello[26470]: Hello, logging world!

On your system, the location, name and contents of 
the file may differ. However, the log message will look 
similar, as it has a well-defined structure.

Now, let's use strace (as seen in LV016) to peek into 
the logger's operation:
$ strace -e trace=network ./logger-sample
socket(PF_LOCAL, SOCK_DGRAM|SOCK_CLOEXEC, 0) = 3
connect(3, {sa_family=AF_LOCAL, sun_path="/dev/log"}, 
110) = 0
sendto(3, "<14>Nov 27 10:28:19 hello[26698]"..., 55, MSG_
NOSIGNAL, NULL, 0) = 55
+++ exited with 0 +++

CORE
TECHNOLOGY
Prise the back off Linux and find out what really makes it tick.

Logging
Logs are a bit like backups: you hardly remember their existence 
until you need them. Read on, and you'll be ready for any surprises.

Anatomy of a syslog 
message. It's both 
structured and human-
readable, and looks 
roughly the same in the 
wire.

Hello, logging world!

Process ID
Application
Host name
Timestamp
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You see that it opens a Unix datagram socket 
connection to /dev/log and sends some text starting 
with a number in angle brackets. This is an example of 
BSD syslog protocol, a lingua franca for all syslog 
daemons in Linux today.

Protocols
BSD syslog is a text-based transport-agnostic 
protocol, which you can use to convey log messages 
using whatever transport you see fit. In the example 
above, Glibc used a Unix socket to talk to a local 
syslog daemon. However, you can use UDP or TCP 
sockets to work with remote syslog servers.

In BSD syslog, each message begins with PRI, 
which is the number in angle brackets. To calculate 
the PRI, you take the facility, multiply it by eight, and 
add the priority. LOG_USER is 1 and LOG_INFO is 6, so 
PRI is 14 in our case. Then follows the header, 
containing the timestamp and hostname. The latter is 
missing from our example: a syslog daemon assumes 
local hostname for messages coming from /dev/log. 
Alternatively, it may contain a name or IP address, and 
the syslog daemon may issue a reverse DNS query 
(see LV024) to resolve it.

Next comes the MSG part, consisting of a tag and 
message content. The fields we discussed so far have 
been space-delimited, but a tag ends with the first 
non-alphanumeric character. It is for storing the name 
of the program that generated the message, so it's 
much like ident in openlog(). A process ID is not part 
of a tag, as it is enclosed in square brackets. Usually, 
an opening square bracket or a semicolon are the 
characters that terminate tag. The newer syslog 
protocol sees it different, as we'll learn shortly.

The same protocol is used to talk to remote syslog 
servers. Traditionally, you send log messages to port 
514/udp, one per datagram. It is fast, but unreliable, so 
many syslog servers also implement TCP support.

There are two issues peculiar to TCP-based syslog. 

First, it often re-uses port 514/tcp, which is really for 
the Remote Shell (rsh). It's not a big deal, as SSH 
largely superseded rsh. Second, TCP is a stream-
oriented protocol with no natural framing like 
datagram boundaries. So we need a way to separate 
consequent log messages from each other. The 
original BSD syslog used newline (LF, ASCII 0x0A) or 
NUL (ASCII 0x00) special characters for these 
purposes. However, they could legally appear within 
the log message itself, which would break the parser. 
The new syslog protocol introduces octet counting-
based framing (RFC 6587), which is not susceptible to 
this. Each log message simply starts with the length 
(in bytes), followed by space. Most syslog servers in 
Linux support both methods, so you don't have to care 
about these details.

Server side
Linux doesn't come short of syslog daemons. First, 
there is venerable sysklogd, which has its roots in 
original BSD syslog. A newer generation, syslog-ng 
(https://www.balabit.com/network-security/syslog-
ng), uses totally different configuration syntax that 
"was written by programmers for programmers". 
And there is also rsyslog (www.rsyslog.com), which 
maintains some compatibility with syslogd, but is 
also modular, adds many new features, and claims to 
be "rocket fast". No modern Linux distribution comes 
with sysklogd, but syslog-ng is the default in Arch 
Linux. rsyslog seems to be the most popular choice 
among all three, as it comes with Ubuntu.

The most important bit of a syslog daemon 
configuration maps the sources of log messages to 
destinations. A classical way to do it is as follows:
daemon.info    /var/log/daemon.log

Here, all messages coming from the daemon 
facility with priorities info and higher end up in /var/
log/daemon.log. You can use an asterisk (daemon.*) 
to make the rule work for any priority or facility. An 

A sample centralised 
network logging setup. 
Inspired by RFC 5424, 
which describes many 
more options.

Logging in Python
Python provides its own advanced logging subsystem. It 
is available as a part of standard library via the logging 
module. Logging in Python is built around a hierarchical 
structure of logger instances (usually one per application's 
module). It also has its own set of log message priorities. 
You use loggers to generate messages and pass them 
around, but the handler is what specifies how to persist 
the message. Python comes with various log handlers. 
Perhaps the simplest one, logging.StreamHandler, just 
prints messages to a file stream (sys.stderr by default). The 
formatter is what controls the appearance of a message, 
and you can also use filters to mangle messages internally.

As you may have guessed by now, one of the logging 
handlers is logging.SysLogHandler, which sends messages 
to syslog. It's a pure Python BSD syslog implementation 
supporting both local and s transport. By default, it sends 
logs in UDP datagrams to 127.0.0.1:514, so you should 
configure your syslog daemon appropriately. You may also 
tell SysLogHandler the facility it should use, as Python 
logging has no notion of such concept. The default is 
LOG_USER, which looks sensible.

Relay #1
(forwards messages)

Relay #2
(forwards messages)

Originator
(produces log messages)

Collector
(stores log messages)

LV025 094 CoreTech.indd   95 11/02/2016   19:16



CORETECHNOLOGY   

www.linuxvoice.com96

equals sign prefix (daemon.=info) enforces an exact 
match (no "and higher" logic). A few extensions to this 
syntax exist; refer to the documentation of your syslog 
daemon of choice.

File is not the only possible destination. Both 
syslog-ng and rsyslog can post messages to 
databases or message queues. Moreover, you can 
send messages to remote syslog instances via UDP 
(the default) or TCP. The syntax is as follows:
kern.*    @loghost:514

A single @ implies UDP transport; @@ means TCP. 
This way, you can aggregate all logs on some central 
servers in your network. This improves manageability, 
but also security, as intruders supposedly can't 
tamper logs on remote machines.

Each syslog implementation is free to define its 
own syntax. Below is an rsyslog-specific snippet 
which sends all messages carrying the "hello" tag to  
/var/log/hello.log:
:syslogtag, startswith, "hello", /var/log/hello.log
& ~

The second line prevents further processing of 
matching messages, so they appear in hello.log and 
nowhere else.

Kernel logging
So far, we talked about userspace logging, but your 
kernel may also have something to say. For these 
reasons, it maintains a dedicated ring buffer. On 
the laptop I'm using now it's 256KB in size, and new 
messages simply evict old ones if there is no space 
left. Any part of the Linux kernel can write a message 
to the buffer with the printk() function, like this:
printk_once(KERN_ERR
  "CPU: vendor_id '%s' unknown, using generic init.\n" \
  "CPU: Your system may be unstable.\n", v);

KERN_ERR is a priority, much like LOG_INFO we 
saw earlier (note there is no comma after it). In fact, 
KERN_ERR is a string macro containing an embedded 
marker that the kernel uses to detect the start of a log 
record. Perhaps the easiest way to work with the 
printk() buffer is by using the dmesg command. 
Called with no arguments, it just prints log messages:
$ dmesg | tail
[   41.065971] Bridge firewalling registered
[   41.635606] nf_conntrack version 0.5.0 (16384 buckets, 
65536 max)

...
The number in brackets is the number of seconds 

passed since the system booted. dmesg -c clears the 
buffer and requires root privileges to run. Most syslog 
configurations also store kernel messages alongside 
other logs in /var/log. This way, you get centralised 
storage and management for all logs in your system, 
regardless of their origin.

How do dmesg and syslog daemons get the ring 
buffer, you ask? Linux has several mechanisms for 
that. First, there is a syslog() system call. As Glibc 
already provides a function under this name, it wraps 
it as klogctl(). It is an ioctl()-like multiplexor whose 
first argument determines the behaviour, and two 
others provide a userspace buffer to store the result. 
One can use klogctl() to read the ring buffer, clear it, 
and choose which kernel messages would go to the 
console. Traditionally, Linux sends system-critical 
events directly to the terminal to draw maximum 
attention to them. We won't discuss this mechanism 
here, but you can find the relevant details in klogctl(3).

Older dmesg implementations rely on syslog() for 
their operation. However, neither of the syslog 
daemons we discussed, nor newer versions of dmesg 
do this. The ring buffer is available via two file-like 
interfaces: /proc/kmsg, and since Linux 3.5, /dev/
kmsg. Of these two, /proc/kmsg is just a thin wrapper 
on what syslog() reads. You can see it yourself with a 
mere cat command:
$ sudo cat /proc/kmsg
... many lines skipped ...
<6>[   46.938564] virbr0: port 1(virbr0-nic) entered 
disabled state
<6>[   47.036788] IPv6: ADDRCONF(NETDEV_UP): 
docker0: link is not ready

Note how the protocol is similar to BSD syslog. 
Messages start with the priority again, and are 
delimited with a newline character.

/dev/kmsg is a newer and more advanced 
mechanism. It supports multiple readers and allows 
you to inject messages into the kernel ring buffer from 
userspace. Systemd and udev do this, for instance.  
/dev/kmsg also sets a new protocol where each 
message carries a sequence number:
$ cat /dev/kmsg
... many lines skipped again ...

Logging with Systemd
Many distributions today come with Systemd. Being a one-
thing-to-rule-them-all sort of service, Systemd comes with 
its own logging daemon, journald. It gathers events from 
many sources: traditional /dev/log socket, Systemd's native 
protocol (sd_journal_print(3)), stdout and stderr of the 
daemons (LV019), and the Linux kernel. 

All of it is stored in a binary format that you read with 
the journalctl tool. It is somewhat unusual for Linux, which 
relied on text files for a long time. However, journalctl is 
capable, allows for precise filtering, and can even dump 
your logs to JSON for further processing.

rsyslog sports a web-based 
GUI to make authoring the 
daemon's configuration 
file a snap. See www.
rsyslog.com/rsyslog-
configuration-builder.
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6,811,30177913,-;IPv6: ADDRCONF(NETDEV_UP): eth0: 
link is not ready
6,812,30335360,-;tg3 0000:07:00.0 eth0: Link is down
 SUBSYSTEM=pci
 DEVICE=+pci:0000:07:00.0

So, if the buffer got overwritten and some 
messages were lost, the reader can recover. You can 
also seek /dev/kmsg to get all messages, or only new 
ones since the buffer was reset. /dev/kmsg is the 
most flexible  way to interact with the kernel ring 
buffer. Both rsyslog and syslog-ng support it, and 
dump the kernel ring buffer contents to logs in a 
timely manner. The newer dmesg reads /dev/kmsg 
as well, but you can force the old syslog()-based 
operation with the -S command line switch.

Rotating logs
As new messages come, they grow in size until all 
space is consumed. Even worse, some unusual 
conditions may induce tons of messages that 
fill /var/log very quickly. Application developers 
employ techniques like rate limiting, and system 
administrators often have a dedicated /var/log 
filesystem for that reason. This doesn't help with 
monotonic log growth over time, however.

A de-facto standard tool for rotating logs is 
logrotate. It usually runs as a daily cron job, or from a 
Systemd timer. Logrotate takes a set of log files, 
copies them with optional compression, deletes back 
copies that are too old, and does other things. It reads 
its configuration from /etc/logrotate.conf, but in most 
Linux distributions you don't edit this file directly. 
Instead, you create files in /etc/logrotate.d, and the 
tool takes care to include everything in this directory 
into the main config. Here is an example:
/var/log/messages.log {
 weekly
 rotate 4
 compress
 missingok
 sharedscripts
 postrotate

  /bin/kill -HUP $(cat /run/syslog-ng.
pid 2>/dev/null) 2>/dev/null || true
 endscript
}

This defines rotation rules for the /var/log/
messages.log file. The log is rotated weekly, and its 
compressed copies are retained for the preceding four 
weeks. It's OK if this log file is missing (alternatively, 
logrotate could issue an error). You can also rotate 
logs based on their size, not age. This is useful for logs 
that could grow unevenly.

But wait, why do we need postrotate to send a 
SIGHUP to the syslog daemon? This tells it to reload 
the configuration, and re-open log files it maintains. 
Many daemons behave this way, albeit exact signals 
could differ. The reason is how Linux work with files. 
Once a file is opened, its handle stays valid until it is 
closed. So, even if logrotate renames the file, syslog 
will continue to store messages in it, as the daemon 
keeps the opened file handle. We need some way to 
tell syslog that the file has changed, and it has to 
reopen it to write data to a new location.

Although the example above was about the syslog 
daemon, logrotate is not tied to syslog in any way. 
You can use it to rotate web server logs, or database 
logs, or in fact any files in your system. Just 
remember the logrotate usually runs with hours-level 
granularity, so even a size limit won't help to mitigate 
the effect of occasional message bursts.

Rotated logs on a typical 
Ubuntu system. Note 
rotation frequency is per 
log file, and older logs are 
compressed.

Command of the month: logger
Sometimes you may want to log a message from the 
shell script. Granted, most often you'll do it with a 
simple echo, but you may also want the flexibility and 
features that syslog delivers. In these cases, the 
logger command is your best friend.

logger provides features of a decent logging library 
wrapped in a single Unix command. In the simplest 
case, you use it like this:
$ logger "This came from a shell"

By default, logger sends its messages as user.
notice, but you can redefine the facility and priority as 
you see fit with -p; for instance logger -p user.info 
"Some message". If you don't provide the message on 

the command line, logger will read it from standard 
input, or file you supply with -f.

By default, the command talks to the local syslog 
daemon listening at /dev/log socket. Remote servers 
are also supported. -n sets logging host, -P redefines 
the destination port, and -d switches from default TCP 
transport to UDP. So logger -n 127.0.0.1 -P 514 -d 
sends a message you type to local syslog via the UDP 
connection, provided it accepts them.

You can even set a tag and PID for messages you 
send. For instance logger -t hello -i "Hello, logging 
world!" is almost equivalent to the example that 
opened this Core Tech.  
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Final thoughts, musings and reflections

MY LINUX SETUP

Congratulations India! In what is seen 
by some as a rather bold and out of 
character move, the Telecom 

Regulatory Authority of India has effectively 
banned the “Free Basics” program from 
operating in that country; a program that 
was designed to ‘enrich’ the lives of that 
subcontinent’s burgeoning numbers.

I am not being sarcastic. ‘Free Basics’ is 
not a scheme designed to altruistically help 
the needy, it is an arrogant and somewhat 
cynical manipulation to carve the internet up 
into “what we want to give you” and “what 
we want you to pay for”, which opens the 
door to tiered pricing plans everywhere.

Make no mistake that this is what the 
world’s ISPs would dearly love – a chance 
for people to further self-descriminate on 
pricing above the usual options of speed 
and bandwidth, which is why India has 
rightly rejected it. Worse than that though, it 
is an attempt to hijack content. Leaf through 
the terms and conditions of submitting your 
site for this scheme (which does, actually, 
include some great advice for designing a 
site to work well on mobile (https://goo.gl/
gjFCNc)) and you will find that Facebook (for 
it is they!) basically reserves the right to own 
anything, manipulate content, strip out any 
ads, etc etc. Of course, you can trust them 
not to do that, can’t you? 

I can’t help but think if this organisation 
really wanted to help the poor they might 
provide a clean water supply or better 
sanitation or medical supplies, but I guess 
there isn’t as much opportunity for 
brainwashing that way. Let’s hope the other 
35 countries in which the project is active 
come to similar conclusions.

Nick Veitch  
was the original editor 
of Linux Format, a 
role he played until he 
got bored and went 
to work at Canonical 
instead. Splitter! 
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