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I magine you just typed something at a shell 
prompt and pressed Enter. First, the shell splits 
your input into words. Expansion is the next step, 

and it comes in several forms.
One expansion type you already know is the 

pathname expansion. Recall ls *.txt�!�����+�H���V�J�G�T�G���C�T�G���’�N�G�U��
that end with .txt in the current directory, Bash puts 
their names instead of the wildcard. If there are none, 
*.txt remains as is. So, if you forget to escape an 
asterisk in a command like �(�Q�G���������Q�D�P�H���
���W�[�W, it may 
or may not work as expected. Besides *, Bash also 
understands ? (matches a single character) and �>�D�ô�]�@ 
(matches any character in a group). With the �H�[�W�J�O�R�E 
�U�J�G�N�N���Q�R�V�K�Q�P���G�P�C�D�N�G�F�����[�Q�W���I�G�V���U�Q�O�G���O�Q�F�K�’�G�T�U���C�U���Y�G�N�N����
Say, you can negate an expansion: ls !(*.txt) lists all 
�’�N�G�U���V�J�C�V�������F�Q���P�Q�V�������G�P�F���Y�K�V�J��.txt.

Brace expansion is like pathname expansion, 
�C�N�V�J�Q�W�I�J�����’�N�G���P�C�O�G�U�����F�Q���P�Q�V���J�C�X�G���V�Q���G�Z�K�U�V�����%�W�T�N�[��
braces expand to the list of their comma-separated 
contents. So, �G�L�I�I�����X�����H�W�F���I�R�R���F�R�Q�I�^�����Q�H�Z�` shows 
�V�J�G���F�K�H�H�G�T�G�P�E�G���D�G�V�Y�G�G�P���E�W�T�T�G�P�V���E�Q�P�’�I���C�P�F���C���P�G�Y��
�
�R�G�T�J�C�R�U�����R�C�E�M�C�I�G���R�T�Q�X�K�F�G�F�����Q�P�G�����%�W�T�N�[���D�T�C�E�G�U���O�C�[��
also enclose a sequence expression:
�����G�E�J�Q���“�N�G�A�]�C�����G�_���V�Z�V

�“�N�G�A�C���V�Z�V���“�N�G�A�D���V�Z�V���“�N�G�A�E���V�Z�V���“�N�G�A�F���V�Z�V���“�N�G�A�G���V�Z�V

�^���������` would also work, and you can use another 
pair of dots to specify an optional step increment. 
Brace expansions occurs before any others, and they 
can be nested. For example, �O�V�����X�V�U�^���E�L�Q���^�
���S�\���
���S�O�`����
�V�E�L�Q���^�
���S�\���
���S�O�`�` lists Perl and Python scripts under  
���X�V�U���E�L�Q or ���X�V�U���V�E�L�Q.

Parameter expansion is perhaps the most 
frequently used expansion in Bash. Does the $PATH 
expression look familiar? It expands to the value of 
PATH variable, and is really parameter expansion in its 
simplest form. You may enclose parameter name in 
curly braces. It's optional here, but consider this:
�����J�G�N�N�Q���Y�Q�T�N�F

�����G�E�J�Q�����]�J�G�N�N�Q�_�A��

�Y�Q�T�N�F�A��

�����G�E�J�Q�����J�G�N�N�Q�A��

Braces are often seen in more complex expansions, 
like ���^�F�P�G�������E�L�Q���E�D�V�K�`. This expands to the value 
of �F�P�G if it is set and non-empty. Otherwise, ���E�L�Q��
�E�D�V�K is used. ���^�F�P�G��� ���E�L�Q���E�D�V�K�` is similar, but it also 
assigns to �F�P�G���V�J�G���X�C�N�W�G���U�R�G�E�K�’�G�F�����$�Q�V�J���E�Q�P�U�V�T�W�E�V�U��
are common across command line arguments 
processing code. Two others, ���^�S�D�U�D�P�H�W�H�U���Z�R�U�G�` 
and ���^�S�D�U�D�P�H�W�H�U���Z�R�U�G�`���T�G�O�Q�X�G���V�J�G���O�C�V�E�J�K�P�I���R�T�G�’�Z��
�Q�T���U�W�H�’�Z�����C�U���K�P���R�C�V�J�P�C�O�G���G�Z�R�C�P�U�K�Q�P�����6�J�G�[���O�C�[���N�Q�Q�M��
counter-intuitive, yet are easy to remember. Hash 
marks usually come before numbers, so they are for 
�R�T�G�’�Z�G�U�����R�G�T�E�G�P�V�C�I�G���U�K�I�P�U���E�Q�O�G�U���C�H�V�G�T�����C�P�F���V�J�G�[���C�T�G��
�H�Q�T���U�W�H�’�Z�G�U�����$�[���F�G�H�C�W�N�V�����V�J�G���Q�R�G�T�C�V�K�Q�P���K�U���P�Q�P���I�T�G�G�F�[���
�C��
�U�J�Q�T�V�G�U�V���O�C�V�E�J���K�U���T�G�O�Q�X�G�F�������W�U�G������ and ���� to ask for 
the longest match instead.

Not all of these may sound practical, so here 
are some examples. ���^�S�D�W�K�����
�` is like a �G�L�U�Q�D�P�H: 
it strips everything after the last slash, including it. 
���^�S�D�W�K�����
���` is a reverse: it strips everything up to 
the last slash, like �E�D�V�H�Q�D�P�H. If the path is ���E�R�R�W��
�J�U�X�E���J�U�X�E���F�I�J, the former yields ���E�R�R�W���J�U�X�E�����V�J�G��
latter is �J�U�X�E���F�I�J. As you've probably guessed, these 
expansions are common across path handling code.

Sometimes, you want not to strip, but to substitute 
some part of the parameter value. Imagine you need 
to rename all .JPG���’�N�G�U���V�Q�����M�S�H�J. The �U�H�Q�D�P�H tool will 
do that, but you may not have it installed. A simple �I�R�U 
loop does the same in pure Bash:
�H�Q�T���P�C�O�G���K�P�������,�2�)�����F�Q

���������O�X�����]�P�C�O�G�_�����]�P�C�O�G�����,�2�)�����L�R�G�I�_

�F�Q�P�G

Here, we look for a constant substring, but it could be 
a pattern as well.
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Bash beyond the basics

The bash(1)���O�C�P���R�C�I�G��
�K�U���C���N�Q�P�I���T�G�C�F�����D�W�V���C�N�U�Q��
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�R�Q�Y�G�T�U���Q�H��Bash��
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There are many other expansions in Bash. Say you 
can get a substring instead of substituting it. Or, it is 
possible to embed basic arithmetic expressions with 
$((...)). Bash doesn't support floating point, and if you 
need it, consider using external tools like bc. With 
command substitution ($(...) or just backticks), you 
can grab bc output into a variable: sine_pi_2=$(echo 
's(2. * a(1))' | bc -l). Remember not to put spaces 
around equals sign, or Bash would get confused. 
Many more possibilities are detailed in bash(1) under 
the EXPANSIONS section.

Terms and conditions
Sequential scripts are good for the simplest tasks. 
Anything more or less advanced demands conditional 
execution and branching. Many general-purpose 
languages provide one or two constructs (say, if and 
switch/case) for that purpose. Bash offers somewhat 
more idioms to explore.

Bash  branches on whether a command executed 
successfully (exit code 0) or not:
if grep -q Linux file.txt; then
    # Linux is in file.txt
fi

From here, it feels natural to introduce a specific 
command that tests conditionals and returns 0 (true) 
or 1 (false). This command is test, and it also has a 
well-known synonym, [. Both are Bash built-ins, but 
you may also find the [ executable lying around for 
compatibility reasons:
$ whereis [
[: /usr/bin/[ /usr/bin/X11/[ /usr/share/man/man1/[.1.gz

When you encounter a construct like if [ "$x" = "yes" 
]; then ... fi, remember that brackets aren't special 
syntax. They are just an ordinary command, albeit [ 
forces you to supply the closing ] (test doesn't).

You specify conditions to check as test command-
line arguments. All basic comparisons are understood, 
and you can combine expressions with parenthesis (), 
logical AND (-a) and OR (-o). ! negates the expression's 
value, as in C. Remember that parenthesis have 
special meaning in the shell, so you'd probably want 
to escape them (\(). Also remember that strings and 

numbers use different comparison operators: = and 
!= (strings) vs -eq/-ne/-gt/-lt etc for integers. Perl 
borrows these semantics, but if your background 
is in some other language, it could be the source of 
hard-to-find bugs. Another subtle detail is that you 
should quote variables. If x is unset or empty, test $x 
= "yes" sends test two arguments: = and yes; the first 
operand is missing. With test "$x" = "yes", it will receive 
an empty string, = and yes, which is just false. Should 
you want to test if something is empty (or non-empty), 
use -z "$x" or -n "$x" (remember it like this "length 
**z**ero/**n**on-zero").

Bash is a special-purpose language, so test also 
provides numerous filesystem-related operators. 
You can check if the file exists (-e) and whether it is 
a regular file (-f) or a directory (-d). Other operators 
check whether the file is readable (-r), writeable (-w) 
or executable (-x). You can find a complete reference 
in the man page, but be careful: test(1) refers to the 
external test command, whereas Bash uses a built-in 
described in bash(1).

Let's have some examples. [ $i -lt 10 ] checks that 
$i (which must be set) is less than ten. Another way 
to do it is $(( i < 10 )), but it expands to 1 (true) or 0 
(false) literally, while test yields an exit code. [ -n "$file" 
-a -x "$file" ] checks that $file stores a non-empty 
string which refers to some executable. For a wrap-up, 
[ "${file#.*}" = "zip" ] checks that the file's extension 
is .zip (case-sensitive). Note that spaces after [ and 
before ] are required.

Often, you want to check that the file exists, and 
complain if not. While certainly doable 
with if, Bash favours a somewhat more 
compact idiom for such one-liners. The 
&& and || shell operators are short-
circuit: they only execute operands 
required to compute the final value. Now, 
consider [ -e $file ] || exit 1. If the file 
exists, [ yields 0, and regardless what 
exit 1 will return, the expression will be true. So Bash 
won't execute exit 1 unless the existence test fails. 
Similarly, [ -d "$backups" ] && cp *.bak $backups 
copies backups to some directory, if it exists. && are 
left associative, so expr1 && expr2 || expr3 works like 
if-then-else.

Besides the test built-in command, Bash also 
supports a conditional expression, [[ ... ]]. It's called 
"new test" sometimes. It also evaluates expressions 
and returns the status of 0 or 1. So, what's the 

If you are serious about 
Bash programming, 
remember to bookmark 
http://wiki.bash-hackers.
org.

What's the $#@*?
Bash has many predefined variables and special parameters 
with cryptic names that you may find useful in your scripts. 
Here are some highlights:
•  $0 | Expands to the name of the shell or shell script.
•  $1, $2, ... $n | Positional parameters. Expand to the script 

or function arguments (see "Functions").
•  $# | The number of positional parameters.
•  $*, $@ | All position parameters together. The difference is 

that the quoted "$*" expands to single word, and "$@" to 
multiple ones.

•  $? | Last foreground command exit status.
•  $$ | The shell's process identifier (LV023).
•  $HOME | The current user's home directory.
•  $PS1–$PS4 | Command prompts templates.
•  $RANDOM | Expands to a random number. Unset and re-

create to make it a normal variable.

PRO TIP
The `readonly` keyword marks variables 
(and functions) immutable at or after 
creation. This helps to prevent accidental 
modification of important constants.
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difference? First, [[ ... ]] is not portable – there are 
shells that don't understand it. Second, it's not a 
command. It has its own parse context, so you don't 
have to quote arguments anymore. Third, conditional 
expressions are more advanced; for example, you 
can do pattern-matching with the = operator: [[ $file 
= *.zip ]]. Even regular expressions are available with 
=~. If the supplied regular expression is syntactically 
incorrect (as per regex(7)), the conditional expression 
returns status code 2.

Functions
As in many programming languages, Bash lets you 
wrap reusable pieces of code as functions. Each 
function stores a sequence of shell commands to 
execute, and acts much like a command by itself. For 
instance, the syntax for calling a function and running 
a command is exactly the same. You supply function 
arguments the same way you supply arguments 
for the command. Moreover, positional parameters 
and $# (see the boxout) in a function are overridden 
to reflect the values and the number of arguments 
passed to it.

Defining a function in Bash is straightforward:
function read_pid()
{
    local pidfile
    # TODO: Check $# first
    pidfile=/var/run/$1.pid
    if [ -r "$pidfile" ]; then
        # do something
    else
        return 1
    fi
}
# usage: read_pid apache2

There are a few things to note here. First, the 
leading function keyword is optional; read_pid() { ... } 
works just the same. Second, one can define function-
local variables with the local keyword to prevent name 
clashes. Local variables aren't shared between the 
function and outer context, even if they have the same 
name. Third, the return keyword is used to terminate 
the function; the value you pass to it is returned as 
a status code. If there is no return, the function exits 
successfully (status code 0). Note that Bash functions 
(as well as commands) can't return strings or any 

other types. To emulate this behaviour, you can 
echo in a function and grab its standard output with 
command substitution, like this:
say_hi() { echo hi; }
if [ "$(say_hi)" != "hi" ]; then
    # oh, really?
fi

Some functions are specific to the containing script; 
others are more general-purpose. The latter are often 
organized as libraries. In Bash, a library is a mere 
shell script which doesn't happen to contain anything 
except functions and (maybe) some bootstrapping 
code. There are no namespaces, imports, header files 
or whatever. Your system is likely to have a number of 
Bash libraries lying around. For example, check if  
/lib/lsb/init-functions exists, and peek into it. You'll 
see functions like start_daemon() or pidofproc() 
defined inside. Traditional Unix initscripts rely on 
these to start daemons and perform other tasks in a 
consistent fashion. Try grep -R init-functions /etc/
init.d to see how the library is included. Bash provides 
the source keyword for that, but an idiomatic way is to 
use . /path/to/script.sh, which is a synonym. 

Bash also calls some predefined functions in 
response to various events. If you ever worked with 
Ubuntu, you may recall a friendly note appearing when 
you type a command that is not currently installed:
$ emacs
The program 'emacs' can be found in the following 
packages:
 * emacs24
 * ...
Try: sudo apt-get install <selected package>
(yup, I don't have Emacs on my laptop). When Bash 
is unable to find a command in $PATH, it invokes the 
command_not_found_handle() function, passing the 
original command line as the function arguments. In 
Ubuntu, it calls into the command-not-found tool (see 
it yourself with type command_not_found_handle), 
which does all heavy lifting. It's easy to author a poor 
man's variant though:
$ command_not_found_handle() { echo "Sorry pal, you 

Shell options
Bash understands quite a few options affecting the shell's 
operation. We already met one of them, extglob, at the 
beginning of this Core Tech. Its cousin, dotglob, includes 
hidden files (they start with .) in pathname expansion, so 
wildcards like * cover them as well. 

Other options pertain to usability. cdspell tries to 
correct minor spelling errors (like missing or transposed 
characters) in directories you cd into. With autocd, you 
can omit cd altogether: typing just directory name will be 
enough. progcomp enables programmable completion you 
call with the Tab key.

To control all these options, use the shopt built-in 
command. When called with no arguments, it prints valid 
options and their statuses (on or off). You can also see 
which options are enabled for the current session in the 
$BASHOPTS variable. To enable (or set) an option, use 
shopt -s optname; shopt -u optname does the reverse.

Bash scripts aren't solely 
about the command line – 
you can make dialog-based 
interfaces as well.
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don't have $1 installed"; }
$ emacs
Sorry pal, you don't have emacs installed

Your script can even define custom signal handlers. 
Bash provides trap built-in for these purposes. The 
syntax is like this:
handle_sigusr1() { echo "Got SIGUSR1"; }
trap handle_sigusr1 SIGUSR1

To see which handlers are currently defined, 
use trap -p. Handler could be any shell command, 
not necessarily a function, although the latter is 
a common choice. The trap mechanism extends 
beyond Unix signals. DEBUG is breakpoint-like trap 
which executes before each command in a script. You 
may use it to watch how selected variables change 
during the script's lifetime. RETURN is called when a 
function returns. EXIT – you guessed it – runs on the 
shell exit, which is handy for cleanup tasks.

Arrays
Believe it or not, Bash also supports arrays. Arrays 
in Bash are one-dimensional, yet Bash 4 introduced 
support for associative arrays (or hashes). Numeric 
array indexes start at 0, as you'd expect. Associative 
arrays are indexed with arbitrary strings. There is 
more than one way to create an array in Bash:
x[0]="The first one"
declare -a y=("And this is the second" "And the 3rd")
declare -A z=([roses]=red [sky]=blue)

Explicit declaration is required only for hashes, 
indexed arrays are usually created in place. To retrieve 
an element, use ${x[0]} or ${z[roses]}; braces are 
required. "$y[*]" and "$y[@]" expand to all elements in 
the array: either as one word (the former) or multiple 
words (the latter):
$ for i in "${z[*]}"; do echo $i; done
red blue
$ for i in "${z[@]}"; do echo $i; done
red
blue

Similarly, ${!y[@]} expands to all keys (or indexes) in 
the array. ${#z[@]} yields the number of elements.

Arrays aren't something you do in Bash every day. 
You don't want an array when you just need to iterate 
over a set of elements: use a string and let Bash do 
word splitting for you. Yet you may find arrays useful 
in more complex scenarios. The following example 
comes from a fictional backup system which asks the 
user to choose compression level:
declare -a comp_opt=("tee" "bzip2" "xz")
tempfile=$(mktemp)
dialog \
  --menu "Please select compression level:" \
  10 50 8 \
  0 "No compression" \
  1 "Normal compression" \
  2 "Maximum compression" \
  2> "$tempfile" || exit 1
choice=$(<"$tempfile")
tar --create $src | ${comp_opt[$choice]} >$backup

dialog is a common tool to create interactive text-
mode dialogs in shell scripts. In this case, it prints 
either 0, 1 or 2 to stderr. We redirect this stream to a 
temporary file and read it back as dialog finishes to 
learn the user's choice. Finally, we call tar and pipe its 
output to the desired command. tee is used to pass 
the tarball as is if no compression was chosen. $src 
and $backup are presumed to have their values set 
outside this snippet.

Want someone to explain 
what the command does? 
www.explainshell.com is 
here to answer.

Command of the month: shellcheck
How do you hunt for a bug in a Bash script, if it doesn't 
behave the way intended? Perhaps the most popular 
answer would be "with echos", but Bash also has 
some debugging aids and source code checkers. You 
already know about the DEBUG trap, but your first 
stop should be set -ex. set is a built-in command to 
tweak various low-level options. -e asks Bash to exit 
as soon as an error occurs (so you'd be certain where 
it was). -x prints source lines of your script expanded. 
Expansions could be tricky, but with set -x you'll know 
what Bash tries to run. Just add set -ex to the 
beginning of your script, and you'll be able to trace its 
execution from Bash's point of view.

You'd probably agree that preventing a disease 
is better than curing it. Many languages have static 
analysers or similar tools which detect "smells" in 
your code. These could be common mistakes, or 
constructs that are likely not to work the way you 
think, code that is known to break under certain 
conditions and so on. Bash also has one: ShellCheck. 
It's written in Haskell, and you may have tough times 
compiling it. Better use your package manager or give 
the whole thing a try online. Visit www.shellcheck.
net, paste your script, push the button – and you'll get 
detailed analysis within seconds! Now you have one 
less excuse for not quoting your variables properly.  
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/DEV/RANDOM/   FINAL THOUGHTS

Final thoughts, musings and reflections

Normally I blather on here about how 
other people are idiots and they are 
doing things wrong. Maybe it is 

sleep deprivation, or the very nice gin I 
picked up in South Africa, but I think I want 
to break with tradition and blather on about 
things that people have been doing right!

I have been playing around with the 
Particle (formerly Spark) Photon for a while 
and while I like it (a lot) it does annoy me a 
tiny tiny bit. The Photon, in case it passed 
you by, is basically a tiny Wi-Fi enabled 
Arduino-alike. In fact if anyone can be said  
to have made a “better Arduino” this is 
probably it. 

Cunning firmware means, through its 
cloud portal, you can do Wi-Fi updates to 
your device, which is very handy if your 
device now happens to be in the attic 
somewhere under a box where a scary 
spider lives. But I will still have to brave the 
spider and find the right box when it comes 
to change the batteries. Boo!

The problem with Wi-Fi is that it uses 
power. You don’t have to have it on all the 
time, but even turning it on and off to send 
data to the cloud and listen for updates 
wastes precious ergs. That’s why I got a 
Photon-sort-of-compatible Redbear Duo too 
(https://goo.gl/jlzCfX).

A Bluetooth LE radio in addition to Wi-Fi 
means I can send data on minuscule 
amounts of power, and still turn on Wi-Fi to 
reflash the device if I want. The similarish 
Bluz DK (http://bluz.io) does away with 
Wi-Fi altogether, and uses a separate 
gateway device (basically a Redbear Duo) to 
sync with the Particle cloud. It may be years 
before I have to see that spider again…

Nick Veitch  
was the original editor 
of Linux Format, a 
role he played until he 
got bored and went 
to work at Canonical 
instead. Splitter! 

MY LINUX SETUP  
PETE CAVE
Readers, send us words and pictures of your Linux dens!

Epson 
scanner V300

Linux Mint 17.2 Mate, main 
PC dual-booting with Manjaro 
Xfce (a trial - I like it!).

Four-port USB 
switch – Lacie 
500GB – Card reader 
– Samsung external 
DVD recorder

Home build Asus 
E45M1-I Deluxe 
mobo – ITX.

Monitor – RPi2 – Wacom tablet 
Bamboo – Wired KB & mouse to 
RPi2 when needed – Wireless KB & 
mouse – 2 PCs, a P4 1.7GHz & an 
Athlon 2800 box.

What version of Linux are you 
currently using?
Linux Mint, Manjaro and OpenSUSE 
13.1.

And what desktop are you using at 
the moment?
Mate, Xfce, and I loved #crunchbang 
[which used the Openbox window 

manager].

What was the first Linux setup you 
ever used?
Ubuntu 2004. Can’t remember why I 
didn’t stick with Knoppix.

What Free Software/open source 
can’t you live without?
LibreOffice, Gimp, Bluefish, Filezilla,  
the Firefox web developer add-ons  

and Inkscape.

What do other people love but you 
can’t get on with?
I only stuck with Unity for months, 
because of setting everything up 

again. (If I could save my settings easily, I 
would have changed distro within two 
weeks.) I’m trying to improve my spelling, 
writing and my of reading speed, and Unity 
does not help. I love a good menu.  

Monitor connected to 
RPi2 – via Dvi socket 
when needed. 
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