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I f the 20th century was the era of computing, 21th 
is certainly the era of networks. Sure, they existed 
well before yesterday, and core internet protocols 

are several decades old. Yet they were the territory of 
enterprises, academia or the military. Even 20 years 
ago, most home PCs were unconnected, and the 
lucky ones only had sporadic dial-up channels. Even 
�.�K�P�W�Z���’�T�U�V���I�C�K�P�G�F���U�Q�E�M�G�V�U���U�W�R�R�Q�T�V���L�W�U�V���V�Q���T�W�P���:��
Window System.

Now, checking email or watching video on the go 
�K�U���Y�J�C�V���Y�G���F�Q���G�X�G�T�[���F�C�[�����/�C�L�Q�T���O�Q�D�K�N�G���1�5�G�U���C�U�U�W�O�G��
you won't notice them grabbing a few megabytes for 
updates. The networking "experience" has changed, 
and Linux was an important factor in this change. 
Understanding core networking protocols is the key to 
�T�W�P�P�K�P�I���[�Q�W�T���J�Q�O�G���Q�T���Q�H�’�E�G���P�G�V�Y�Q�T�M���U�O�Q�Q�V�J�N�[�����+�P���V�J�K�U��
Core Tech, we'll refresh the basics, the Linux way.

Meet Scapy
Perhaps the most widely known network analysis tool 
�K�U���C���U�P�K�H�H�G�T�����+�V���E�C�R�V�W�T�G�U���C�N�N���P�G�V�Y�Q�T�M���V�T�C�H�’�E���E�Q�O�K�P�I���V�Q���V�J�G��
local host, decodes the protocols, and dumps them 
in a readable form. There are established methods 
�V�Q���T�G�E�G�K�X�G���V�T�C�H�’�E���C�F�F�T�G�U�U�G�F���V�Q���P�G�K�I�J�D�Q�W�T�K�P�I���.�#�0��
hosts as well, and that's why you should never use a 
protocol that send passwords in clear text (like Telnet).

Linux has many good sniffers, such as tcpdump 
or Wireshark/TShark�����6�J�G�[���C�P�C�N�[�U�G���V�T�C�H�’�E���D�W�V��

�F�Q�P�	�V���I�G�P�G�T�C�V�G���K�V���V�J�G�O�U�G�N�X�G�U�����6�J�K�U���K�U���1�-���H�Q�T���O�C�P�[��
applications, but what if you also want to craft 
packets manually? This is useful in penetration testing 
or fuzzing, and also great for learning. Reading about 
�+�2�X�����F�C�V�C�I�T�C�O���’�G�N�F�U���K�U���D�Q�T�K�P�I�����C�U�U�G�O�D�N�K�P�I���C�P���+�2��
datagram, throwing it at something and seeing what 
happens is fun.

Granted, Linux has this sort of tool as well. Meet 
Scapy, an interactive packet manipulation program 
(www.secdev.org/projects/scapy�������+�V���G�P�C�D�N�G�U���[�Q�W��
to forge packets or dissect ones you grab from 
�P�G�V�Y�Q�T�M�U�����2�C�E�M�G�V���F�W�O�R�U���C�T�G���C�N�U�Q���U�W�R�R�Q�T�V�G�F�����+�V�	�U��
�R�Q�U�U�K�D�N�G���V�Q���T�G�E�Q�T�F���N�K�X�G���V�T�C�H�’�E���C�V���Q�P�G���J�Q�U�V���C�P�F���T�G�R�N�C�[���K�V��
at another. Scapy is written in Python and it is easy to 
extend if the existing feature set doesn't feel enough.

Before we dive in, a word of warning: do not 
experiment on corporate or public networks, as it's 
�W�U�W�C�N�N�[���F�K�U�C�N�N�Q�Y�G�F���Q�H�’�E�K�C�N�N�[�����&�Q���K�V���Q�P���[�Q�W�T���J�Q�O�G��
network, or (even better) setup a host-only network 
with some virtual machines.

Crafting packets
Scapy �U�J�Q�W�N�F���D�G���K�P���[�Q�W�T���R�C�E�M�C�I�G���O�C�P�C�I�G�T�����+�H���K�V�	�U���P�Q�V����
grab the executable Zip from http://scapy.net (no 
�R�C�V�J���K�U���P�G�G�F�G�F�������1�H�’�E�K�C�N��Scapy releases use Python 
�������#���R�Q�T�V���V�Q���2�[�V�J�Q�P�������G�Z�K�U�V�U���C�U���C���U�G�R�C�T�C�V�G���R�T�Q�L�G�E�V����
Scapy3k (https://phaethon.github.io/scapy).

To run Scapy, simply type scapy at the command 
prompt. Scapy feels much like a Python interactive 
session. Tab completion works, and you can use 
arrow keys or Ctrl+R to search through the history. 
The last command's result is available in the _ 
�X�C�T�K�C�D�N�G�����+�P���H�C�E�V�����[�Q�W���E�C�P���W�U�G���C�P�[���2�[�V�J�Q�P���U�[�P�V�C�Z��
you want. You don't need to know Python to use 
Scapy, however. Scapy���F�G�’�P�G�U���K�V�U���Q�Y�P���H�W�P�E�V�K�Q�P�U���C�P�F��
classes and overloads some Python operators. This 
provides a high-level interface that makes raw Python 
constructs almost unnecessary. To leave Scapy, type 
quit()���Q�T���R�T�G�U�U���%�V�T�N�
�&��

�+�H���[�Q�W���J�C�X�G��IPython installed (LV016), Scapy can run 
on top of it. IPython adds more interactive features, 
�U�W�E�J���C�U���G�P�J�C�P�E�G�F���E�Q�O�O�C�P�F���J�K�U�V�Q�T�[���Q�T���Q�D�L�G�E�V��
introspection. To enable this, create the ~/.scapy_
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Networking via Scapy
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prestart.py config file, and put conf.interactive_shell 
= "IPython" in it. Then, run scapy. You should see the 
banner saying "Welcome to Scapy using IPython". 
Otherwise, check that IPython and Scapy use the same 
Python version (either 2 or 3).

Let's have a first look around. Scapy supports many 
networking protocols, and the ls() command shows 
them all:
>>> ls()
AH         : AH
ARP        : ARP
...
lsc() lists all commands available. Use 
help(command) to get the details.

With such an assortment of protocols, what about 
crafting some packets?
>>> pkt = IP(dst="8.8.8.8")

Yes, it's that simple. pkt now stores an IPv4 
datagram for 8.8.8.8. ls() can list all its fields:
>>> ls(pkt)
version    : BitField (4 bits)         = 4               (4)
ihl        : BitField (4 bits)         = None            (None)
tos        : XByteField                = 0               (0)
...

This is somewhat verbose, and unless you 
are a networking expert, many values may feel 
meaningless. You can retrieve individual fields as well 
(pkt.src). Also, pkt.summary() is a neat way to get 
what's essential:
>>> pkt.summary()
'192.168.101.43 > 8.8.8.8 hopopt'

192.168.101.43 is the local IP address. As you can 
see, pkt is a Python object having its own methods. 
Real IPv4 datagrams are sequences of bytes. str(pkt) 
converts the former to the latter. hexdumps(pkt) does 
the same, but in a [semi] readable form:
>>> hexdump(pkt)

0000   45 00 00 14 00 01 00 00  40 00 45 06 C0 A8 65 2B   
E.......@.E...e+
0010   08 08 08 08                                        ....

Network packets don't exist in a void. Protocols as 
stacked one on top of another. A theoretical OSI model 
defines seven layers; the most widely deployed TCP/
IP model has four. IPv4 is an internet layer protocol. It 
needs a Link Layer protocol as a base (say, Ethernet) 
to go through the wire. We also need a Transport 
protocol (TCP or UDP) to convey our data. Finally, an 
Application layer protocol (e.g. HTTP or DNS) dictates 
the exact meaning of this data. Scapy supports this 
layering with the / (division) operator. The packet on 
the left encapsulates the one on the right:
>>> dns_q = pkt / UDP(dport=53) / DNS(rd=1, 
qd=DNSQR(qname="www.linuxvoice.com."))

Here, we create a UDP datagram targeting port 53, 
and "wrap" it with pkt. Note that ports are UDP or TCP, 
but not an IP property. This enables many applications 
to share a single IP address. Say, 8.8.8.8 may have 
a DNS server listening on port 53/udp, but also an 
HTTP server on port 80/tcp. Ports also facilitate other 
technologies, such as Port Address Translation (PAT). 
The UDP payload here is the DNS query to resolve the 
www.linuxvoice.com domain name (LV024).

Naturally, Scapy has many tools to work with 
combined packets. For starters, repr(dns_q) yields a 
colourful summary of all layers:
>>> dns_q
<IP  frag=0 proto=udp dst=8.8.8.8 |<UDP  sport=domain 
dport=domain |<DNS  rd=1 qd=<DNSQR  qname='www.
linuxvoice.com' |> |>>>

For deeper introspection, use dns_q.show(). You 
can also retrieve individual layers as if the packet were 
an array: dns_q[UDP]. And to complete the picture, 
Scapy can visualise packets as diagrams in PS or 
PDF format. The pkt.pdfdump() and pkt.psdump() 
methods do this. If you don't pass them a filename, 
they will open a viewer for you.

For the latter, you'll probably need to configure a 
PDF reader. It could be Evince, Okular or whatever else 
you prefer. Determine the app's full path (say, /usr/bin/
okular) and store it in conf.prog.pdfreader. To make 
the setting persistent, add it to the config file. You may 

Scapy is like the Python 
interactive shell, and it 
colorises packet fields for 
better understanding.

What on the Earth is pcap?
Pcap stands for "packet capture". It is an API available as 
the libpcap library, or through bindings like the Python's 
pypcap. The original implementation was developed as 
a back-end for tcpdump, but appeared to be quite useful 
on its own. Many network monitoring tools in Linux use 
libpcap, and many low-level technologies (such as PF_
RING) provide accelerated libpcap API implementations.  
A Windows port also exists under the WinPcap name  
(www.winpcap.org).

The API abstracts away the actual OS-dependent 
method used to capture packets. They may come from a 
real networking interface, but also from a file, dubbed a 
PCAP dump. Naturally, libpcap can save (or dump) packets 
to these files as well. PCAP dumps come handy for replay 
and analysis. Wireshark Sample Captures (https://wiki.
wireshark.org/SampleCaptures) has many dumps of 
popular internet protocols. Scapy can import them with 
rdpcap().

libpcap also defines a high-level language for filtering 
rules. Internally, they are compiled to BPF bytecode 
(LV017). Many programs (Scapy included) use this 
feature to build a filter they can attach to a socket with 
setsockopt(2).

LV028 094 CoreTech.indd   95 12/05/2016   10:11



CORETECHNOLOGY   NETWORKING

www.linuxvoice.com96

also want to set conf.prog.psreader, as most PDF 
readers in Linux can also handle PostScript.

Now we know how to forge and dissect network 
packets with Scapy, it's time to put them to work. 
Before we do that, restart Scapy as root. Sending raw 
packets from userspace and capturing them requires 
root permissions in Linux.

To send a packet, just call send(pkt). This works 
for Internet layer packets. Scapy can also build Link 
layer (eg Ethernet or 802.11) frames. Use sendp(pkt) 
to send these. Note that packets you send with Scapy 
bypass much of the kernel networking machinery. You, 
not Linux, are now responsible for their correctness.

Throwing packets at some host may help to ensure 
it is configured the intended way. You may use it to 
debug firewall rules, for instance. But in many cases, 
you also want the remote party to respond. Scapy 
handles this with sr(), a "send-receive" (or "stimulus-
reaction", if you prefer) function:
>>> sr(dns_q)
Begin emission:
.Finished to send 1 packets.
*
Received 2 packets, got 1 answers, remaining 0 packets
(<Results: TCP:0 UDP:1 ICMP:0 Other:0>, <Unanswered: 
TCP:0 UDP:0 ICMP:0 Other:0>)

Scapy prints a dot when it sends or receives a 
packet; asterisks denote answers. They aren't the 
same: Scapy sniffs all traffic and captures packets 
unrelated to the request you made. sr() returns two 
lists. The first one contains (packet, answer) tuples, 
and the second gathers packets left unanswered:
>>> ans, unans = _
>>> ans.summary()
IP / UDP / DNS Qry "www.linuxvoice.com."  ==> IP / UDP / 
DNS Ans "104.28.6.18" 

There are several sr() variations. srp() is for sending 
raw Ethernet frames, like sendp(). sr1() stops when 
the first answer is received. This comes in handy 
in conjunction with the packet series generation 
feature. Where a single value, like an IP address or 
port is expected, you can also put multiple ones: 
dst="192.168.101.40/30" or dport=[80, 443, 

(8080,8088)]. Scapy understands both network 
masks and lists, a tuple (8080, 8088) means a 
complete range (inclusive). This is how you can check 
if a supposed SSH daemon runs on the target subnet:
>>> sr1(IP(dst="192.168.101.0/24") / TCP(dport=[22, 222, 
2222], flags="S"))
This examines standard and popular non-standard 
ports. There could be more than one SSH server, 
and the first one to answer will be found. flags="S" 
means to send a TCP SYN packet, which establishes 
a connection. If the host answers with SYN ACK, there 
is a service (not necessary SSH) running on the port. 
This technique is known as TCP SYN scan. 

The packet sending capabilities in Scapy go far 
beyond this. You can configure timeouts and retries, 
specify network interfaces to send packets from, and 
even maintain custom routing tables. 

Grab them all
To capture live traffic, use sniff(). By default, it grabs 
all packets from every network interface. On a busy 
network, this means many hundreds of packets per 
second. To make sniff() more selective, you apply a 
filter.  Filters in Scapy come in two flavours. First and 
foremost, there are BPF filters (LV017) which are 
handled in the Linux kernel. Scapy uses the same BPF 
syntax as described in pcap-filter(7). Internally, it calls 
tcpdump to compile the rule. These filters are passed 
as filter= keyword arguments to many functions, 
including sniff():
>>> sniff(filter="tcp and port 80")

Then, you can filter by a Python function. This 
works in Scapy (naturally) and is slower, but allows 
for greater flexibility. These filters are passed as the 
filter= keyword argument:
>>> sniff(filter="tcp and port 80", lfilter=lambda p: p.
haslayer(Raw))

The first command captures HTTP sessions 
packets. This includes, for instance, TCP ACK packets 
which convey no HTTP data. The second command 
selects only those with an application-layer payload. 
Scapy doesn't decode HTTP, so it is recognised as a 
Raw protocol. 

To stop a capture, press Ctrl+C. Alternatively, pass 
sniff() the number of packets you want to capture 
(count=), or a stop filter expression in stop_filter=. In 
the latter case, the process will stop as soon as the 
packet you are after is received.

Time for some practice. Let's try this:
>>> ntp = sniff(filter="udp and port 123", count=3)
This should capture three NTP packets. Most 
systems have NTP synchronisation enabled these 
days. To keep the local clock in sync, the NTP client 
continuously polls NTP servers. This means that 
sniff() should eventually return. However, if it takes too 
long, force the synchronisation with ntpdate or alike. 

Scapy already supports NTP (check with ls()) so you 
can dissect captured packets:
>>> ntp[1].getlayer(NTP).show()
###[ NTP ]###

A picture is worth 
thousand of words. If 
you're lost in bytes, look at 
the diagram.
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  leap= nowarning
  version= 4L
  mode= server
  stratum= 2L
  poll= 3L
  precision= 235L
  delay= 0.0103607177734
  dispersion= 0.0191955566406
  id= 195.210.189.106
  ref= Tue, 05 Apr 2016 19:39:30 +0000
  orig= Tue, 05 Apr 2016 19:42:26 +0000
  recv= Tue, 05 Apr 2016 19:42:26 +0000
  sent= Tue, 05 Apr 2016 19:42:26 +0000

The excerpt above shows the reply from a 
secondary NTP server, which is not directly attached 
to the time source. NTP clients typically speak to 
many NTP servers. The four timestamps in NTP 
packet are used to estimate accuracy and round-trip 
delays. The most accurate answers are selected 
and combined, and their weighted average is used to 
calculate the local clock offset. Then, the local clock is 
adjusted accordingly.

Doing ping
The de-facto network diagnostic tools for Linux are 
ping and traceroute. How do you use them with 
Scapy? ping is simple. It sends some ICMP Echo 
packets and counts the replies. The core of this 
procedure is easy to implement with Scapy:
>>> sr(IP(dst="8.8.4.4") / ICMP(type="echo-request"), 
timeout=2)
With packet series generation, you can also do ICMP 
scans across subnets.

traceroute is a bit more convoluted. You send some 
IP packets (the payload may vary) with increasing ttl 
values, and gather ICMP Time Exceeded responses 
from intermediate hops. Packet series generation 
comes to rescue again:
>>> ans, unans = sr(IP(dst="8.8.4.4", ttl=(1, 10)) / ICMP())
>>> for req, resp in ans:
...     print req.ttl, resp.src
1 192.168.101.1
2 46.48.38.1

...
7 8.8.4.4
...

There is no need to implement round trip time (RTT) 
calculation machinery, as Scapy already provides 
an almighty traceroute() function that does TCP 
traceroute. The usage is straightforward:
>>> r, _ = traceroute("8.8.4.4")

The function returns a TracerouteResult instance. 
You can ask for standard table-like output with 
r.show(). There are also some visualisations. r.graph() 
builds a directed graph shown in the figure. Rectangles 
correspond to Autonomous Systems (AS), or roughly 
speaking, network operators. r.trace3D() builds 
an interactive 3D image, and r.world_trace() puts 
discovered routes on a map. For everything except 
show(), external dependencies, such as Graphviz, 
VPython, GeoIP, and Matplotlib, will be required.

Boring tables, begone: 
Scapy can draw a 
traceroute as a graph. 
Graphviz is required.

Command of the month: hping
Scapy is a real Swiss Army knife, but it isn't the only 
such tool available in Linux.

Hping is somewhat like ping on steroids. It also 
sends packets and collects responses from remote 
hosts. Whereas ping sends ICMP Echo requests, 
Hping supports TCP, UDP and raw IP, and can 
also work in traceroute mode. Moreover, Hping is 
scriptable via Tcl. The current version is Hping3, and 
you are likely to find it in your package manager.

Hping gives you full control over many packet fields, 
like source IP address or TCP flags. This helps to 
debug firewall rules, and is also a great way to learn 

the inner working of TCP/IP protocols. You may adjust 
the TTL of the packets as they are sent with Ctrl+Z 
(use the -z flag) and see how it affects the result.

Hping can also serve as a secret file transfer 
tool, which works across event strict firewalls. The 
program supports a so-called listen mode in which it 
dumps all data payload after known signature. You 
run Hping in this mode at the recipient host. Now, 
the trick is to send your data as something innocent, 
like DNS requests. The hping3(8) man page has an 
example. Remember that evil guys may use this 
method as well, so firewalls aren't a silver bullet. 

192.168.101.1

193.106.112.71

8.8.4.4 80/tcp

46.48.38.1

92.242.29.101

12668
[MIRALOGIC_AS LLC_KomTechCentr_,RU]

15169
[GOOGLE - Google Inc., US]
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/DEV/RANDOM/   FINAL THOUGHTS

Final thoughts, musings and reflections

Debian has dropped i586 support and 
some people just can’t handle it. 
That would be the clickbait headline 

for this column if we weren’t in the more 
sober environs of Linux Voice. Nevertheless, 
the thrust of the facts is the same – your 
beloved old Pentium-based server (I used to 
use mine to heat my office in the winter), 
battered old laptop and out-of-date desktop 
which now pretends to be a NAS will not be 
supported by ‘Stretch’.

Now, there may be some cases where this 
could actually be concerning, but none of 
the above fit into that category.

Jokes, ideas and empty gin bottles are 
worth recycling; computers, generally, are 
not. There is a lot to be said for trying to get 
the most out of them, but there is a limit. 
Inefficient, power-hungry old processors 
(even the mobile versions burn more ergs 
than an idling core i-7) that plod through 
tasks a modern device needs to perform 
isn’t saving you or the planet. 

There are still some cases where the older 
32-bit thermal pumps are still used and are 
useful – but these are usually highly 
customised embedded systems, which are 
unlikely to be running Debian anyhow.

If you do have some desperate need to 
continue running Debian on hardware old 
enough to remember a UK trade surplus, 
there is always Jessie, which gives you at 
least three years to come to your senses. If 
you can think of a use case for some old 
CPU that also really needs to run the very 
most modern software, please drop me a 
postcard at /dev/null. In the meantime, let 
Debian devs concentrate on supporting 
architecture that people actually use.

Nick Veitch  
was the original editor 
of Linux Format, a 
role he played until he 
got bored and went 
to work at Canonical 
instead. Splitter! 

MY LINUX SETUP  
DUNCAN J MURRAY
Science, but no musicals in thie setup.

I’m currently researching lymphoma using flow cytometry – we get large datasets 
with 10- and soon 40-dimensional data.  Most software runs on Windows, but I’m 
trying to see how far I can get in Linux.

What desktop are you using at the 
moment?
I’m currently on Ubuntu Mate 14.04.  I 
sometimes yearn to show off Linux a 

little bit with, say, Unity or Gnome 3, but 
Mate is just so effective for actually working.

What was the first Linux setup you 
ever used?

Ubuntu 9.04.

What Free Software/open source 
can’t you live without?
apt-get, Kupfer, Mutt, R.

What do other people love but you 
can’t get on with?
Musicals and costume dramas.  

Send your photos and text to:
geekdesktop@linuxvoice.com
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