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INFO: Swapping CNAMEs for environments 'linux-voice-
5-stg' and 'linux-voice-5'.
INFO: 'linux-voice-5.us-west-2.elasticbeanstalk.com' 
now points to 'awseb-e-a-AWSEBLoa-
EI8FCU3NGSQX-1272685286.us-west-2.elb.amazonaws.
com'.
INFO: Completed swapping CNAMEs for environments 
'linux-voice-5-stg' and 'linux-voice-5'.
$ eb status linux-voice-5-stg
Environment details for: linux-voice-5-stg
  Application name: linux_voice_5
  Region: us-west-2
  Deployed Version: app-7113-160620_231417
  Environment ID: e-am6ptn5sgc
  Platform: 64bit Amazon Linux 2016.03 v2.1.0 running 
Docker 1.9.1
  Tier: WebServer-Standard
  CNAME: linux-voice-5.us-west-2.elasticbeanstalk.com
  Updated: 2016-06-21 00:32:03.618000+00:00
  Status: Ready
  Health: Green

Unfortunately, AWS Elastic Beanstalk doesn't 
currently have a feature to rename environments, 
which means that we will need to mentally remember 
which is currently our production environment using 
some convention. Our production web application is 
now running in the linux-voice-5-stg environment, 
so we can safely terminate our old production 
environment now:
$ eb terminate linux-voice-5

Scaling the number of application instances
We have an auto scaling group se tup for our 
application in each environment, which enables us to 
scale up or scale down the number of instances. An 
auto scaling group specifies the minimum number of 
instances, maximum number of instances and the 
desired number of instances we want running at any 
given point of time. A scale up operation happens 
when the current number of instances is less than the 
maximum number of instances and the specified 
metric dimension exceeds the metric threshold. 
Conversely, a scale down operation happens when the 
number of instances running is more than the desired 
number of instances and the specified metric 
dimension is less than the metric threshold. This will 
be clearer when we consider the auto scaling group 
that Elastic Beanstalk automatically creates for us.

When we go to https://us-west-2.console.aws.
amazon.com/ec2/autoscaling/home (assuming 
us-west-2 is your AWS region) via your browser, you 
will see two auto scaling groups, one for each of the 
two environments we currently have deployed our 
application to. When you click on any of the scaling 
group, you will see the two policies defined, one for 
scaling up and the other for scaling down (Figure 
5). The scaling down policy for the group states 
the execution policy as "NetworkOut < 2000000 
for 300 seconds" and the scaling up policy states 
"NetworkOut > 6000000 for 300 seconds". The 

duration of 300 seconds is referred to as the breach 
duration. Hence, the scale up policy here is triggered 
if the the average total number of bytes exceeds 
6000000 bytes (6MB) for more than 300 seconds 
and alternatively the scale down policy is triggered 
if the average total number of out bytes is less than 
2000000 (2MB) for more than 300 seconds.

We will use the wrk (https://github.com/wg/wrk) 
tool to simulate traffic to our web application. After a 
bit of trial and error, I found that the following would 
result in 6MB NetworkOut bytes for over five minutes:
$ wrk -t50 -c500 -d5m http://linux-voice-5.us-west-2.
elasticbeanstalk.com/?id=1

We can see from Figure 7 that in the time window 
between 11.19 and 11.35 the maximum NetworkOut 
exceeded 6MB for more than five minutes. This 
triggered the scale up operation and a new instance 
will be added to your environment. Once your traffic 
again reduces to less than 2MB for more than five 
minutes the older instance in the environment will be 
automatically terminated.

In most cases, a web application would be backed 
by a database. Amazon Relational Database Service 
(RDS), also part of AWS, allows a choice between 
MySQL and PostgreSQL (among others). An RDS 
instance can be created as part of your Elastic 
Beanstalk application environment using eb create 
--database. The drawback to this approach is that 
if you terminate your environment as part of a 
deployment as we saw in blue-green deployment, it 
brings down the RDS instance associated with it too. 
Hence, it is recommended that you manage your RDS 
instance separately. Once we have our RDS instance 
set up, we will use an appropriate driver listed at 
https://github.com/golang/go/wiki/SQLDrivers to 
interface with the database server.

The GitHub repository at https://github.com/
amitsaha/linux_voice_5 has the final web application 
code along with resources to learn more about Elastic 
Beanstalk, Docker and Golang.  

Figure 7: Maximum 
NetworkOut for our 
instance during a high-
traffic window

Amit Saha is the author of Doing Math with Python (No Starch Press) 
and a software engineer. He blogs at https://echorand.me, tweets  
@echorand and can be reached via email at amitsaha.in@gmail.com.
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In Linux, pretty much everything is a file. This 
includes your documents and executable 
programs, directories (or folders), devices and 

even IPC objects such as Unix sockets. Each file has a 
name and a size, along with some timestamps, 
access permissions, and other associated metadata.

Nine times out of ten, this is everything you 
need. But imagine you want your own, custom bit 
of metadata. This could be a tag or a URL you've 
downloaded the file from. It could also be some 
permission: "Alice and Bob can read this". Linux makes 
this possible with extended attributes, or simply 
"xattrs".

Extending file metadata
In a nutshell, extended attributes are key-value pairs 
associated with a filesystem object. Attribute names 
(or keys) are strings. Values can be anything: at this 
point, they are just sequences of bytes. Moreover, keys 
are namespaced, and attribute names are always 
namespace.something. Namespaces are also called 
attribute classes. The kernel currently recognises four 
of them (see xattr(7)).

security.* is for kernel security modules. For 
example, SELinux stores file context here. File 
capabilities also rely on this mechanism. Then, there 
is a system.* namespace. POSIX Access Control Lists 
(ACL) live there, as we'll learn in a moment. Trusted 
extended attributes live in trusted.* are available only 
to trusted userspace processes. A process needs 

to have CAP_SYS_ADMIN capability to read or write 
trusted extended attributes. This usually means it 
must run as root. The GlusterFS distributed filesystem 
implements many of its features via trusted extended 
attributes. 

Finally, there is extended user attributes and user.* 
namespace. This is where you put the metadata you 
want. Of course, this is also subject to permission 
checks; you can't write extended attributes if you 
can't write to a filesystem object, and you can't read 
or list them unless you have the read permission. 
Moreover, only regular files and directories may 
carry extended user attributes. They are commonly 
employed to store the file's original URL, MIME 
type, or character set. Freedesktop.org defines 
some attributes (https://www.freedesktop.org/
wiki/CommonExtendedAttributes) for conforming 
applications to use. However, nothing prevents 
you from creating your own ones; just think of a 
sufficiently unique name to prevent clashes. A popular 
recommendation is to prefix your custom attribute 
with the reversed domain name you own.

Extended attributes naturally need some support 
at the filesystem's side. Linux has many filesystems, 
and the good news is that all major players in this 
field provide xattrs. This includes both ext4 and btrfs, 
which you likely have on your PC or server. Distributed 
filesystems, say HDFS or the aforementioned 
GlusterFS, implement them as well. 

There are a couple of commands you may use 
to work with extended attributes from the shell. In 
Ubuntu, they come with the attr package, which you 
are not likely to have by default. So, install it via apt-
get. In other major distributions, the package name is 
the same, or similar.

To get extended attributes from a file, you use the 
getfattr command. It understands a few options: -d 
dumps all extended attributes that match the filter 
that -m sets. This defaults to ^user\\., or extended 
user attributes only. For anything else, you'd want to 
adjust this regular expression accordingly. A typical 
file doesn't have too many extended attributes, so you 
may disable the filter altogether with -m -.

CORE
TECHNOLOGY
Prise the back off Linux and find out what really makes it tick.

Extended attributes & POSIX ACL

Eiciel (https://rofi.
roger-ferrer.org/eiciel) 
is a graphical extended 
attributes/ACL editor for 
Gnome. It also appears as 
a tab in Nautilus.
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If you already know the name of the attribute you 
are looking for, tell getfattr with -n. As extended 
attributes are binary values in general, the command 
encodes them when printing. By default, Base64 is 
used, but you can force hexadecimal or text encoding 
with -e. -R makes getfattr recursive. This way, you can 
list extended attributes on everything below the given 
directory. This is helpful sometimes, as find knows 
nothing about extended attributes.

In the wild
By now, you may start wondering where you can find 
extended attributes in your system. Recall that some 
programs already use them for various purposes. 
Everything we need is a list of candidates to hunt for.

Personally, I'm a Netscape, then Mozilla, then Firefox 
user since the late 90s. The rest of the world seems to 
opt for Google Chrome (or at least Chromium) in 2016. 
If you are from this camp, try this:
$ cd ~/Downloads
$ getfattr -d getfattr -d patch-4.6.xz
# file: patch-4.6.xz
user.xdg.origin.url="https://cdn.kernel.org/pub/linux/
kernel/v4.x/patch-4.6.xz"
user.xdg.referrer.url="https://www.kernel.org/"

Of course, you should supply getfattr something 
you downloaded recently instead of my patch-4.6.xz. 
You see that Chromium remembers the file's original 
URL and the page it was downloaded from, or the 
referrer. Isn't it handy, especially if you can't remember 
where you got this file? If you aren't a Chrome fan 
(hooray!), the curl command line tool can do much the 
same. You only need to send it an --xattr option:
$ curl -s -o patch-4.6.xz --xattr https://cdn.kernel.org/
pub/linux/kernel/v4.x/patch-4.6.xz
$ getfattr patch-4.6.xz
# file: patch-4.6.xz
user.mime_type="application/x-xz"
user.xdg.origin.url="https://cdn.kernel.org/pub/linux/
kernel/v4.x/patch-4.6.xz"

The attributes are slightly different now. curl doesn't 
know the page you get the link from, so it doesn't 
set the referrer. Still, they are "common extended 
attributes", in the FreeDesktop specification's sense.

Making your own
You can also create your own custom attributes with 
setfattr tool. It's simple:
$ setfattr -n user.tag -v todo somefile
$ getfattr -n user.tag somefile
# file: somefile
user.tag = "todo"

This way, you can implement file tags at the 
filesystem level. Below is a quick way to find all files 
marked with the todo tag in your home directory:
$ getfattr -R -n user.tag ~ | grep file:

If this yields more than a handful of items, perhaps 
you want to rethink your time management strategy.

You may also use extended attributes to store the 
file's hash sum, such as MD5 or SHA256:

$ setfattr -n user.sha256sum -v "$(sha256sum -b 
somefile)" somefile
$ getfattr -n user.sha256sum --only-values somefile | 
sha256sum -c
somefile: OK

We need the double quotes with `setfattr` (LV027), 
as `sha256sum` output contains embedded spaces. 
Moreover, we supply the --only-values switch to 
dump the raw attribute value. This is a previous 
sha256sum output in this case. If we used trusted 
extended attributes instead of user ones, this could 
serve as a reliable integrity check method.

However, not every Linux command preserves 
extended attributes when copying or moving your files 
around. Let's do some quick experiments:
$ setfattr -n user.attr -v 1 somefile
$ cp somefile somefile_copy
$ mv somefile anotherfile
$ getfattr -n user.attr somefile_copy anotherfile
somefile_copy: user.attr: No such attribute
# file: anotherfile
user.attr="1"

You see that mv preserves extended attributes 
while cp doesn't – at least, that's the default 
behaviour. tar and rsync are like cp in this sense. This 
is because moving a file keeps its inode number the 
same, and extended attributes are really associated 
with inodes. Even if mv works across filesystem 
boundaries, it has to emulate this behaviour.

You may tell cp and friends to preserve extended 
attributes as well. For cp, --preserve=xattr does the 
trick. Other tools accept --xattr (rsync) or --xattrs 
(tar), akin to curl. The bottom line is you shouldn't 
treat extended attributes and the file as something 
indivisible. An unintended cp may rip everything off.

Recall that extended user attributes aren't the only 
namespace. Here's what I have attached to a humble 
ping on my Fedora 23 box:
$ getfattr -m - -d /usr/bin/ping
# file: usr/bin/ping
security.capability=0sAQAAAgAwAAAAAAAAAAAAAAA
AAAA=
security.selinux="system_u:object_r:ping_exec_t:s0"

The first attribute, security.selinux, defines the 
SELinux security context for the file. The second, 
security.capability, defines the file capabilites. We 
discussed them back in LV023, but in case you 
missed that issue, capabilities are what give ping the 

FreeDesktop has some 
recommendation for 
extended user attributes. 
Consult them before 
reinventing the wheel.
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right to create raw network sockets. Otherwise, this is 
a privileged operation available to the root user only.

You surely know how traditional file permissions 
work in Linux. There are three groups of bits 
responsible for read, write and execute permissions 
for the owner, group and everyone else, respectively. 
There are also some special bits like the sticky one, 
but they don't change the overall picture.

Traditional Unix permissions do their job quite well. 
But there are some rare configurations that you can't 
express in their terms. Say, Alice wants read and write 
permissions for herself and Bob, read permission for 
the group and nothing for the rest of the world.

POSIX ACL comes to the rescue. If you have some 
experience administering Microsoft Windows, you 
already know the concepts. Each filesystem object 
has a set of associated users and groups, along with 
their respective access rights. As there is no hard 
division by owner, group and the world, ACL allows for 
much greater flexibility. This is hardly a feature you'll 
use often, yet it may come up useful someday.

More specifically, POSIX ACL is a set of entries 
consisting of a type, a qualifier, and a set of 
permissions (see acl(5)). There are six distinct 
entry types. Three of them are the traditional owner, 
group and others, known as ACL_USER_OBJ, 
ACL_GROUP_OBJ and ACL_OTHER. Then there's 
ACL_MASK, which plays a role similar to umask. 
That is, it contains maximum permissions for the file 
or directory. If some permission bit is unset in ACL_
MASK, setting it for any user (other than the owner) or 
group will have no effect. Two other types, ACL_USER 
and ACL_GROUP, define access permissions for 
named users and groups.

A natural question now is how POSIX ACL and 
traditional Unix permissions interplay. The answer 
is they are always in sync. If you change file owner 
permissions, ACL_USER_OBJ entry is updated, and 
vice versa. Group permissions are little more tricky. 
They are mapped to ACL_MASK, if it is present. If 
not, they are mapped to ACL_GROUP_OBJ. World 
permissions are always synchronised with ACL_
OTHER. In other words, POSIX ACL is an extension 
mechanism which complements traditional Unix file 
permissions. You can think in terms of POSIX ACL 
exclusively, yet it is rarely useful.

It is also natural for files within a single directory to 
share similar permissions. Otherwise, why do you put 

them together? POSIX ACL facilitates this with the 
default ACL that you can assign to a directory. Later, 
when you create something within that directory, it 
will automatically get a copy of the default ACL to 
start with. The directory's default ACL doesn't have 
to coincide with its own ACL. Say, you may have 
a directory executable for Bob, so he can list its 
contents. This doesn't automatically mean that Bob 
will be able to execute any file within the directory. 
Files in the directory may also have an ACL other than 
the default. It's adjustable with the commands we'll 
see in a moment.

Finally, you want some notation to communicate 
POSIX ACL to the system. There are two of them: the 
long text form and the short text form. In either case, 
the entry is represented as a colon-separated string. Its 
fields are the type, the qualifier (a user or group name 
or ID), and permission bits. The latter use well-known 
rwx notation. In long text form, each entry comes on 
a separate line. The hash mark (#) starts a comment. 
If there is an ACL_MASK entry present, a comment 
describes effective access rights. Consider this:
user::rwx # ACL_USER_OBJ entry
user:alice:rwx # effective: rw-
group::rw- # ACL_GROUP_OBJ entry
mask::rw-
other::r--

Here, the owner has full permissions. Alice wants 
the same, but ACL_MASK disables the x bit for her. 
The group can read and write. If it also wanted to 
execute, ACL_MASK would disallow it. Everyone else 
can read, and that's all.

The short text form is more compact. Entries are 
comma-separated, and no comments are allowed. 
You may also abbreviate types as u, g, m and o. The 
long text form is intended to be human-readable; short 
text form is mostly an interchange format.

Time to play
Now, let us play with POSIX ACL a bit. To manipulate 
access rights, you'll need several command-line tools 
which come with the acl package. You should be 
able to find one in your distribution's repositories. The 
getfacl tool displays ACL for the filesystem object:
$ getfacl somefile
# file: path/to/somefile

Do it in Python
This month, we look at extended attributes and POSIX ACL 
from the shell angle. However, the commands we covered 
are by no means the only interface to these features.

For more complex scripting needs, consider two Python 
bindings: xattr (https://pypi.python.org/pypi/xattr) and 
pyxattr (http://pyxattr.k1024.org). The former claims to 
support more platforms: Linux and Mac OX S plus FreeBSD 
and Solaris in experimental status. The latter has a 
somewhat cleaner API and is better documented. xattr also 
provides a command-line tool of the same name. You can 
use it to manage extended attributes much the same way 
you do with getfattr and setfattr.

Every file you download in 
Chrome gets a couple of 
extended attributes as a 
bonus. Well done, Google!
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# owner: val
# group: val
user::rw-
group::r--
other::r--

You see it uses the long text form. -t switches to 
tabular format, and you can turn off comments with 
-c. -d dumps the default ACL for an object. You can 
say somefile doesn't have any POSIX ACL assigned 
– otherwise, there would be more than three entries. 
Let's fix this:
$ setfacl -m user:alice:rw somefile
$ getfacl -c somefile
user::rw-
user:alice:rw-
...

We granted Alice a write permission to somefile 
with setfacl. -m tells us that we want to modify 
the existing access list. If we wanted to revoke a 
permission, we'd use -x. It is also possible to create a 
default ACL for a directory with setfacl -d:
$ mkdir someplace
$ setfacl -d -m user:alice:rw someplace
$ touch someplace/somefile
$ getfacl -c someplace/somefile
user::rw-
user:alice:rw-
...

Instead of providing permission entries at the 
command line, you can use the -M and -X options. 
They accept the names of files containing the ACL 
you want to apply. You can easily tell when an object 
has some POSIX ACL entries. ls -l marks those files or 
directories with a plus sign:
$ ls -l
-rw-rw-r--+ 1 val val       0 Jun   7 00:29 somefile
drwxrwxr-x+ 2 val val    4096 Jun   7 00:40 someplace

POSIX ACL are really extended attributes that the 
kernel recognises and handles appropriately. Our good 
old friend getfattr proves it easily:
$ getfattr -m - -d somefile
# file: somefile
system.posix_acl_access=0sAgAAAAEABgD/////...

The value doesn't say much by itself; that's why we 
use dedicated tools like getfacl. This also means you 
may inadvertently rip off POSIX ACL with cp:
$ cp somefile anotherfile
$ ls -l anotherfile
-rw-rw-r-- 1 val val 0 Jun   7 00:53 anotherfile

Note there is no +. Again, mv preserves POSIX ACL, 
unless the target filesystem doesn't provide support 
for extended attributes.

Extended attributes and POSIX ACL are quite 
simple yet are somewhat a disguised feature. Their 
unpopularity is not a consequence of some design 
flaw; extended attributes are a low-level mechanism, 
so you don't always have to interface with it directly. 
POSIX ACL is a bit too flexible for a general Linux 
system. It is fun to play with, but if you use POSIX ACL 
in production, please drop us a note.

KDE (well, the Dolphin file 
manager) understands 
POSIX ACL and lets you 
manage them out of the 
box.

Command of the month: chattr and lsattr
Linux recognises quite a few attributes, but only a 
handful of them are seen in the wild. Many attributes 
are related to dynamic file compression. The data is 
stored "zipped" on the disk and uncompressed on 
the fly when you read it. There is an attribute to wipe 
deleted files with zeros. And there is also an attribute 
that makes file undeletion possible. 

Traditional file attributes are case-sensitive single-
letter values. For instance, A prescribes not to update 
the file's access time. This may save some power 
on disk I/O, especially on laptops with magnetic hard 
disks. i makes a file immutable. No user, including 
root, can move or delete an immutable file, or create 
a hard link to it. Only a superuser or somebody with 
CAP_LINUX_IMMUTABLE capability can add this 
attribute to a file or remove it once added. 

The e attribute is read-only, and it is a marker that 
the file is using filesystem extents. You'll find the list of 

all supported attributes in chattr(1). Two commands 
exists to manage these attributes. First, there's chattr 
to set and unset them. The syntax is simple. You 
supply a single-letter attribute name prefixed with 
+ to enable the attribute, or - to disable it. = causes 
chattr to overwrite the current attributes with those 
you specified. Say, chattr +i somefile makes somefile 
immutable. The lsattr command lists attributes 
for the files you specify, or everything in the current 
directory:
$ lsattr
-------------e-- ./somefile
----i--------e-- ./immutable

Here, both files are using filesystem extents, and 
immutable is, well, immutable:
$ sudo rm immutable
rm: cannot remove ‘immutable’: Operation not permitted
Even the almighty root isn't that mighty at times.  
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SpaceX’s Falcon 9 rocket – shown here launching a 
Dragon spacecraft on a resupply mission to the 
International Space Station – uses a combination 
of liquid oxygen and kerosene to propel cargoes 
into space. Unlike other commercial rockets, the 
Falcon 9 is designed to be reusable, and on 8 April 
2016, it became the first rocket to successfully land 
at sea when it touched down on a robotic drone-
ship in the Atlantic. This reuse should enable  
SpaceX to dramatically lower the cost of space 
exploration, and it’s all powered by the Linux kernel.

LINUX INSIDE:
THE FALCON 9
Free Software at the cutting edge  
of space exploration
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