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Network Addresses Assignment

irtually all PCs (and some toasters) seem to
have an IP address today. Computing devices

V aren't born with an IP address (neither v6 nor

v4). Before they connect to the outside world, they

OUI Lookup Tool found at https:/Aww.wireshark.org/
tools/oui-lookup.html.

MAC addresses aren't what you use on the internet,
though. They naturally depend on the underlying
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simplest case, you assign it manually. This isn't very
convenient from the end-user perspective, however.
When we connect to a Wi-Fi hotspot, we expect to
start browsing and chatting, not changing settings.
Assigning an address can be a convoluted process,
and this is what we'll speak about today.

Prehistoric RARP

Now, have a look at your home router's back cover,

flip your laptop or take the lid off your smartphone.
Chances are, you'll see a sticker with the device's MAC
(Media Access Control) address. Usually, it looks like
six colon-separated octets: “70:5a:b6:59:c4:5d". Both
'VIJGTPGV CPF
three octets tell you the manufacturer; for example,
*00:05:5d" is D-Link. These octets are often called

world that is the internet. Another abstraction layer
(IP) is needed. MAC addresses are good to deliver
data to their ultimate destination in local networks.
This suggests there should be some means to
convert between IP and MAC addresses.

Address Resolution Protocol, or ARP (RFC 826)
serves these purposes. Hosts learn IP addresses
of their neighbours via broadcasting. An everyday
equivalent of this would be a delivery boy shouting
"Who is Joe Doe here?" in a crowded open space
room. This procedure happens regularly on any
network, as tcpdump may show you:
$ sudo tcpdump -n arp

9K (K FGXKEGL.

14:32:23.852185 ARP, Request who-has 192.168.101.149 tell
192.168.101.44, length 28

VIG 17+ QT 1TICPK\CVKQPCNN][ 7P [14:32:23.853860 ARP, Reply 192.168.101.149 is-at

manufacturer further assigns the remaining three
octets, so that each device on the planet gets its own
unique MAC. Even virtual network adapters have their
own MAC addresses:

$ip -0 link show dev docker0

6: dockerO: ... link/ether 02:42:11:¢c8:7c:c4 ...

*GTG VIJG B B RTG'Z FGUKIPCVGU

[W%,(\yb}ch doesn't constitute an OUL.

EJGEM VJG OCP W HhEE eVmpey peryegs that let you look up the
CP[ PGVYQTM E OmeRufactureigal Pstraight in your browser. Being a
HTQO VJG DTQY UW@ersoftware proponent, | recommend the Wireshark
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74:d4:35:56:7d:ed, length 46

Remember not to run network sniffers on corporate or
public networks — this could be deemed illegal.

When a reply is received, the requesting host
remembers it in a cache. This helps to avoid
[ECoddica&<fof knjovihFraddieBdes) WS FaBifg you
some bandwidth.

What's in that cache on your local system? The
arp command knows, and it can also manage the
cache (which is rarely needed). By default, arp prints
hosthames. If you want the raw IP addresses, add -n
to the command line:

$arp-n

Address HWtype HWaddress Flags Mask Iface
192.168.101.44 ether 90:4c:e5:c7:89:69 C enpls0
192.168.101.1 ether 04:8d:38:c2:88:b3 C enpls0

Any user can list ARP cache entries, as they are
no secret. You'll need root permissions to set (s)
or delete (-d) them, however. Try it. You'll notice
that some entries, such as the one for your default
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gateway, aren't easy to remove. This is because your
PC commmunicates with these hosts quite often. So, it
learns the address back before you type arp, making

an entry re-appear.

ARP maps IP addresses (which are configurable)
to MAC addresses (which are built-in). What if we
look at this from another angle? Can't you build an
inverse of this mapping to obtain IP addresses by the
given MAC? Reverse ARP (RFC 903) was historically
first to implement this idea. If you think about it for a
moment, you'd agree this protocol already handles
automatic IP address assignment. An administrator
may configure reverse ARP mapping on the router,
and network hosts will be able to learn their IP
addresses via RARP requests. This works, and early
Sun workstations happily followed this approach. Yet
it wasn't very flexible. In plain RARP, you can't learn
anything but your own IP address: no hostname, no
routes, no other settings. Moreover, it's IPv4-only and
low-level. For a diskless workstation, knowing the
IP address alone won't be sufficient to boot it: you'd
also want a path to the boot image. A more advanced
protocol was due to solve these issues.

Medieval BOOTP

One of the first attempts to build such a protocol was
BOOTP (RFC 951). BOOTP is a simple client—server
protocol that builds on UDP as a transport. Clients use
UDP port 68, whereas servers listens on port 67.

As the name suggests, BOOTP was conceived to
facilitate bootstrapping. It defines two message types
(or opcodes): BOOTREQUEST for client requests and
BOOTREPLY for server responses. Both are using
the same package format. In the request, the client
says what its hardware address is. In the reply, the
server tells the client what IP address it should use.
The server also specifies the boot image that the
client can download via TFTP. Moreover, the packet
structure allows for optional extension fields, which
may carry additional bits of data.

The client can also build a request the way it will
be handled by the specific server. BOOTP messages
carry the server's name, and if the server accepts a
packet with a name different from its own, it silently
discards it. This adds some flexibility, but it is another
bit of data that must be pre-configured on the client.

In a similar fashion, BOOTP supports clients which
already know their IP addresses. This may sound
ridiculous, but remember that it's a bootstrapping,
not an address assignment protocol. Dispatching
boot images is another task it tackles, and IP address
makes a good key to it. That is, the server can use
an IP address as an identifier to send different boot
images to different clients.

If you think about BOOTP carefully, you'll quickly
come across a "chicken or the egg?" sort of problem:
how does a client send a UDP datagram to the
server if he doesn't know his IP address yet? And
how is it expected to receive the reply? The answer
is broadcasting. When a client crafts the request,

#*wlano (udp port 68 or udp port 67) v~ D
Fle Edt View Go Coptwe Analyzs  Stetistics Telphony  Wielss  Tooks  Help
Start  Stop  Restat Options | ] Seve Close Reload | Q. < > > < D] | AutoswolinliveCapture | | ColorizePacketlit | L7 >
[ ] Expression +
N, Tim | Source Destination Protocal Length  Info
10.60. 0.0.0.0 255.255.255.255  DHCP 394 DHCP Discover - Transaction ID Ox7df6472
2 2.61. 192.168.101.1 192.168.101.37 DHCP 328 DHCP Offer - Transaction ID Bx7fdf64f2 I
32.01. 192.168.161.1 192.168.101.37 DHCP 328 DHCP Offer - Transaction ID Ox7fdf6472
42.61. 192.168.101.1 192.168.101.37 DHCP 328 DHCP Offer - Transaction ID Bx7df6472
52.01. 192.168.161.1 192.168.101.37 DHCP 328 DHCP Offer - Transaction ID 0x7fdfe4f2
62.61. 192.168.161.1 192.168.101.37 DHCP 328 DHCP Offer - Transaction ID Ox7fdf64f2 S
SR Tt S IR = T e B .
Your (client) IP address: 192.168.101.37 ~
Next server IP address: 0.6.0.0
Relay agent IP address: 8.6.8.0
Client MAC address: HonHaiPr_c7:89:69 (90:4c:e5:c7:89:69)
Client hardware address padding: B0G0608060A0BOE0B0B0
Server host name not given
Boot file name not given
Magic cookie: DHCP
>-Option: (53) DHCP Message Type (Offer)
> Option: (54) DHCP Server Identifier
“-Option: (51) IP Address Lease Time
Length: 4
IP Address Lease Time: (7200s) 2 hours
v-Option: (1) Subnet Mask
Length: 4
Subnet Mask: 255.255.255.0 v
[90 4c e5 c7 B89 69 04 Bd 38 c2 B8 b3 08 00 45 00
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8 89 62 01 66 08 7f df '

80 80 c0 a8 65 25 00 0Y

e5 c7 B9 69 00 00 00 0F
80 60 60 60 00 60 00 Of

oo 00 00 00 00 00 0O DO 00 60 60 0O 0 0O 00 00|
g6 00 60 60 60 60 60 60 50 A0 A6 00 00 00 00 0F

Frame (frame), 328 bytes Packets: 14 - Displayed: 14 (100,0%) Frofile; Default

The "DHCP Offer" message
provides a client with a
range of IP settings the
server can assign him.

it sets its own address to zero and the server IP
address to 255.255.255.255. The latter is a special
address that all hosts respond to. Of course, if the
client has its server IP address pre-configured, it may
use it instead. The server won't be able to resolve the
client IP address via ARP unless the client already
knows it. However, the server knows the client's MAC
address, so it can add a corresponding entry to the
ARP table "manually". Broadcasting is also an option.
Clients also use randomly assigned identifiers to
match responses to requests. When a client receives
BOOTREPLY, it installs the IP address it contains and
continues as normal.

Modern DHCP

BOOTP already handles centralized IP address
management, yet it is rather static. The assumption is
hardware addresses map to IP addresses 1:1. This is
not enforced, and the server is free to take addresses
out of some pool. However, the protocol provides no
way to tell the server that the client is not interested in
his address anymore. So, sooner or later this pool will
be exhausted.

In other words, a dynamic address assignment
protocol should only "lend" IP addresses for a limited
time. When it elapses, the client must renew its lease.
Otherwise, the address is considered free. Of course,
a client may terminate his lease prematurely — this
is useful if the system is going to shut down, for
instance. The procedure is in principle no different
from what you normally do in a car rental service.

The protocol that implements it is called Dynamic
Host Configuration Protocol, or DHCP (RFC 2131). It's
ubiquitous, and when the network "just works" for you,
DHCP is what makes it happen. DHCP and BOOTP run
on the same UDP ports and use the same message
layout. You may think of BOOTP as a "stripped-down"
DHCR for the purposes of bootstrapping only. This
is like TFTP relates to "full-fledged" FTP. DHCP is an
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Length: 4
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Length: 4
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The "DHCP Ack" message
is an acknowledgement
that the server has
committed IP settings for
the client.
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extension to BOOTPR, and most DHCP servers are
compatible with BOOTP clients.

DHCP introduces several new message types.
When a client wants to allocate an IP address, it
broadcasts the DHCPDISCOVER message to discover
DHCP servers nearby. Each server receiving this
message replies with DHCPOFFER, containing an
IP address along with other IP settings. At this point,
the address isn't assigned yet. The client may receive
multiple DHCP offers. It chooses one and replies
with a DHCPREQUEST message to the originating
server. This way, all other servers know their offer was
rejected.

Now the server commits the configuration and
replies with DHCPACK. If things don't go well, a
negative response (DHCPNACK) is sent, and the
procedure restarts. Upon receiving DHCPACK, the
client also does its final checks and replies with
DHCPDECLINE if it detects any problems.

Otherwise, the address is considered assigned.
The lease time is sent along with other DHCP options
(see below) in DHCPACK. When this time is about to
elapse, the client sends another DHCPREQUEST to
renew the lease. If the client decides to relinquish the
lease, a DHCPRELEASE message is sent instead.

IP configuration, the DIY way

Just because you can have your IP address assigned
automatically doesn't mean you need to. Good old static
network configuration still works in 2016.

Linux provides several approaches to manual network
configuration. The one is via ifconfig and route. Another is
using the single ip tool, which is more versatile.

The roadmap is as follows. You bring the device online,
assign it an IP address, then add some routes (at least,
the default one) and configure DNS. Imagine you want to
configure the network on eth0 device. Then start with the
following (as root):

This brings the device "up”, that is, to the active state. Now,
assign it an IPv4 address with:

# ip addr add 192.168.1.5/24 dev eth0
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Dynamic nature of DHCP doesn't mean the
addresses themselves must be variable. Most DHCP
servers support so-called "static leases", which can
assign a permanent IP address to specific hosts. This
could be useful, say, for your home server or NAS.

A few parameters are usually required to connect
your PC to the internet. Besides an IP address, you
need to know your local network mask. You'd want
the gateway address to route traffic outside the
local network, and at least one DNS server to resolve
domain names (LV024). In some cases, you'd also
need a web proxy or some custom routes.

In BOOTR, this sort of configuration was conveyed
via Vendor Extensions, which become Options in
DHCP The reason is perhaps they are not vendor-
specific anymore. DHCP Options are standard.
Moreover, one of them is always present and carries
the message type we've just spoken about. IP address
lease time is also a DHCP Option.

You can distinguish DHCP Options by their
numbers. Say, Option 1 sets a subnet mask, while
Option 3 stores the list of routers, in order of
preference. DHCP Option 6 is for the DNS server.
Web Proxy Auto Discovery (WPAD) works via DHCP
Option 252, which contains a URL of the Proxy Auto
Configuration (PAC) script.

DHCP Options look nice and convenient, but
remember that clients may ignore settings that you
push to them this way. For tricky stuff, like WPAD,
this is rather possible. Better treat DHCP Options
as recommendations. If you need these settings
enforced, you want something else.

Now, look at two Wireshark screenshots we have
here. They capture a DHCP client address assignment
procedure | triggered with dheped (see below). All
messages share a Transaction ID because they
belong to a single session. Unsurprisingly, everything
starts with the "DHCP Discover" message sent to
255.255.255.255, an IPv4 broadcast address. The
server replies with "DHCP Offer" sent to yet-unknown
to the client unicast address, 192.168.101.37. This
works, as the server already knows the client's
hardware address, and no ARP request is needed.
The lease time is two hours. The client responds with

It is up to you to ensure that the IP address you've chosen
is not conflicting with anything else on your network. You may
also notice a CIDR notation, addr/mask. It allows you to assign
both the IP address and the netmask in a single command.
mask is the number of bits set in the network mask, so /24 is
equivalent to *255.255.255.0" in ifconfig's parlance.

Next step is adding the default route:

Any valid destination (host or network) is acceptable where
default is. You need to substitute 192.168.1.1 with your
gateway address, which needs to be on the same subnet as
you are. Your final step is to tell Linux the DNS server to use:

Things are trickier if your system uses resolvconf or similar
management framework. In this case, refer to the man pages.
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"'DHCP Request", asking the server to commit the
suggested configuration. "DHCP Ack' completes the
sequence.

Server side
There are many good DHCP servers available for
Linux. A de-facto standard is dhepd from the Internet
Systems Consortium (ISC). For smaller networks,
there is often a simpler alternative called dnsmasq
(http://www.thekelleys.org.uk/dnsmasg/doc.html).
You may already run dnsmasq without being aware: it
comes pre-loaded on many home wireless routers.

Strictly speaking, dnsmasq isn't a DHCP server. It is
an all-in-one solution, providing caching DNS server,
DHCP, network booting and everything else you may
want for you home or small office network. Of course,
it's free, and you'll probably find it in your distribution's
package manager. dnsmasq uses a single
configuration file. Typically, it's /etc/dnsmasg.conf,
and it comes with a lot of comments. The parameters
we are interested in start with the dhcp-range= line.
This enables the DHCP server and supplies it with a
pool to assign addresses from. Optionally, you may
also specify the lease time here:
dhcp-range=192.168.0.50,192.168.0.150,12h

That's it — now your clients will get dynamic
addresses from the supplied range. Of course, you
can do some fine-tuning, if you want to. Say, this is
how you assign a given client a static IP address
along with the hostname:
dhcp-host=11:22:33:44:55:66,fred,192.168.0.60

Again, you may append a comma-separated
lease time. It makes sense to set it higher than for
ordinary clients, as there is no point in re-acquiring the
same IP address every few minutes. dnsmasq even
supports ‘infinite” lease time, if you want to make the
assignment permanent:

netis
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dhcp-host=bert,192.168.0.70,infinite
This also shows you may use client-supplied names
as identifiers instead of their hardware addresses.

It is also completely possible to set the DHCP
options you want. dnsmasq already fills some of
them with sane defaults. For instance, the daemon
assumes that the default gateway and DNS servers
are on the same machine as itself. If it's not the case,
the following should help:
dhcp-option=3,192.168.0.254
dhcp-option=6,8.8.8.8

An alternative syntax uses symbolic names, like so:
dhcp-option=option:router,192.168.0.254

dhcp-option=option:dns-server,8.8.8.8

Now, run dnsmasq with an init script, systemd unit
or whatever else your Linux uses, and start serving
your clients. Note that it is generally not a good idea
to run two DHCP servers on the same subnet if
they have their address pools intersecting. As you
likely already have DHCP enabled on your router,
experiment carefully. In any case, if your network
starts to misbehave, just tear down dnsmasq.
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Cnline
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ee &
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You'll often find dnsmasq
(or dhepd) running behind
the facades of modern web
browsers.

Command of the month: dhcped

ISC's dhepd is a de-facto standard DHCP server.

No wonder its counterpart, dhclient, is the de-facto
standard DHCP client. But Linux is all about choice,
and there is one other thing: dheped.

Personally, | tend to use dheped whenever | want to
initiate a DHCP procedure manually. It's simple: you
just type deped and tell it which interface you want to
configure:

# sudo dhcpcd wlan0

DUID 00:01:00:01:1:13:91:56:90:4c:e5:c7:89:69

wlanO: IAID e5:c7:89:69

wlanO: soliciting a DHCP lease

wlanO: offered 192.168.101.44 from 192.168.101.1

wlanO: ignoring offer of 192.168.101.44 from 192.168.101.1

wlanO: leased 192.168.101.44 for 7200 seconds
wlanO: adding route to 192.168.101.0/24
wlan0: adding default route via 192.168.101.1

forked to background, child pid 2069

dheped is quite chatty by default, at it tells you
which offers it got and what it decided to do about
them. When the process finishes, the command forks
into the background and keeps running silently to
renew the lease when the time comes. The command
also accepts numerous arguments. For instance, you
can send arbitrary DHCP options with -v. When you
decide you no longer want to use your address, run
dhcped -k to relinquish the lease.

Tools like dheped are rarely useful in modern
desktop environments with their graphical network
setup tools. However, they may come handy in
disaster recovery systems, or otherwise less user-
friendly Linux distributions. It's good to be aware of
them just in case you'll need to negotiate a DHCP
server manually someday. @
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ROBONAUT R2

Robonaut R2 is a humanoid robot that lives
on the International Space Station. Initially
designed as an earth-based prototype, R2
proved so capable that it was launched into
space on 24 February 2011 on what was
the Space Shuttle Discovery's final

mission. It is, at the time of writing, the only
humanoid robot in space. The advantage of

this form-factor is that it can interact with
parts of the space craft that have been
designed to be used by humans.

The brains of the machine are actually
located where its stomach would be if it
had one. 38 Power PC processors
controlled by a Linux kernel control the
movement and communications. Users

either on earth or in space can operate
Robonaught by wearing a visor, vest and
pressure-sensitive gloves.

Initially, R2 was just a torso, but legs
have been added to enable it to move more
easily and NASA even hope that in the
future it will be able to perform space walks
more effectively that human astronauts.

Nick Veitch

was the original editor
of Linux Format, a
role he played until he
got bored and went

to work at Canonical
instead. Splitter!

remember how long it took to give up on

ZX Basic — do remember trying to
convert listings printed for other computers
to ZX Basic, but ultimately, it wasn't enough
space to realistically do much in Basic, So |
eventually had to work out how to use 780
assembly, which with no room for any

I learnt to program on the ZX80. | don't
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proper tools, resulted in a lot of writing
things out by hand, converting instructions
into numbers and writing a Basic program to
‘Poke’ the values into memory.

It was a tiresome and error-prone process.
| always remember thinking “they said this
computer was more powerful than the ones
used in the US space program, | bet they
didn't write their code like this". Well...

Recently great chunks of the original code
for many of the Apollo missions systems
has been uploaded to GitHub (https://goo.
gl/p5pccF). Aside from just the curiosity of
leafing through the annotated source, it is
amazing to see how tightly coupled this
code was with the hardware — every cycle
needed to be accounted for, and needed to
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be resilient to reboots (which happened
frequently in some missions) and the
software implemented a very basic form of
multitasking so that important things (firing
the engines) always happened on time
irrespective of what other processes were
running. The available storage memory
(actually, wire-wound ferrite core storage)
was so small that many spaces had to be
used for multiple variables depending on the
phase of the mission — some slots were
used for up to seven different variables.

Itis a remarkable achievement (and if you
are curious you can also find online
emulators for the different computers and
the DSKEY interface used by astronauts
(www.ibiblio.org/apollo). @



. INSIDE: 8 REASONS LIBREOFFICE ROCKS

LINUXVOICEGES

BEST LINUX
DESKTOF

0y 24 K AP

|
ZEPHYR > NETSURF > OPENSHOT > SOLUS &

LINUXVOICE

This i1s what we've done In the last 24 issues.
Subscribe to the next 12 from just £38.

THE WORLD'S BIGGEST AND BEST LINUX MAGAZINE

LINUXVOICE

'ns PAGES

LINUXVOICE

VINsmE

NODE.JS

Gt
Switch to 100% Free Software today

+ Pt o P of oty e

e

ANDROID ANATOMY

'DATABASES > GITLAB > GARBAGE > ADA & MORE! | =

PROUDLY INDEPENDENT SINCE 2013

RASPBERRY Pl

VAGRANT > OPENBSD > RUST > GIT & MORE!

[

RY PI PROJECT: BUILD A PROXIMITY DETECTOR

LINUXVOICE - LINUXVOICE

R FIRST LOOK: RASPBERRY PI MODEL A+ {

How your Linux
box beats
Windows 10

NEW TO LINUX? INSTALL IT NOW WITH OUR GUIDE P32

[INUXVOICE

NODE.JS © SNAPPY UBUNTU CORE © QT + MORE!

LINUXVOICE

e e

TAKE BACK YOUR

PRIVACY,

Hide from snoopers -Encrypt our email Browse prvately
I s-mmmmu Protect SMS messages

oum Insidethe kemel I

EE l’ “_F-~~~E|

540 PAGES OF TUTORILS

m——

oz oecoweer -

| S e
i e

FREE 222-PAGE TUTORIAL MEGAPACK DOWNLOAD e

I-INUXVOICE ot

r0zm0-
e

Try more
Linux distros

Geta prtier
desitop

=4 SMARTER G

Sueaniine the
Keepontop ‘way you work

ofupdstes

'MINSKY > SYNTHESIZERS > 0GGCAMP & MORE!

OUDLY INDEPENDENT SINCE 2013

ILE MHKMUJQE
O O KERNEL

«Discover the powerat theheartofyour Linux box
Seize fll conrl over your machine’s hadware.
Take your st steps as a emel hacker

e

S
e (Bl

Sowprpes
.
ShEET

72 ASTRO PI: SEND YOUR IDEAS INTO SPAARAAAARRAAACE!

LINUXVOICE

Tinsioe
-

WEDIA CenTre

2015

THE YEAR OF LINUX

FSEmeLEn

ROBOTS » LIBREOFFICE » ATOM + MUCH MORE!

INUXVOICE
S

LINUXVOICE

ENCRYPT
EVERYTHING

LINUXVOICE

mrmrrr T AND BEST LINUX MAGAZINE IN THE WORLD

LINUXVOICE

s ek o s it

Raspberry Pi 2

Why o aed the ext-gensation mchine thtschaniogeverything

o e

PROUDLY INDEPENDENT SINCE 2013
LINUXVOICE ==

Thesmatway
g
B macnes

< Run a honeypot server

« Detect intruders

«Learn their tricks

« Protect your data

+ HACKERES EUNT DOMUS

STELLARIUM > AFTERSHOT > OPENVR & MORE!

Every subscription includes access to every PDF, ePub and audio edition we've ever published.

shop.linuxvoice.com







