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Valentine Sinitsyn develops
high-loaded services and
teaches students completely
unrelated subjects. He also has
a KDE developer account that
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Job scheduling

e all live in a four-dimensional world. Oneof 8 EQ CWVJQTGF D[ &GPPKU 4KVEJKG |
W these dimensions is time, that is, a back in the mid-seventies.

sequence of recurring events that we can In a nutshell, the cron daemon is just a slightly more
count and measure. Many things in our lives are elaborate version of the above script. It wakes up
periodic as well: we wake up and go to bed, take our QPEG RGT OKPWVG CPF EJGEMU EQP’I
meds and meals, and so on. No wonder we designed  anything to do. If yes, cronGZGEWVGU VJG TGURG

computers to operate in almost the same way. commands. Otherwise, it goes back to sleep until the
Periodic events lie at the very heart of CPU PGZV OKPWVG
operation, but today we'll be concerned with a higher- 6JG OCKP EQP’lI 'NG HQT cronis /etc/crontab
level picture. If you are a system administrator, you are also per-user crontabs, as we'll see shortly. Each
may want to check for updates once per week, and line in the crontab is either an environmental setting

rotate logs daily. On the other hand, jobs like planned  or a croncommand. Settings look similar to shell
OCKPVGPCPEG WUWCNN[ QEEWT CWORIGEBKNES VKBGU GKEWRY PQ GZRCPUI

comes with all sorts of tools to help you scheduling VJG XCNWGU 6JG XCNWGU VIGOUGN X
that, and they will be our focus today. double-quoted,and~ YQTMU CU GZRGEVGF UK
shell, not cron, handles this symbol.

Crontabs explained Cron FG'PGU UGXGTCN GPXKTQPOGPV .
%TCHVKPI [QWT XGT[ QYP RGTKQFKEWNQDOKK KERW K [K B JKG&CKMNE NON FG U SHEL
piece of cake: sh  PATHusr/bin:/bin HOME and LOGNAME 6JG
while true; do latter is the name of the user for whichcron GZGEWV G U

# yes, do something the command. Note that the default PATH setting is

sleep $some_time often different from what you get used to in the shell:
done $ echo $PATH

Run this script in the background with nohup to Jusr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/sbin:/
make it last longer than your interactive session, and bin:/usr/games:/usr/local/games
you are set. Of course, reinventing the wheel each 6JKU KU C EQOOQP UQWTEG QH GTTQ

CTEJKXG CNN O élrl‘gq.\yeyl \ﬁaﬂt aﬁ U,Fring task is not the way things try the command in an interactive session, then copy
OQUV XGTUKQP UY@,];I\@%( Z 6JGTG CTG UGXG Tadlpaste @ iDtQtRe troh@al, Btk ise Tul) patis or

.KPWZ QP VJGKTDssgit tbewqu@tlor@, often we call them just cron. set PATH appropriately.
JGCF VJGTG VQ 'PICPWOYQYKIKPCVGU HTQO EJTQPERQYWIGTIRIGEGMW ERTFGVVKPI KU MAILT
VQ WUG CP[ XG TforkimePR@ndurg areXtiat cron 'TUV CRR G C T G [erdk Bapitpds Zommands outputs and mails them

to the crontab owner. You can set MAILTO to a

comma-separated list of addresses (including local
WUGTPCOGU VQ TGEGKXG VJKU OCKN
world deployments, cronLQDU QHVGP GZGEWVG
a dedicated non-human user account, or just root.
Either case, there is no real person behind the owner's
OCKNDQZ UQ MAILTO is used to redirect cron messag
to some mailing list instead.

Croncommands contain several blank-separated
"GNFU UGG VJG 'IWTG 6JG[ UGV VJG |
VJG EQPVGPV VJCV KU UJGNN EQOOC
GZGEWVG +P VJG U[UVGO ETQPVCD YC
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there is usually a field in between saying the user
name to run the command as.

The first five fields of a cron command set the
schedule. These fields are (in order) the minute, hour,
the day of a month, month and the day of a week. Al
are expressed as integers; T means January and O
or 7 is Sunday. You can also use abbreviated English
month and day names ("Jan’, "Wed" etc), which are
case-insensitive. For integer values, ranges (1-5) are
supported and treated as inclusive. A slash after the
range defines the step: 0—6/3 expands to 0, 3, and 6.
Individual values come comma-separated (1,2,3), and
you may use an asterisk (*) as a wildcard matching
any value. Period names, such as “@weekly’, are also
recognised; see crontab(5) for details.

The command itself is an ordinary shell expression,
with a few things to note. First, it should be valid for
whatever interpreter SHELL points to. That is, you
won't be able to use Bash constructs unless you
change the defaults. Another common pattern is
to silence the standard output with >/dev/null. This
way, cron will mail you only if there is anything in
stderr, which presumably means that things went
wrong. A percent sign % is translated to a newline
unless escaped (\%). Everything up to the first % is
a command, and everything after that is fed to its
standard input.

Flexible schedules

Now, consider this example:
MAILTO=cron-messages@mydomain.tld
PATH=/ust/local/sbin:/usr/local/bin:/sbin:/bin:/ust/sbin:/
usr/bin

# Sample cron schedules

*/5 * * * * root logger "I'm a frequent job"
01***root logger "I'm a midnight wanderer”
*/30 8-20 * * * root logger "I work when you do”
* %% % * root logger "You can't do without me”

Crontabs may contain blank lines and comments.
Be careful not to append comments to cron
commands, however, as they will be sent to the shell.

The first cron command runs once every 5 minutes.
The second runs once per day, at 1.00am. The third
runs twice per business hour (8am—8pm). The final
command executes at each cron iteration, or roughly
once per minute. Cron considers time relative to the
server's time zone, and there is no way to redefine it
per crontab.

You may want to add these lines to your system's
crontab and see how this really works. The logger
command (LV025) puts a message in the system
logs. Each log entry includes a timestamp, so you can
check that the schedule works as intended.

In fact, there is little need to touch /etc/crontab
these days. Most packages install their own crontabs
under /etc/cron.d, and cron stitches them together.
As creating and removing files is much simpler than
editing text configs, this makes package maintenance
easier. This is what you'll find in this directory on a

Minute

Hour

Day of month
Month

Day of week

Username
Command
52 root run-parts --report /etc/cron.monthly

typical Ubuntu system:
$1s /etc/cron.d
anacron php5

Moreover, most (if not all) distributions
configure cron to execute scripts in /etc/cron.
{hourly,daily,weekly,monthly} every hour, day, week or
month, respectively:
17 * * * * root cd / && run-parts --report /etc/cron.hourly
25 6 * * * root test -x /usr/sbin/anacron || (cd / &&
run-parts --report /etc/cron.daily )

The excerpt above comes from an Ubuntu 14.04
box. Note that hourly jobs run at the 17th minute,
and daily ones execute at 6.25am. You may think
the 15th minute or 6.30am look prettier; that's true,
and that's the reason not to use these times in your
schedules. Many people may decide to run their
jobs at the noon or at the midnight, or every quarter
of an hour. So a bunch of scripts will start at once,
drawing unwelcome peaks in the system load graphs.
"Randomizing" the schedule helps to keep system
load more uniform.

The run-parts tool is employed to run all executable
scripts in a directory the proper way. We'll cover
anacron shortly. To sum up: for typical schedules, just
wrap your job as an executable script under
/etc/cron.*. For custom schedules, put crontab in
/etc/cron.d. Either way, cron detects your changes
automatically, and there is no need for explicit reload.

Your crontab, your way

So far we dealt with system-level crontabs. They

are good for jobs that affect the host as a whole,

like rotating log files or fetching package updates.
Ordinary users (including root) may also want to

have their own jobs. Imagine you run a website on
shared hosting and need to aggregate some stats. It
would be a breach to grant every user in a system an
access to /etc/{crontab,cron.d}, so Linux has another
mechanism — per-user crontabs.

These crontabs live in /var/spool/cron/crontabs,
and they follow the same syntax, except that cron
commands have no username field, for obvious
reasons. You don't edit these files directly. Instead,
you call the crontab tool, which runs SEDITOR of your
choice (that's Vim, isn't it?), validates the crontab, and
stores the file in the proper place. crontab facilitates
editing (-e), removing (-r) and listing (-I) crontab files.
You may also instruct it to operate on someone else's
crontab with -u. It's a good idea to use this switch
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The cron command

dissected. The sixth field
is only present in system
crontabs. Fields are blank-
separated, and shouldn't

include comments.
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There is no equivalent to
/etc/crontab for Systemd
timers. However, systemctl
list-timers output is a
close analogue.
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for your own crontabs if you run crontab via su. Of
course, you must be a superuser to make use of the
-u switch. By the way, root may also have a per-user
crontab, and no, it's not the same as /etc/crontab.
Changes you make to per-user crontabs are applied
automatically, and you don't have to restart the
daemon.

You may restrict per-user crontabs with /etc/
cron.allow and /etc/cron.deny. Both files contain
usernames (one per line). If /etc/cron.allow exists,
only users explicitly listed are eligible to run crontab
and have private cron schedules. /etc/cron.deny
works the same way, albeit it's a blacklist, not a
whitelist. If both files exist, /etc/cron.allow takes
precedence. That is, the user must be listed in
/etc/cron.allow to be able to run crontab.

While you were sleeping

Cron works just fine, as long as your computer is
switched on. But in cron, there is no such thing as
an overdue task. If a job has missed the deadline
for whatever reason, it has to wait until the next
time. Depending on nature of the job, this could be a
problem. For frequent jobs, waiting for another five
minutes or half an hour usually don't hurt. Missing

a daily package update is also okay, but not rotating
logs may overfill your /var partition.

Anacron (“anachronistic cron") was designed to
overcome this problem. It's not a daemon, but a tool
which relies on something else (usually cron) to run
itself in a timely manner. Anacron tracks jobs with day-
level granularities. When it runs, it checks which jobs
are overdue, executes them and exits.

Cron flavors

Cron is not a single program. Like syslog, it is more of a
standard for which numerous implementations exist in Linux
(and BSD). Perhaps the most popular cron variant in Linux is
Vixie cron. Paul Vixie authored it for 4BSD, but now it comes
as a standard in many Linux distributions, including Ubuntu.
As we know, Vixie cron doesn't handle overdue tasks, so
Christian Schwarz introduced Anacron as a Perl script. Later,
Itai Tzur reimplemented it in C. In 2007, Red Hat forked Vixie
cron as cronie (https://fedorahosted.org/cronie), adding some
security and configuration enhancements. In 2009, cronie
embraced Anacron, adding cron period names (@weekly),
among other things. Cronie is the default cron implementation
for Red Hat distributions and Arch Linux.
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More specifically, Anacron reads /etc/anacrontab.
This file also has a crontab-like syntax. The usual
environment settings such as LOGNAME, PATH and
MAILTO are recognised, but job descriptions are a bit
different:

15 cron.daily run-parts --report /etc/cron.daily

710 cron.weekly run-parts --report /etc/cron.weekly
@monthly 15 cron.monthly run-parts --report /etc/cron.
monthly

The first number is a job's period, measured in days.
Anacron understands some period names as well, but
what exactly it recognises depends on the flavour. In
Debian, you can use @monthly and @yearly, albeit
the man page mentions the former only. Red Hat's
cronie, which also includes Anacron, adds @daily and
@weekly to the set.

The second field is a job's delay, measured in
minutes. The idea is not to spawn many jobs
simultaneously, so when Anacron decides to run
ajob, it delays execution for the given number of
minutes. Cronie improves uniformity even further
with the RANDOM_DELAY environment setting (see
anacrontab(5)).

The next field is a job's identifier. Any non-blank
character except a slash is permitted. This identifier
is used in the messages that Anacron produces, and
for internal book-keeping. For instance, the anacron
command receives a job argument, which is an ID
(actually, a shell glob pattern) of the job to run. The
final part of the line is a shell command to execute.
Again, here's a run-parts invocation for daily, weekly
and monthly cron jobs. If you compare this to the
previous snippet, you'll see that cron simply offloads
these jobs to Anacron if the latter is installed (test
-x /usr/shin/anacron || ...). This is not an option for
hourly cron jobs, as Anacron doesn't support sub-day
granularities.

When the system starts, init usually spawns
Anacron to handle jobs that are currently overdue.
Cron is also started, and it typically has Anacron
somewhere in the system crontab:
$ cat /etc/cron.d/anacron
SHELL=/bin/sh
PATH=/usr/local/sbin:/usr/local/bin:/sbin:/bin:/usr/sbin:/
usr/bin

And this isn't a whole story. Matthew Dillon, the author
of DragonflyBSD, created dcron, and Arch Linux includes it
as well. There is also fcron (http://fcron.free.fr), which was
designed as a Vixie cron replacement. Fcron doesn't rely on
anything external for asynchronous job scheduling, and it
may run jobs depending on system uptime, akin to OnBootSec
in Systemd. With fcron, one can set nice values for jobs and
inhibit running them when the system is under heavy load, as
in at. Fcron isn't compatible with Vixie cron, and none of the
major Linux distributions ship it by default. However, Arch
Linux has fcron in the official repositories.

With this variety of options, you can easily find the one to
fit your needs, especially if you are on Arch Linux.
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307***root start -q anacron || :

If your system happens to be awake at 7.30am,
cron will spawn Anacron to run daily (and also weekly
and monthly) jobs. If not, init will do it on the next
startup. Alternatively, you could use a dedicated
@reboot schedule for the anacron command in
/etc/crontab. Such commands run only once when
the cron daemon is started.

Systemd route

Systemd is your best anything in modern Linux. No
wonder it provides its own job scheduler, which can be
used as a cron/Anacron surrogate.

More specifically, Systemd has a notion of "timers".
Atimer is just a unit file that carries the .timer suffix.
Timers control service units, so for any scheduled job
you'd need two unit files: one .service and one .timer.
As arule, they carry the same name (except for the
suffix), but that's configurable. Having a separate
unit for a service eases debugging a bit, as you can
activate it manually. It is possible to bind a timer to a
calendar or to some other event, and Systemd can run
overdue tasks without any external tools involved. The
most important section in the timer unit file is [Timer]:
[Unit]

Description=Sample timer
[Timer]

OnBootSec=10min
OnActiveSec=1h
RandomizedDelaySec=60
[Install]
WantedBy=timers.target

This defines a so-called "monotonic timer". It
triggers 10 minutes after the system is booted, and
every hour since that, regardless of whether the
service was started manually or not in between. If
an OnBootSec timer is overdue, it fires immediately.
RandomizedDelaySec is again a way to stretch the
load across some activation interval.

F tooncasosalon ¥+ Lo
P P L e TP p— ] L

FCRON

S inie:
v
)

5036 ool I} Jeb |
e o o e i (5 |

Welcome to Fcron's home page !

[ What is feron 7
Foon

s feron i

e st 13 o iy once
Forum has s : job. run & depening

Fon e el e CeSCTpUCD seqCR.

| News

Subscube ke mrcuce maiing s

WAL feron 330 (der)seared
{570 B B GO b Aol 8 BTSN s, 6wl VECH-Crra-ty TPV theec

Stable el fcron 320
[T -y —
W00 forsa 3 12 edeased

fcron is an all-mighty, yet
backwards-incompatible
Vixie cron replacement.
Perhaps that's the reason
you don't encounter it too
often.

For other jobs, such as planned maintenance,
you may want a real-time (wall clock) scheduling.
Systemd supports it via calendar events timers. The
corresponding [Timer] section may look like this:
[Timer]
OnCalendar=daily
Persistent=true
Persistent is important for Anacron-like functionality. It
tells Systemd to store the last invocation's timestamp
on the disk, and fire a calendar event immediately
if the timer is already overdue. For OnCalendar, all
other period names such as weekly are recognised.
Moreover, you may use expressions such as 2016-*-1
17:00:00. See systemd.time(7) for details.

While Systemd timers are similar in spirit to cron,
they are not equivalents. There is no crontab, and
no out-of-the-box way to send an email about failed
jobs. The Systemd-cron project aims to bridge both
worlds. It translates between crontabs and Systemd
timer units, and handles failure email notifications,
among other things. This way, you can continue using
the crontab interface on top of Systemd, although
Lennart would argue it's not a good idea. Details are
here: https://github.com/systemd-cron/systemd-
cron-next. Just keep in mind that nothing stops you
from running original cron on any Systemd-managed
system as well.

Command of the month: at

Cron is great for recurring tasks, but what if you want
your job to run only once? You need the at command:
$ at 00:10

First, you tell at when to run a job. Time
specification is rather flexible, with both absolute
(16:00) and relative (now + 12 hours or 16:00 + 2
days) specs supported. If the time specified has
already passed, and no date was specified, at
assumes you meant tomorrow.

If everything is OK, at opens a shell where you enter
commands to run. They are fed to /bin/sh, and at
mails their output back to you (press Ctrl+D to exit).
warning: commands will be executed using /bin/sh
at> ...
at> <EOT>
Alternatively, you could store commands in a file and

supply it via at -f. Either way, at will tell you the job's
identifier and when it is supposed to run:
job 1 at Sat Sep 10 00:10:00 2016

The daemon named atd is responsible for actual
execution. You can look what's in its queues with atq;
Satq
1 Sat Sep 10 00:10:00 2016 a val

ais the name of the queue. a=z and A-Z are valid
gueue names, and you can tell at which queue to use
with the -q command line argument. Higher queue
identifiers mean increasing nice values for the job.
Uppercase letters work as if batch, not at, was used
to place a job. The difference is that batch jobs aren't
executed if the system load is high.

If you changed your mind after placing a job, use
atrm to remove it by the identifier,eg atrm 1. @
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FRITZ'BOX 7490

This router runs Fritz!0S, a specially built
distribution of Linux. Actually, we could
have picked from any of a huge number of
home routers where the power of the Linux
networking stack combined with its ability
to run on inexpensive hardware makes it
the dominant operating system in the

market. Most of the time these routers are
pretty locked down, but some — including
the Fritz!Box — let you make changes.

If you can make judicious use of the
often-limited hardware, this gives you an
always-on Linux server at the heart of your
home network. It can share files, block

adverts, or do almost anything else you
want. If you want to get started unleashing
the full power of your router, head to
https://www.openwrt.org, one of the most
active router-hacking sites on the web. It
costs more than the free router you get
from your ISP, but by jimminy it's worth it.

Nick Veitch

was the original editor
of Linux Format, a
role he played until he
got bored and went

to work at Canonical
instead. Splitter!

i idn't you used to be famous?” is
D something | was asked recently (it
depends — back in the 90s, | *was*
in a very famous magazine). The discussion
led on to why I no longer worked at the
coalface of media, and didn't | miss it etc.

The answers are, because like actual coal
faces, that place doesn't exist anymore. Sure
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I miss it, it really was the best of times in a
lot of ways (as well as the worst in others),
but the question is moot — | can't (until my
son completes his time-machine) go back.
The magazine industry is different now.
Some things have progressed quite a way
— | used to have to sift through sacks of
actual mail; moving files from place to place
relied on copying them onto unreliable
media and physically transporting it
somewhere; the list of the lost is a long one.
But it has changed.

Misty-eyed nostalgia

I was reminded of this again recently when |
upgraded my distro. My old, favoured IRC
client (OK, *some* things never change) was
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no longer available. It was unmaintained, so
I had to move to a newer fork of the original.
Of course | spent about two weeks
complaining about things being in the wrong
place and the default config being in the
wrong place. Objectively, it is better, but like
most humans, there is comfort in the
familiar. As the sensible chaps who host the
Linux Luddites podcast quite correctly say,
not all change is progress.

But | persevered. | have never been afraid
of change. Change is afraid of me. Change is
inevitable — sometimes it is good,
sometimes not so good, but in general, in
most things we have to hope it leads in the
right direction. Otherwise we would all still
be running CP/M. @
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