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Chapter 1. Introduction

InnoTek VirtualBox is afamily of virtual machine products targeting desktop computers, enterprise
servers and embedded systems. Due to its modular architecture, VirtualBox can be deployed in any
environment where x86 systems are to be virtualized on x86 systems. (With "x86", we are referring
to 32-bit CPUs from AMD and Intel as well as compatible CPUs from other vendors, plus 64-bit
CPUsin 32-bit mode.)

1.1. Virtualization basics

VirtualBox alows you to run unmodified operating systems -- including al of the software that is
installed on them -- directly in a special environment on top of your existing operating system. This
environment, called a "virtual machine", is created by the virtualization software. The physical com-
puter isthen usually called the "host", while the virtual machine is often called a"guest”.

The following image shows you how VirtualBox, on a Linux hogt, is running Windows Vista as
guest operating system in avirtual machine (displayed in awindow on the host):
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VirtualBox allows most of the guest code to run unmaodified, directly on the host computer, and the
guest operating system "thinks" it's running on real machine. In the background, however, Virtual-
Box intercepts certain operations that the guest performs to make sure that the guest can cooperate
with other programs on the host.

The techniques and features that VirtualBox provides are useful for several scenarios:

* Operating system support. With VirtualBox, one can run software written for one operating
system on another (say, Windows software on Linux) without having to reboot. You can even
install in avirtual machine an old operating system such as DOS or OS/2 if your real computer's
hardware is no longer supported.

» Infrastructure consolidation. The full performance provided by today's powerful hardware is
only rarely really needed, and typical servers have an average load of only afraction of their the-
oretical power. So, instead of running many such physical computers that are only partially used,
one can pack many virtual machines onto a few powerful hosts and balance the loads between
them. This can save alot of hardware expenses.

VirtualBox is unique in the virtualization market in that it can run virtual machines as mere serv-
ers for the Remote Desktop Protocol (RDP), with full client USB support. This allows for con-
solidating the desktop machines in an enterprise on just a few RDP servers, while the actua cli-
entswill only have to be able to display RDP data any more.
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e Testing and disaster recovery. Once installed, a virtual box and its virtual hard disk can be
considered a "container” that can be arbitrarily frozen, woken up, copied, backed up, and trans-
ported between hosts. On top of that, with the use of another VirtualBox feature called "snap-
shots', one can save a particular state of a virtual machine and revert back to that state, if neces-
sary. This way, one can freely experiment with a computing environment. If something goes
wrong (e.g. after installing misbehaving software or infecting the guest with a virus), one can
easily switch back to a previous snapshot and avoid the need of frequent backups and restores.

When dealing with virtualization (and also for understanding the following chapters of this docu-
mentation), it helps to acquaint oneself with a bit of crucia terminology, especially the following

terms:

Host operating system (host
0S).

Note

The operating system of the physical computer where Virtual-
Box is instaled. Also, the host operating system determines
which version of VirtualBox is required: VirtualBox for Win-
dows or VirtualBox for Linux (see Section 1.3.1, “Supported
host operating systems” for further information).

Even though VirtuaBox for Windows and VirtualBox for Linux are usually discussed to-
gether in this document, there may be platform-specific differences which we will point out

where appropriate.

Guest operating system (guest
0S).

Virtual machine (VM).

Guest Additions.

The operating system that is running inside the virtual machine.
Theoretically, VirtualBox can run any x86 operating system
(DOS, Windows, OS2, FreeBSD, OpenBSD), but to achieve
near-native performance of the guest code on your machine, we
had to go through a lot of optimizations that are specific to cer-
tain operating systems. So while your favorite operating system
may run as a guest, we officially support and optimize for a se-
lect few (which, however, include the most common ones).

See Section 1.3.2, “ Supported guest operating systems” for fur-
ther information.

When running, aVM isthe special environment that VirtualBox
creates for your guest operating system. So, in other words, you
run your guest operating system "in* a VM. Normally, a VM
will be shown as a window on your computer's desktop, but de-
pending on which of the various frontends of VirtualBox you
use, it can be displayed in full-screen mode or remotely by use
of the Remote Desktop Protocol (RDP).

With VirtualBox, we aso use the term "virtua machine" in a
more abstract way. VirtuaBox internally thinks of aVM as a set
of parameters that determine its operation. These settings can be
seen in the VirtualBox graphical user interface and via the
VBoxManage program; see Chapter 7, VBoxManage reference.
They include hardware settings (how much memory the VM
should have, what hard disks VirtuaBox should virtualize
through which container files, what CD-ROMs are mounted
etc.) as well as state information (whether the VM is currently
running, saved, its snapshots etc.).

In other words, aVM is also what you can seein its settings dia-
log.

With "Guest Additions’, we describe special software packages
that are shipped with VirtualBox. Even though they are part of
VirtualBox, they are designed to be installed insidea VM to im-
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prove performance of the guest OS and to add extra features.
This is described in detail in Chapter 4, The VirtualBox Guest
Additions.

1.2. Features overview

Here's abrief outline of VirtualBox's main features:

e Clean architecture; unprecedented modularity. VirtuaBox has an extremely modular design
with well-defined internal programming interfaces and a clean design that separates client and
server code. This makes it easy to contral it from severa interfaces at once: for example, you
can start a VM simply by clicking on a button in the VirtualBox main program and then control
that machine from the command line, or even remotely. See Chapter 6, Alternative front-ends;
remote virtual machines for details.

Dueto its modular architecture, VirtualBox can aso exposeits full functionality and configurab-
ility through a comprehensive softwar e development kit (SDK). Based on the standard techno-
logy COM (XPCOM on Linux), this Application Programming Interface (API) offers a comfort-
able way of integrating VirtualBox with other software systems. Internally, VirtualBox uses its
own public API, which guarantees that every aspect of the product is accessible to external cus-
tomers aswell and all interfaces are well tested.

» Easy portability. VirtualBox already runs on Windows 2000, Windows XP and Windows Serv-
er 2003 aswell ason all major Linux distributions from Red Hat, Novell and others. In addition,
aversion for use on embedded pkernel systems is available. Versions for 64-hit host operating
systems and for Mac OS X will be available soon.

* Guest Additions for Windows and Linux. The VirtualBox Guest Additions are packages
which can be installed in Windows or Linux guest systems to improve their performance and to
provide additional integration and communication with the host system.The Guest Additions are
described in detail in Chapter 4, The VirtualBox Guest Additions. In brief, among others, they
offer the following features:

« Arbitrary screen resolutions (host-controlled). In guest systems that support it (currently
Windows guests), you can change the guest resolution simply by resizing the virtual ma-
chine window in the host system.

* Arbitrary screen resolutions (guest-controlled). The VirtualBox Guest Additions can
handle arbitrary screen resolutions. Even for guest operating systems for which no Additions
have been written yet, VirtualBox will offer custom VESA resolutions.

» Client/server design, XML configuration store. VirtualBox stores all its configuration in
XML files: one XML document for global settings and a XML file per virtual machine. This al-
lows you to transport VM definitions between the different frontends and even across host com-
puters.

For details, please refer to Section 8.1, “VirtualBox configuration data”.
e Great hardware support. Among others, VirtualBox supports:

e Full ACPI support. The Advanced Configuration and Power Interface (ACPI) is fully sup-
ported by VirtualBox. This eases cloning of PC images from real machines or third-party
virtual machines into VirtualBox. With its unique ACPI power status support, VirtualBox
can even report to ACPl-aware guest operating systems the power status of the host. For mo-
bile systems running on battery, the guest can thus enable energy saving and notify the user
of the remaining power (e.g. in full screen modes).

e |/O APIC support. VirtualBox virtualizes an Input/Output Advanced Programmable Inter-
rupt Controller (1/0 APIC) which is found in many modern PC systems. This eases cloning
of PC images from real machines or 3rd party virtual machines into Virtua Box.

* USB device support. VirtualBox implements a virtual USB controller and allows you to

3
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connect arbitrary USB devices to your virtual machines without having to install device-
specific drivers on the host. USB support is not limited to certain device categories. For de-
tails, see Section 5.1.6.1, “USB settings’.

e Multiscreen resolutions. VirtuaBox virtual machines support screen resolutions many
times that of a physical screen, allowing them to be spread over alarge number of screens at-
tached to the host system.

e Built-in iSCSI support. This unique feature alows you to connect a virtual machine dir-
ectly to an iSCSI storage server without going through the host system. The VM accesses the
iSCS target directly without the extra overhead that is required for virtualizing hard disksin
container files. For details, see Section 5.2.2, “iSCSI servers’.

« PXE Network boot. The integrated virtual network cards of VirtualBox fully support re-
mote booting via the Preboot Execution Environment (PXE).

Multigeneration snapshots. VirtualBox can save successive snapshots of the state of the virtual
machine. Y ou can revert the virtual machine to the state of any of the snapshots. For details, see
Section 3.4.4, “ Snapshots”.

VRDP remote access. You can run any virtual machine in a special VirtualBox program that
acts as a server for the VirtualBox Remote Desktop Protocol (VRDP). With this unique feature,
VirtualBox provides high-performance remote access to any virtual machine. A custom RDP
server has been built directly into the virtualization layer and offers unprecedented performance
and feature richness.

VRDP support is described in detail in Section 6.4, “Remote Desktop Support (VRDP)”.
On top of this special capacity, VirtualBox offers you more unique features:

« Extensible RDP authentication. VirtualBox already supports Winlogon on Windows and
PAM on Linux for RDP authentication. In addition, it includes an easy-to-use SDK which
allows you to create arbitrary interfaces for other methods of authentication; see Section 8.3,
“Custom external VRDP authentication” for details.

e USB over RDP. ViaRDP virtual channel support, VirtualBox also allows you to connect ar-
bitrary USB devices locally to a virtual machine which is running remotely on a VirtualBox
RDP server; see Section 6.4.3, “Remote USB” for details.

Folder sharing. VirtualBox folder sharing lets you access files from the host system inside
guests. Shared folders can be set up for all virtual machines, or for a single VM. Temporary
shared folders may also be set up while a VM is running. Shared folders are described in Sec-
tion 5.4, “Folder Sharing”.

1.3. Operating system support

1.3.1. Supported host operating systems

Currently, VirtualBox is available for the following Windows 32-bit operating systems:

Windows 2000, service pack 3 and higher
Windows XP, all service packs

Windows Server 2003

and for the following Linux 32-bit systems:

Debian GNU/Linux 3.1 ("sarge") and "etch"

4
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* FedoraCore4and5

* Gentoo Linux

e Redhat Enterprise Linux 3 and 4
e SUSELinux9and10

«  Ubuntu 5.10 ("Breezy Badger"), 6.06 ("Dapper Drake"), 6.10 ("Edgy Eft")

It should be possible to use VirtualBox on most Linux 2.4 and Linux 2.6 based systems using either
the VirtualBox installer or by doing a manual instalation; see Section 2.2, “Installing on Linux

hosts’.

VirtualBox is written to be extremely modular and portable. If you are interested in using Virtual-
Box on a different system, please contact us to discuss adding support. Ports to 64-bit Windows and

Linux aswell asMac OS X are aready underway.

1.3.2. Supported guest operating systems

While VirtualBox is designed to provide a generic virtualization environment for x86 systems, our

focus is to optimize the product's performance for
provides an overview of current support:

aselect list of guest systems. The following table

Operating system

Support status

Windows NT 4.0

All versiong/editions and service packs are fully
supported (but see remark 1 below). Guest Addi-
tions are available with alimited feature set.

Windows 2000 / XP / Server 2003

All versiong/editions and service packs are fully
supported. Guest Additions are available.

Windows Vista

Experimental  support, full support expected
soon. Guest Additions are available with a lim-
ited feature set.

DOS/ Windows3.x/ 95/ 98/ ME

Limited testing has been performed. Use beyond
legacy installation mechanisms not recommen-
ded. No Guest Additions available.

Linux 2.4 Limited support.

Linux 2.6 All versiong/editions and service packs are fully
supported (but see remark 2 below). Guest Addi-
tions are available.

FreeBSD Limited support. Guest Additions are not avail-
ableyet.

OpenBSD Versions 3.7 and 3.8 are supported. Guest Addi-
tions are not available yet.

Remarks:

1. With Windows NT 4.0, there are some issues with older service packs. We recommend to in-

stall service pack 6a.

2. For Linux 2.6, we strongly recommend using version 2.6.13 or higher for better performance.
However, version 2.6.18 (and some 2.6.17 versions) introduced a race condition that can cause

boot crashesin Virtua Box; if you must use a

kernel >= 2.6.17, we advise to use 2.6.19 or later.




Chapter 2. Installation

As installation of VirtualBox varies depending on your host operating system, we provide installa-
tion instructions in two separate chapters for Windows and Linux, respectively.

2.1. Installing on Windows hosts

2.1.1. Prerequisites

For the various versions of Windows that we support as host operating systems, please refer to Sec-
tion 1.3.1, “Supported host operating systems”.

In addition, Windows Installer 1.1 or higher must be present on your system. This should be the
case if you have al recent Windows updates installed.

Note

Presently VirtualBox can only be run from user accounts with administrator rights. This
will be fixed in afuture release.

2.1.2. Performing the installation

The VirtualBox installation can be started

» either by double-clicking on its Microsoft Installer archive (MSI file)
» or by entering

nsi exec /i Virtual Box. nsi

on the command line.

In either case, thiswill display the installation welcome dialog and allow you to choose where to in-
stall VirtualBox to and which components to install. In addition to the VirtualBox application, the
following components are available;

USB support This package contains special drivers for your Windows host
that VirtuaBox requires to fully support USB devices inside
your virtual machines.

Networking This package contains extra networking drivers for your Win-
dows host that VirtualBox needs to support Host Interface Net-
working (to make your VM's virtual network cards accessible
from other machines on your physical network).

Depending on your Windows configuration, you may see warnings about "unsigned drivers' or sim-
ilar. Please select "Continue" on these warnings as otherwise VirtualBox might not function cor-
rectly after installation.

The installer will create a "VirtualBox" group in the programs startup folder which allows you to
launch the application and access its documentation.

With standard settings, VirtualBox will be installed for all users on the local system. In case thisis
not wanted, you have to invoke the installer as follows:

nsi exec /i Virtual Box. nsi ALLUSERS=2

Thiswill install VirtualBox only for the current user.
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2.1.3. Uninstallation

As we use the Microsoft Installer, VirtualBox can be safely uninstalled at any time by choosing the
program entry in the "Add/Remove Programs' applet in the Windows Control Panel.

2.1.4. Unattended installation

Unattended installations can be performed using the standard M S| support.

2.2. Installing on Linux hosts

2.2.1. Prerequisites

For the various versions of Linux that we support as host operating systems, please refer to Sec-
tion 1.3.1, “ Supported host operating systems”.

In any case, the following packages must be installed on your Linux system:

e Qt3.3.50r higher;

» SDL 1.2.7 or higher (this graphicslibrary istypically called | i bsdl or similar).

Note

To be precise, these packages are only required if you want to run the VirtualBox graphical
user interfaces. In particular, Vi r t ual Box, our main graphical user interface, requires both
Qt and SDL; VBoxSDL, our simplified GUI, requires only SDL. By contrast, if you only
want to run the headless VRDP server that comes with VirtualBox, neither Qt nor SDL are
required.

2.2.2. Support for external kernel modules

VirtualBox uses a special kernel module to perform physical memory allocation and to gain control
of the processor for guest system execution. Without this kernel module, you will still be able to
work with Virtual Machines in the configuration interface, but you will not be able to start any vir-
tual machines.

To be able to install this kernel module, you will have to prepare your system for building external
kernel modules. As this process can vary from system to system, we will only describe what to do
for systems we have tested

* Most Linux distributions can be set up smply by installing the right packages. Normally, these
will be the GNU compiler (GCC), GNU Make (make) and packages containing header files for
your kernel. The version numbers of the header file packages must be the same as that of the
kernel you are using:

¢ In newer Debian and Ubuntu releases, you must install the right version of the I'i nux-
header s and if it existsthe | i nux- kbui | d package. Current Ubuntu releases should have
the right packages installed by default.

e In older Debian and Ubuntu releases, you must install the right version of the ker nel -
header s package.

e On Fedoraand Redhat systems, the package isker nel - devel .

e On SUSE and OpenSUSE Linux, you must install the right versions of the ker nel - sour ce
and ker nel - syms packages.

« On Slackware Linux, the packageis called ker nel - sour ce.
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e Alternatively, if you built your own kernel (on Gentoo systems, this will usually be the case), /
usr/src/linux will point to your kernel sources, and you have not removed the files created
during the build process, then your system will aready be correctly set up.

In order to use VirtualBox's USB support, the user account under which you intend to run Virtual-
Box must have read and write access to the USB filesystem (usbf s).

In addition, access to / dev/ net / t un will be required if you want to use Host Interface Network-
ing, which is described in detail in Section 5.3.3, “Host Interface Networking”.

2.2.3. Performing the installation

VirtualBox is available as a Debian package (in fact, there are packages for Ubuntu 6.10 "Edgy",
Ubuntu 6.06 "Dapper" and Debian 4.0 "Etch") or as an aternative installer (.run) which should work
on most Linux distributions.

2.2.3.1. Installing VirtualBox from a Debian package

First, download the appropriate package for your distribution. The following examples assume that
you are installing to an Ubuntu Edgy system. Use dpkg to install the Debian package:

sudo dpkg -i Virtual Box_1.3.8_Ubunt u_edgy. deb

You will be asked to accept the VirtualBox Personal Use and Evaluation License. If you answer no
here, the installation will be aborted. Otherwise the installation will continue.

The group vboxuser s will be created during installation. Note that a user who is going to run Vir-
tualBox must be member of that group. Also note that adding an active user to that group may re-
quire arestart of the session of that user. This should be done manually after successful installation
of the package.

The installer will aso search for a VirtualBox kernel module suitable for your kernel. The package
includes pre-compiled modules for the most common kernel configurations. If no suitable kernel
module is found, the installation script tries to build a module itself. If the build process is not suc-
cessful you will be shown a warning and the package will be left unconfigured. Please have a look
at/var/ 1 og/vbox-install .l og tofind out why the compilation failed. You may have to install
the appropriate Linux kernel headers (see Section 2.2.2, “Support for external kernel modules’).
After correcting any problems, do

sudo /etc/init.d/vboxdrv setup

Thiswill start a second attempt to build the module.

If a suitable kernel module was found in the package or the module was successfully built, the in-
stallation script tries to load the module. In some cases this can falil. If it does, you can type dnesg
to find out why the module could not be loaded. The most common reasons are:

» The NMI watchdog is either active. Add nrmi _wat chdog=0 to the kernel command line and re-
boot. Then execute sudo dpkg-reconfi gure virtual box again.
e The kernel disagrees about the version of the gcc used to compile the module. Make sure that

you use the same compiler as used to build the kernel.

Once VirtuaBox has been successfully installed and configured, you can start it by selecting "Virtu-
alBox" in your start menu or from the command line (see Section 2.2.4, “Starting VirtualBox on
Linux”).

2.2.3.2. Using the alternative installer

The alternative installer performs the following steps:
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» It unpacks the application files to atarget directory of choice. By default, the following directory
will be used:

/opt/Virtual Box-1.3.8

* It buildsthe VirtualBox kernel module (vboxdr v) and installsiit.

e Itaddsaninit script to start the VirtualBox kernel module (/ et ¢/ i ni t . d/ vboxdr v).
» It creates anew system group called vboxuser s.

e It creates symbalic linksto Vi r t ual Box, VBoxSDL and VBoxManage in/ usr/ bi n.

* Itcreates/ et ¢/ udev/ 60- vboxdrv. r ul es, adescription file for udev, if that is present, which
makes the module accessible to anyone in the group vboxuser s.

* It remembersits own installation directory by writing it to/ et ¢/ vbox/ vbox. cf g.

The installer must be executed as root with either i nstal | or uni nst al | asthe first parameter. If
you do not want the installer to ask you whether you wish to accept the licence agreement (for ex-
ample, for performing unattended installations), you can add the parameter |-
cense_accept ed_uncondi ti onal | y. Finally, if you want to use a directory other than the de-
fault installation directory, add the desired path as an extra parameter.

sudo ./Virtual Box.run install /opt/innotek/Virtual Box

Or if you do not have the "sudo" command available, run the following as root instead:
./Virtual Box.run install /opt/innotek/Virtual Box

If any users on your system should be able to access host USB devices from within VirtualBox
guests, you should add them to the appropriate user group that your distribution uses for USB ac-
Cess, e.g. usb or usbusers.

2.2.3.3. Performing a manual installation

If, for any reason, you cannot use the shell script installer described previously, you can aso per-
form amanual installation. Invoke theinstaller like this:

./I'Virtual Box. run --keep --noexec

Thiswill unpack al the files needed for installation in the directory i nst al | under the current dir-
ectory. The VirtualBox application files are contained in Vi r t ual Box. t ar . bz2 which you can un-
pack to any directory on your system. For example:

sudo nkdir /opt/Virtual Box

sudo tar jxf ./install/Virtual Box.tar.bz2 -C /opt/Virtual Box
or asroot:

mkdi r /opt/ Virtual Box

tar jxf ./install/Virtual Box.tar.bz2 -C /opt/Virtual Box

The sources for VirtualBox's kernel module are provided in the sr ¢ directory. To build the module,
change to the directory and issue

make

If everything builds correctly, issue the following command to install the module to the appropriate
modul e directory:
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sudo nmake install

In case you do not have sudo, switch the user account to root and perform

make install

The Virtua Box kernel module needs a device node to operate. The above make command will tell
you how to create the device node, depending on your Linux system. The procedure is dlightly dif-
ferent for a classical Linux setup with a/ dev directory, a system with the now deprecated devf s
and amodern Linux system with udev.

On certain Linux distributions, you might experience difficulties building the module. Y ou will have
to analyze the error messages from the build system to diagnose the cause of the problems. In gener-
al, make sure that the correct Linux kernel sources are used for the build process.

Note that the user who is going to run VirtualBox needs read and write permission on the Virtual-
Box kernel module device node/ dev/ vboxdr v. You can either define avboxuser s group by en-
tering

groupadd vboxusers

chgrp vboxusers /dev/vboxdrv

chnod 660 /dev/vboxdrv

or, aternatively, smply give all users access (insecure, not recommended!)
chnod 666 /dev/vboxdrv

Y ou should also add any users who will be allowed to use host USB devicesin Virtual Box guests to
the appropriate USB users group for your distribution. This group is often called usb or usbuser s.

Next, you will have to install the system initialization script for the kernel module:
cp /opt/Virtual Box/ vboxdrv.sh /etc/init.d/vboxdrv

(assuming you installed VirtualBox to the / opt / Vi r t ual Box directory) and activate the initializa-
tion script using the right method for your distribution. Y ou should create VirtualBox's configura-
tionfile:

nkdir /etc/vbox
echo I NSTALL_DI R=/opt/ Virtual Box > /etc/vbox/vbox.cfg

and, for convenience, create the following symbolic links:

I'n -sf /opt/Virtual Box/VBox. sh /usr/bin/Virtual Box
I'n -sf /opt/Virtual Box/ VBox. sh /usr/bin/VBoxSVC
I'n -sf /opt/Virtual Box/ VBox. sh /usr/bin/VBoxManage

2.2.3.4. Updating and uninstalling VirtualBox
Before updating or uninstalling VirtualBox, you must terminate any virtual machines which are cur-

rently running and exit the VirtualBox or VBoxSV C applications. To update VirtualBox, simply run
the installer of the updated version. To uninstall VirtualBox, invoke the instaler like this:

sudo ./ Virtual Box. run uninstall

or asroot
./ Virtual Box. run uninstall

To manually uninstall VirtualBox, simply undo the steps in the manual installation in reverse order.

2.2.4. Starting VirtualBox on Linux

To start the VirtualBox graphical user interface, simply start the VirtualBox program. To start the
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command line management interface for virtual machines, start VBoxManage. To start a single vir-
tual machine from the command line, start VBoxSDL. The following chapters explain how to use
these applications.

The following detailed instructions should only be of interest if you wish to execute VirtualBox
without installing it first. You should start by compiling the vboxdr v kernel module (see above)
and inserting it into the Linux kernel. VirtualBox consists of a service daemon (VBoxSVC) and sev-
eral application programs. As aresult, prior to starting one of the VirtualBox application programs,
the service daemon must be started:

export LD LI BRARY_PATH=. ./VBoxSVC

All Virtual Box applications will communicate with the daemon through Unix local domain sockets.
There can be multiple daemon instances under different user accounts and applications can only
communicate with the daemon running under the user account as the application. The local domain
socket resides in a subdirectory of your system's directory for temporary files called
. vbox- <user name>-i pc. In case of communication problems or server startup problems, you may
try to remove this directory.

All VirtualBox applications (Vi rt ual Box, VBoxSDL, VBoxManage and VBoxVRDP) require the
VirtualBox directory to bein the library path:

export LD LI BRARY_PATH=. ./VBoxManage showm nfo "W ndows XP"
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As aready mentioned in Section 1.1, “Virtuaization basics’, VirtualBox allows you to run each of
your guest operating systems on its own virtual computer system. The guest system will run in its
virtual machine (VM) as if it were installed on areal computer, according to the parameters of the
virtual system you have created for it. All software running on the guest system does so as it would
on areal machine.

Y ou have considerable latitude in deciding what virtual hardware will be provided to the guest. The
virtual hardware can be used for communicating with the host system or with other guests. For in-
stance, if you provide VirtualBox with the image of a CD-ROM in an 1SO file, VirtualBox can
present this image to a guest system as if it were a physical CD-ROM. Similarly, you can give a
guest system access to the real network viaits virtual network card, and, if you choose, give the host
system, other guests, or computers on the internet access to the guest system.

VirtualBox comes with many advanced interfaces, which will be described later in this manual:
» Chapter 7, VBoxManage reference explains how to use create, configure, and control virtual ma-
chines completely from the command line.

e Section 6.3, “VBO0xSDL, the simplified VM displayer” explains how to run a single VM at a
time with areduced graphical interface.

* Section 6.4.1, “VBoxVRDP, the headless VRDP server” shows how to run virtual machines re-
motely.

The following introductory sections, however, describe Vi r t ual Box, the graphical user interface,
which isthe simplest way to unleash the power of VirtualBox.

3.1. Starting the graphical user interface

After installing VirtualBox as described in Chapter 2, Installation, on Windows, you can find the
graphical user interface in the "Programs’ menu (under the "VirtualBox™" group); on Linux, you can
type Vi r t ual Box on the command line. Then, awindow like the following should come up:

e InnoTEENVIrtalBox

Eile WM Help

m £ Details | (@) Snapshots
= 4 nes i

New Settings Delete | Start Discard I General =
Name Ubuntu 6.10
0S Type Linux 2.6

Base Memary 512 MB
video Memory 8 MB

Windows Vista Boot Order Floppy, CD/OVD-ROM, Hard
[ saved Disk

) ACPI Enabled
Windows XP

10 APIC Disabled
@ Powered Off

Hard Disks
IDE 0 Master Ubuntu 6.10
[Mormal]

Floppy

Not mounted

#)  CD/DVD-ROM
Mot mounted

fs  Audic
Disabled

=7 Network
Adapter (Slot 0)  NAT

¥ USBE Controller
Disabled

On the l€eft, you can see a pane that lists all the virtual machines you have created so far (three in the
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example above). A row of buttons above it allows you to create new VMs and work on existing
VMs. The pane on the right displays the properties of the virtual machine currently selected, if any.

When you start VirtualBox for the first time, as there is no virtual machine yet, everything will be
empty.

3.2. Creating a virtual machine

Clicking on the "New" button in the user interface will guide you through setting up a new virtual
machine (VM). A wizard will show up:

New Virtial“viachnrme:

S Creat

Welcome to the New Virtual Machine Wizard!

This wizard will guide you through the steps that are
necessary to create a new virtual machine for
WirtualBox.

r Use the Mext button to go the next page of the wizard
and the Back button to return to the previous page.

Cancel

On the following pages, the wizard will ask you for the bare minimum of information that is needed
to createa VM, in particular:

1. A namefor your VM, and the type of operating system (OS) you want to install.

The name is what you will later see in the VirtualBox main window, and what your settings
will be stored under. It is purely informational, but once you have created afew VMs, you will
appreciate if you have given your VMs informative names. "My VM" probably is therefore not
as useful as"Windows XP SP2".

For "Operating System Type", select the operating system that you want to install later. While
this setting presently has no lasting effect, VirtualBox will use this setting to display an operat-
ing system accordingly and also make certain recommendations later based on your selection
(such as the amount of memory and hard disk space to allocate), and future VirtualBox ver-
sions may offer certain system-specific virtualization features. It is therefore recommended to
always set it to the correct value.

2. The amount of memory (RAM) that the virtual machine should have for itself. Every time a
virtual machine is started, VirtualBox will alocate this much memory from your host machine
and present it to the guest operating system, which will report this size as the (virtual) com-
puter'sinstalled RAM.

Note

Choose this setting carefully! The memory you give to the VM will not be available to your
host OS while the VM is running, so do not specify more than you can spare. For example,
if your host machine has 1 GB of RAM and you enter 512 MB as the amount of RAM for a
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particular virtual machine, whilethat VM is running, you will only have 512 MB left for all
the other software software on your host. If you run two VMs at the same time, even more
memory will be allocated for the second VM (which may not even be able to start if that
memory is not available). On the other hand, you should specify as much as your guest OS
(and your applications) will require to run properly.

A Windows XP guest will require at least a few hundred MB RAM to run properly, and Win-
dows Vista will even refuse to install with less than 512 MB. Of course, if you want to run
graphics-intensive applications in your VM, you may require even more RAM.

So, as arule of thumb, if you have 1 GB of RAM or more in your host computer, it is usualy
safe to alocate 512 MB to each VM. But, in any case, make sure you always have at least
256-512 MB of RAM left on your host operating system. Otherwise you may cause your host
OS to excessively swap out memory to your hard disk, effectively bringing your host system to
a standstill.

Aswith the other settings, you can change this setting later, after you have created the VM.
Next, you must specify avirtual hard disk for your VM. There are several ways in which Vir-
tualBox can provide hard disk space to aVM, but the most common way isto use avirtual disk
image (.VDI file) on your "real" hard disk, whose contents VirtualBox presents to your VM as
if it were a complete hard disk.

The wizard presents to you the following window:

O P Create New Virtual' Machime

Virtual Hard Disk

| S€l2Ct @ hard disk image to be used as a boot hard
disk of the virtual machine, You can either select an
image from the drop-down list, create a new hard disk
| using the New button or invoke the Virtual Disk

Manager dialog for more complex actions using the
VDM button.

If you need a more complicated hard disk setup, you
can also skip this step and attach hard disks later
using the WM Settings dialog.

The recommended size of the boot hard disk is 2000
MB.

Boot Hard Disk (Primary Master)

NewHardDisk4.vdi (/media/inno-usb-reiser/project =

MNew... WDM. ..

= Back Cancel

The wizard allows you to create a new virtual hard disk file for the virtual primary hard disk or
use an existing one. Note also that the disk images can be separated from a particular VM, so
even if you delete aVVM, you can keep the .V DI file, or copy it to another host and create a new

VM for it there.
In the wizard, you have the following options:
» If you have previously created any virtua hard disks which have not been attached to other

virtual machines, you can select those from the drop-down list in the wizard window.

e Otherwise, to create anew virtual hard disk, pressthe " New" button.
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* Finaly, for more complicated operations with virtua disks, the "Manage" button will
bring up the Virtual Disk Manager, which is described in more detail in Section 3.5, “The
Virtual Disk Manager”.

Most probably, if you are using VirtualBox for the first time, you will want to create a new

disk image. Hence, press the "New" button.

This brings up another window, the " Create New Virtual Disk Wizard" .
Virtual Box supports two types of VDI files:

* A dynamically expanding file will only grow in size when the guest actually stores data
on its virtual hard disk. It will therefore initially be small on the host hard drive and only
later grow to the size specified asit isfilled with data.

» A fixed-size file will immediately occupy the file specified, even if only a fraction of the
virtual hard disk space is actually in use. While occupying much more space, a fixed-size
fileincurs less overhead and is therefore slightly faster than a dynamically expanding file.

For details about the differences, please refer to Section 5.2.1, “Virtual Disk Image (VDI)
files.

To prevent your physical hard disk from running full, VirtualBox limits the size of the image
file. Still, it needs to be large enough to hold the contents of your operating system and the ap-
plications you want to install -- for a modern Windows or Linux guest, you will probably need
several gigabytes for any serious use:

S P Create New Virtial Ioisk i

Virtual Disk Location and Size

Press the Select button to select the location and
name of the file to store the virtual hard disk image or
type a file name in the entry field.

Image File Name
[ WinXP boot disk &l ‘

Select the size of the virtual hard disk image in
megabytes, This size will be reported to the Guest 05
as the size of the virtual hard disk.

10,85 GB

e R e e o e S
4,00 MB 2,00TB

Image Size ‘

< Back Cancel

After having selected or created your VDI file, again press" Next" to go the next page.

4. After clicking on " Finish", your new VM will be created. Y ou will then seeit in the list on the
left side of the Virtual Box main window, with the name you have entered.

3.3. Basics of virtual machine configuration

When you select a virtual machine from the list of VMs in the main Virtua Box window, you will
see asummary of that VM's settings on the right of the window, under the "Details" tab.

Clicking on the "Settings" button in the toolbar at the top of VirtualBox main window brings up a
detailed window where you can configure many of the properties of the VM that is currently selec-
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ted. But be careful: even though it is possible to change all VM settings after installing a guest oper-

ating system, certain changes might prevent a guest operating system from functioning correctly if
done after installation.

Note

The "Settings" button is disabled while a VM is either in the "running” or "saved" state.
Thisis simply because the settings dialog allows you to change fundamental characteristics
of the virtual computer that is created for your guest operating system, and this operating
system may not take it well when, for example, half of its memory is taken away from un-
der itsfeet. Asaresult, if the "Settings" button is disabled, shut down the current VM first.

VirtualBox provides a plethora of parameters that can be changed for a VM, and even more para-
meters are available through the VBoxManage program; see Chapter 7, VBoxManage reference. The
various settings that can be changed in the "Settings' window are described in detail in in Sec-
tion 5.1, “Virtual machine settings”.

For now, if you have just created an empty VM, you will probably be most interested in the settings
presented by the "CD/DVD-ROM" section if want to make a CD-ROM or a DVD-ROM available
the first time you start it, in order to install your guest operating system.

For this, you have two options:

* If you have actual CD or DVD media from which you want to install your guest operating sys-
tem (e.g. in the case of a Windows installation CD or DVD), put the mediainto your host's CD
or DVD drive.

Then, in the settings dialog, go to the "CD/DVD-ROM" section and select "Host drive" with the
correct drive letter (or, in the case of aLinux host, devicefile).

This will allow your VM to access the media in your host drive, and you can proceed to install
from there.

| 2,6,
Eile WM Help
2 Details | (&) Snapshots
4 = % B %l & %
New Settings Delete | Start Discard | [8 General = l
HTWindows X = Serings’
Ubuntu 6.10 prididiel, L
@ Powered Off |
2 Genera | CD/DVD-ROM ‘
i Windows Vista [@ Hard Disks
U 7 saved Floppy | Mount CD/DVD Drive
®) Host CD/DVD Drive | /dewedram |+
§= Audia
150 Image File
7 Metwork
5 buntu-6.10-desktop-i386.is0 (/media/INNO-USB-FAfisos/ubuntu) |+
& usa ubuntu p-i386.is0 (/media, isos/ubuntu
Mote: CD/DVD Drive is always connected as the Secondary (IDE1) Master
device.
Select a settings category from the list on the left side and move the
mouse over g settings item to get more information.
Help oK Cancel

e If you have downloaded installation media from the Internet in the form of an SO image file
(most probably in the case of a Linux distribution), you would normally burn this file to an
empty CD or DVD and proceed as just described. With VirtualBox however, you can skip this
step and mount the 1SO file directly. VirtualBox will then present this file as a CD or DVD-
ROM drive to the virtual machine, much like it does with virtual hard disk images.

In this case, in the settings dialog, go to the "CD/DVD-ROM" section and select "1SO image
file". This brings up the Virtual Disk Image Manager, where you perform the following steps:
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1. Press the "Add" button to add your ISO file to the list of registered images. This will
present an ordinary file dialog that allows you to find your 1SO file on your host machine.

2. Back to the manager window, select the SO file that you just added and press the " Select”
button. This selects the SO file for your VM.

The Virtual Disk Image Manager is described in detail in Section 3.5, “The Virtual Disk Man-
ager”.

3.4. Running a virtual machine

The "Start" button in the main window starts the virtual machine that is currently selected.

This opens up a new window, and the virtual machine which you selected will boot up. Everything
which would normally be seen on the virtual system's monitor is shown in the window, as can be
seen with theimage in Section 1.1, “Virtualization basics’.

In general, you can use the virtual machine much like you would use a real computer. There are
couple of points worth mentioning however.

3.4.1. Keyboard and mouse support in virtual machines

3.4.1.1. Capturing and releasing keyboard and mouse

Since the operating system in the virtual machine does not "know" that is not running on areal com-
puter, it expects to have exclusive control over your keyboard and mouse. Thisis, however, not the
case since, unless you are running the VM in full-screen mode, your VM needs to share keyboard
and mouse with other applications and possibly other VMs on your host.

Asaresult, initialy after installing a host operating system and before you install the guest additions
(we will explain this in a minute), only one of the two -- your VM or the rest of your computer --
can "own" the keyboard and the mouse. Y ou will see a second mouse pointer which will always be
confined to the limits of the VM window. Basically, you activate the VM by clicking inside it.

To return ownership of keyboard and mouse to your host operating system, VirtualBox reserves a
specia key on your keyboard for itself: the " host key" . By default, this is the right Control key on
your keyboard, but you can change this default in the VirtualBox Global Settings. In any case, the
current setting for the host key is always displayed at the bottom right of your VM window, should
you have forgotten about it:

v

Recyde Bin

1 " 2127
e —
5 dscowor

In detail, all thistrandlates into the following:

* Your keyboard is owned by the VM if the VM window on your host desktop has the keyboard
focus (and then, if you have many windows open in your guest operating system as well, the
window that has the focus in your VM). This means that if you want to type within your VM,
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click on the title bar of your VM window first.

To release keyboard ownership, press the Host key (as explained above, typically the right Con-
trol key).

Note that while the VM owns the keyboard, some key sequences (like Alt-Tab for example) will
no longer be seen by the host, but will go to the guest instead. After you press the host key to
reenabl e the host keyboard, all key presses will go through the host again, so that sequences like
Alt-Tab will no longer reach the guest.

Your mouse is owned by the VM only after you have clicked in the VM window. The host
mouse pointer will disappear, and your mouse will drive the guest's pointer instead of your nor-
mal mouse pointer.

Note that mouse ownership is independent of that of the keyboard: even after you have clicked
on atitlebar to be able to type into the VM window, your mouse is not necessarily owned by the
VM yet.

To release ownership of your mouse by the VM, also press the Host key.

As this behavior can be inconvenient, VirtualBox provides a set of tools and device drivers for guest
systems called the "Virtual Box Guest Additions" which make VM keyboard and mouse operation a
lot more seamless. Most importantly, the Additions will get rid of the second "guest" mouse pointer
and make your host mouse pointer work directly in the guest.

Thiswill be described later in Chapter 4, The VirtualBox Guest Additions.

3.4.1.2. Typing special characters

Operating systems expect certain key combinations to initiate certain procedures. Some of these key
combinations may be difficult to enter into a virtual machine, as there are three candidates as to who
receives keyboard input: the host operating system, VirtualBox, or the guest operating system. Who
of these three receives keypresses depends on a number of factors, including the key itself.

Host operating systems reserve certain key combinations for themselves. For example, it isim-
possible to enter the Ctrl+Alt+Delete combination if you want to reboot the guest operating sys-
tem in your virtua machine, because this key combination is usually hard-wired into the host
OS (both Windows and Linux intercept this), and pressing this key combination will therefore
reboot your host.

Also, with Linux, the key combination Ctrl+Alt+Backspace normally resets the X server (to re-
start the entire graphical user interface in case it got stuck). Asthe X server intercepts this com-
bination, pressing it will usually restart your host graphical userface (and kill all running pro-
grams, including Virtua Box, in the process).

Third, also with Linux, the key combination Ctrl+Alt+Fx (where Fx is one of the function keys
from F1 to F12) normaly allows to to switch between virtual terminals. As with
Ctrl+Alt+Del ete, these combinations are intercepted by the host operating system and therefore
aways switch terminals on the host.

If, instead, you want to send these key combinations to the guest operating system in the virtual
machine, you will need to use one of the following methods:

e Usetheitemsin the"VM" menu of the virtual machine window. There you will find "Insert
Ctrl+Alt+Delete” and "Ctrl+Alt+Backspace”; the latter will only have an effect with Linux
guests, however.

* Press special key combinations with the Host key (normally the right Control key), which
VirtualBox will then translate for the virtual machine:
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» Host key + Del to send Ctrl+Alt+Dél (to reboot the guest);

 Host key + Backspace to send Ctrl+Alt+Backspace (to restart the graphical user inter-
face of aLinux guest);

* Host key + F1 (or other function keys) to simulate Ctrl+Alt+F1 (or other function keys,
i.e. to switch between virtual terminalsin aLinux guest).

» For some other keyboard combinations such as Alt-Tab (to switch between open windows),
VirtualBox allows you to configure whether these combinations will affect the host or the guest,
if avirtual machine currently has the focus. This is a global setting for all virtual machines and
can be found under "File" -> "Global settings' -> "Input" -> "Auto-capture keyboard".

3.4.2. Changing removable media

While a virtual machine is running, you can change removable media from the "Devices' menu of
the VM's window. Here you can select in detail what VirtualBox presents to your VM as a CD,
DVD, or floppy.

The settings are the same as would be available for the VM in the "Settings" dialog of the Virtual-
Box main window, but since that dialog is disabled while the VM isin "running" or "saved" state,
this extra menu saves you from having to shut down and restart the VM every time you want to
change media.

Hence, in the "Devices' menu, VirtualBox allows you to attach the host drive to the guest or select a
floppy or DVD image using the Disk Image Manager, all as described in Section 3.3, “Basics of vir-
tual machine configuration”.

3.4.3. Saving the state of the machine

When you click on the "Close" button of your virtual machine window (at the top right of the win-
dow, just like you would close any other window on your system) (or press the Host key together
with "Q"), VirtualBox asks you whether you want to "save" or "power off" the VM.

T P ClosE Vartaal M achiTie!

I You want to:
®) Save the machine state!

Fower off the machine

Revert to the current shapshot

Help oK Cancel

The difference between these two optionsis crucial. They mean:

» Saving the machine state: With this option, VirtualBox "freezes' the virtual machine by com-
pletely saving its state to your local disk. When you later resume the VM (by again clicking the
"Start" button in the VirtualBox main window), you will find that the VM continues exactly
where it was left off. All your programs will still be open, and your computer resumes operation.

Saving the state of avirtual machine is thus the equivalent of suspending alaptop computer (e.g.
by closing itslid).

» Power off the machine: With this option, VirtualBox also stops running the virtual machine,
but without saving its state. This is equivalent of pulling the power plug on a real computer
without properly shutting down. If you start the machine again after powering it off, your operat-
ing system will have to reboot completely and may begin a lengthy check of its (virtual) system
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disks.

As aresult, this should only be done with care, since it can potentialy cause data loss or an in-
consistent state of the guest system on disk.

The " Discard" button in the main Virtual Box window discards a virtual machine's saved state. This
has the same effect as powering it off, and the same warnings apply.

3.4.4. Snapshots

With VirtualBox's snapshots, you can save a particular state of a virtual machine for later use. At
any later time, you can revert to that state, even though you may have changed the VM considerably
since then.

This is particularly useful for making sure that a guest installation is not damaged by accidental
changes, misbehaving software, or viruses.

Once you have set up the machine the way you want it, smply take a snapshot, and should anything
happen to the installation, you can simply revert to its snapshot state.

Totake a snapshot of your VM, perform the following steps:

1.  You can only take a snapshot if your VM isin the "saved" or "powered off" state (as displayed
next to the VM in the VirtualBox main window). So, if your VM is not running, close it and
have its state saved to disk.

2. Inthe Virtua Box main window, click on the "Snapshots" tab on the top right of the main win-
dow, and then on the small cameraicon (for "Take snapshot").

3. A window will up and ask you to name the snapshot. This name is purely for reference pur-
poses to help you remember the state of the snapshot. For example, a useful name would be
"Fresh installation from scratch, no external drivers'.

4. Your new snapshot will then appear in the list of snapshots under the "Snapshots" tab. Under-
neath, you will see an item called "Current state", signifying that the current state of your VM
isavariation based on the snapshot you took earlier.

(If you later take another snapshot, you will see that they will be displayed in sequence, and
each subsequent snapshot is a derivation of the earlier one.)

Torevert to an earlier snapshot, you click on the "Current state”" item and select "Discard current
state". This will bring the VM back to the state of the nearest (most recent) snapshot. In the same
way, you can merge several earlier snapshotsinto one.

Note

The snapshot reverted to will affect the virtual hard drives that are connected to your VM,
as the entire state of the virtual hard drive will be reverted as well. This means also that all
files that have been created since the snapshot and all other file changes will be lost.

In order to prevent such data loss while still making use of the snapshot feature, it is pos-
sible to add a second hard drive in "write-through" mode using the VBoxManage interface
and use it to store your data. As write-through hard drives are not included in snapshots,
they remain unaltered when a machine is reverted. See Section 5.2, “ Storage in virtual ma-
chines’ for details.

3.5. The Virtual Disk Manager
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VirtualBox keeps an internal registry of all available hard disk, CD/DVD-ROM and floppy disk im-
ages. This registry can be viewed and changed in the Virtual Disk Manager, which you can access
from the "File" menuin the Virtua Box main window:

EVIrtaal I sEVianager

Actions
@ > B
New  Add Remowve Release Refresh

Hard Disks | (&) CD/DVD Images | [E] Floppy Images

Name Virtual Size | Actual Size
target 0,00B 0,008
Ubuntu 6.10 7.81 GE 2,55 GB

= Windows Vista (2).vdi
{653879a5-2e94-49ah-86c0-616108ce097f}. vdi

Wine HPowdi

{ed4T7ae2blf7e2-4ccc-848e-32755fdfsdc} . vdi

/media/inno-usb-reiser/projects/virtualBox/vdis/Ubuntu 6.10
Disk type: Mormal

Storage type: Virtual Disk Image

Attached to: Ubuntu 6.10

Location: Jmediafinno-usb-reiser/projectsvirtualBoxjvdis/Windows XP.vdi

Disk Type:  Mormal Storage Type: Virtual Disk Image
Attached to: Windows XP Snapshot: Snapshot 1
Help oK

Z)

The Disk Image Manager shows you al images that are currently registered with VirtualBox, con-
veniently grouped in three tabs for the three possible formats. These formats are:

* Hard disk imagesin VirtuaBox's own Virtual Disk Image (VDI) format. As mentioned above in
Section 3.2, “Creating a virtual machine”, VirtuaBox creates a guest's virtual hard drive as a
single big VDI file on your host computer's disk. These image files can either be set to expand as
they fill up, or created to always be the size of the virtual disk;

» CD/DVD imagesin standard 1SO format;

» floppy imagesin standard RAW format.

As you can see in the screenshot above, for each image, the Virtual Disk Manager shows you the

full path of the image file and other information, such as the virtual machine the image is currently

attached to, if any. Also, as can be seen in the screenshot, if you have created snapshots for a virtua

machine, additional "differencing" hard disk images may automatically be created; see Sec-

tion 3.4.4, “ Snapshots’ for details.

The Virtual Disk Manager allows you to

» create new hard disk images using the " New" button; thiswill bring up the "Create Disk Image"
wizard already described in Section 3.2, “ Creating a virtual machine’;

» import existing images on your hard drive into VirtualBox using the " Add" button;

* remove an image from the registry (and optionally delete the image file when doing so);

* "release" animage, that is, detach it from avirtual machineif it is currently attached to one as a
virtual hard disk.
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We recommend that you maintain two special folders on your system for keeping images. one for
VDI files (which can, in the case of dynamically expanding images, grow to considerable sizes), and
one for ISO files (which were probably downloaded from the Internet).

VDI files can be copied onto other host systems and imported into virtual machines there, although
certain guest systems (notably Windows 2000 and XP) will require that the new virtual machine be
set up in asimilar way to the old one.

Y ou can also duplicate VDI files on the same host to quickly produce a second virtual machine with
the same operating system setup. However, you should only make copies of virtual disk images us-
ing the utility supplied with Virtual Box; see Section 7.14, “VBoxManage clonevdi”. This is because
VirtualBox assigns a unique identity number (UUID) to each disk image, which is also stored inside
the image, and will refuse to work with two images that use the same number. If you do accidentally
try to reimport a disk image which you copied normally, you can make a second copy using Virtual-
Box's utility and import that instead.

3.6. Deleting virtual machines

The "Delete" button in the main VirtualBox window lets you remove a virtual machine which you
no longer need. All settings for that machine will be lost. However, any hard disk images attached to
the machine will be kept; you can delete those separately using the Disk Image Manager (described
just above).

Y ou cannot delete a machine which has snapshots or is in a saved state, so you must discard these
first.
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Chapter 4. The VirtualBox Guest Additions

The previous chapter covered getting started with VirtualBox and installing operating systems. For
any serious and interactive use, the VirtualBox Guest Additions will make your life much easier by
providing closer integration between host and guest and improving the interactive performance of
guest systems.

4.1. Introduction

As said in Section 1.1, “Virtualization basics’, the Guest Additions are designed to be installed in-
side a virtual machine. They consist of device drivers and system applications for the guest operat-
ing system that optimize the guest for better performance and usability. To install these additions,
you simply provide a specia 1SO file that comes with VirtualBox as a virtual CD-ROM to your
guest operating system and install from there.

VirtualBox presently provides Guest Additions for Windows and Linux guests; if you need support
for other operating systems, please contact InnoTek.

Our Guest Additions offer the following features:

1. Mouse pointer integration. To overcome the limitations for mouse support that were de-
scribed in Section 3.4.1.1, “Capturing and releasing keyboard and mouse”, this provides you
with seamless mouse support. Essentially, a special mouse driver isinstalled in the Windows or
Linux guest that communicates with the "real" mouse driver on your host and moves the guest
mouse pointer accordingly. Y ou will only have one mouse pointer any more, and pressing the
Host key is no longer required to "free" the mouse from being captured by the guest OS.

2. Better video support. While the virtual graphics card the VirtualBox emulates for any guest
operating system provides all the basic features, the custom video driversthat are installed with
the Guest Additions provide you with extra high and non-standard video modes as well as ac-
celerated video performance.

In addition, with Windows guests, when the Guest Additions are installed, you can resize the
virtual machine's window, and the video resolution in the Windows guest will be automatically
adjusted (asif you had manually entered an arbitrary resolution in the guest's display settings).

3. Timesynchronization. With the Guest Additions installed, VirtualBox can much better ensure
that the guest's system time is better synchronized. The problem is that an operating system ex-
pects to have 100% of a computer's time for itself without interference, which is no longer the
case when your VM runs together with your host operating system and possibly other applica-
tions on your host. As a result, your guest operating system's timing will soon be off signific-
antly. The Guest Additions will re-syncronize the time regularly.

4. Shared Folders. These provide an easy way to exchange files between the host and the guest.
Much similar to ordinary Windows network shares, you can tell VirtualBox to treat a certain
folder as a shared folder, and Virtua Box will make it available to the guest operating system as
anetwork share. For details, please refer to Section 5.4, “Folder Sharing”.

5. Automated Windows logons (credentials passing; Windows guests only). For details, please
see Section 8.2, “ Automated Windows Guest Logons (VBoxGINA)”.

4.2. Windows Guest Additions

The Virtual Box Windows Guest Additions are designed to be installed in a virtual machine running
aWindows operating system. The following versions of Windows guests are supported:

* Microsoft Windows NT 4.0 (any service pack)
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e Microsoft Windows 2000 (any service pack)
» Microsoft Windows XP (any service pack)

e Microsoft Windows Server 2003 (any service pack)

Generally, it is strongly recommend to install the Windows Guest Additions.

4.2.1. Installing the Windows Guest Additions

The VirtuaBox Guest Additions are provided as a CD-ROM image file which is caled
VBox@uest Addi ti ons. i so. An easy-to-use installation program will guide you through the setup
process. As VirtuaBox can provide 1SO files as a virtual CD-ROM drive to the Windows guest,
Windows can automatically install these additions.

4.2.1.1. Mounting the Additions ISO file

In the "Devices' menu in the virtual machine's menu bar, VirtualBox has a handy menu item named
"Install guest additions’, which will automatically bring up the Additions in your VM window.

If the menu item does not work, you can perform the following steps manually:

1. Start the virtual machine where you have installed a Windows guest operating system.

2.  Select "Mount CD/DVD-ROM" from the "Devices' menu in the virtual machine's menu bar
and then "CD/DVD-ROM image". This brings up the Virtual Disk Manager described in Sec-
tion 3.5, “The Virtual Disk Manager”.

3. Inthe Virtua Disk Manager, press the "Add" button and browse your host file system for the
VBoxGuest Addi ti ons. i so file

e On aWindows host, you can find this file in the VirtualBox installation directory (usually
under C: \ Program fil es\ I nnoTek Vi rtual Box).

e Onalinux host, you can find thisfile in the addi t i ons folder under where you installed
VirtualBox (usually / opt / Vi r t ual Box- xxx).

4. Back inthe Virtual Disk Manager, select that 1SO file and press the "Select" button. This will
mount the I SO file and present it to your Windows guest as a CD-ROM.

4.2.1.2. Running the installer
Unless you have the Autostart feature disabled in your Windows guest, Windows will now autostart
the VirtualBox Guest Additions installation program from the Additions 1SO. If the Autostart fea-
ture has been turned off, choose set up. exe from the CD/DVD drive inside the guest to start the in-
staller.

The installer will add several device drivers to the Windows driver database and then invoke the
hardware detection wizard.

Depending on your configuration, it might display warnings that the drivers are not digitally signed.
Y ou must confirm these in order to continue the installation and properly install the Additions.

After installation, reboot your guest operating system to activate the Additions.

4.2.2. Updating the Windows Guest Additions

Windows Guest Additions can be updated by running the installation program again, as previously
described. Thiswill then replace the previous Additions drivers with updated versions.
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Alternatively, you may also open the Windows Device Manager and select "Update driver..." for
two devices:

1. theVirtualBox Graphics Adapter and

2. theVirtuaBox System Device.

For each, choose to provide your own driver and use "Have Disk" to point the wizard to the CD-
ROM drive with the Guest Additions.

4.2.3. Unattended Installation

In order to allow for completely unattended guest installations of Windows 2000 and XP, the Guest
Additions driver files have been put separately on the Additions 1SO file. Just like with other third-
party drivers, the files have to be copied to the OEM directory of Windows. Using the PCI hardware
detection, they will then be recognized and installed automatically.

4.3. Linux Guest Additions

Like the Windows Guest Additions, the VirtualBox Guest Additions for Linux take the form of a set
of device drivers and system applications which may be installed in the guest operating system.

Thefollowing Linux distributions are officially supported:

* FedoraCore4 and 5

* Redhat Enterprise Linux 3 and 4

 SUSELinux9and 10

* Ubuntu 5.10 and 6.06

Other distributions may work if they are based on comparable software releases. If you require such
support, please contact InnoTek.

Aswith Windows guests, we recommend installation of the VirtualBox Guest Additions for Linux.

4.3.1. Installing the Linux Guest Additions

The VirtualBox Guest Additions for Linux are provided on the same 1SO CD-ROM as the Additions
for Windows described above. They also come with an installation program guiding you through the
setup process, athough, due to the significant differences between Linux distributions, installation
may be dlightly more complex.

Installation involves the following steps:

1. Beforeinstaling the Guest Additions, you will have to prepare your guest system for building
external kernel modules. This is exactly the same process as described in Section 2.2.2,
“Support for external kernel modules’, except that this step must now be performed in your
Linux guest instead of on a Linux host system, as described there.

2. Mount the VBoxGuest Addi ti ons. i so file as your Linux guest's virtual CD-ROM drive, ex-
actly the same way as described for a Windows guest in Section 4.2.1.1, “Mounting the Addi-
tions ISO file”.

3. Changeto the directory where your CD-ROM drive is mounted and execute as root:

sh . /VBoxLi nuxAddi ti ons. run
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The VirtualBox Guest Additions contain several different drivers. If for any reason you do not wish
to install them all, you can specify the ones which you wish on the command line - for example

sh ./VBoxAdditions.run x11

to install the X Window graphic drivers. Type in the command
sh ./VBoxAdditions.run help

for more information.

4.3.2. Video acceleration and high resolution graphics modes

In Linux guests, VirtualBox video acceleration is available through the X Window System. Typic-
ally, in today's Linux distributions, this will be the X.Org server. During the installation process, X
will be set up to use the VirtualBox video driver, using whatever graphics modes were set up before
the installation. If these modes do not suit your requirements, you can change your setup by editing
the configuration file of the X server, usually found in/ et ¢/ X11/ xor g. conf .

VirtualBox can use any default X graphics mode which fits into the virtual video memory allocated
to the virtual machine, as described in Section 5.1.1, “General settings’. Y ou can also add your own
modes to the Monitor section of the X server configuration file. VirtualBox will accept any modes
acceptable to X with a vertical refresh of at least 1 Hz, a horizontal refresh of at least 1 kHz and a
horizontal resolution which is amultiple of eight.

An example of amode line for a’5120x1024 graphics mode would be:

ModeLi ne "5120x1024" 25 5120 5121 5122 5123 1024 1025 1026 1027

4.3.3. Updating the Linux Guest Additions

The Guest Additions can simply be updated by going through the installation procedure again with
an updated CD-ROM image. This will replace the drivers with updated versions. Y ou should reboot
after updating the Guest Additions.
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5.1. Virtual machine settings

Below we describe the various settings that are available for each VM.

Most of these settings are available in the settings window after selecting a virtual machine in the
VirtualBox main window and clicking on the "Settings' button. To keep the user interface simple,
those of the following settings which are not as commonly used are not shown in that settings win-
dow. They are, however, available through VBoxManage and will be described in Chapter 7, VBox-
Manage reference later.

5.1.1. General settings

In the Settings window, under "Genera", you can configure the most fundamental aspects of the vir-
tual machine such as memory and essential hardware. The following settings are available;

Name The name under which the VM is shown in the list of VMs in
the main window. Under this name, VirtuaBox also saves the
VM's configuration files. By changing the name, VirtualBox re-
names these files as well. As a result, you can only use charac-
ters which are allowed in your host operating system's file
names.

Note that internaly, VirtualBox uses unique identifiers (UUIDs)
to identify virtual machines. You can display these with VBox-
Manage.

OS Type The type of the guest operating system that is (or will be) in-
stalled in the VM. This is the same setting that was specified in
the "New Virtual Machine" wizard, as described with Sec-
tion 3.2, “Creating a virtual machine” above.

Memory size (RAM) The amount of RAM that is allocated and given to the VM when
it is running. The specified amount of memory will be alocated
from the host operating system (from resident memory so it
must be available or made available as free memory on the host
when attempting to start the VM and will not be available to the
host while the VM is running). Again, this is the same setting
that was specified in the "New Virtual Machine" wizard, as de-
scribed with guidelines under Section 3.2, “Creating a virtual
machine” above.

Generdly, it is possible to change the memory size after in-
stalling the guest operating system (provided you do not reduce
the memory to an amount where the operating system would no
longer boot).

Note

As Microsoft Windows' activation mechanism is sensitive to some hardware changes, if
you are changing settings for a Windows guest, some of these changes may trigger a re-
quest for another activation with Microsoft.

Video memory size Size of the memory provided by the virtual graphics card avail-
able to the guest, in MB. As with the main memory, the spe-
cified amount will be allocated from the host's resident memory.
Based on the amount of video memory, higher resolutions and
color depths may be available, but for most setups, the default
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video memory size of 8MB should be sufficient.

Boot order This setting determines the order in which the guest operating
system will attempt to boot from the various virtual boot
devices. Analogous to areal PC's BIOS setting, VirtualBox can
tell a guest OS to start from the virtual floppy, the virtual CD/
DVD drive, the virtual hard drive (each of these as defined by
the other VM settings), or none of these.

With VBoxManage nodifyvm -boot<1-4>, you can aso
configure a VM to boot from the network. See Section 7.5,
“VBoxManage modifyvm”.

Enable ACPI VirtualBox can present the Advanced Configuration and Power
Interface (ACPI) to the guest operating system for configuring
the virtual hardware. In addition, via ACPI, VirtualBox can
present the host's power status information to the guest.

ACPI isthe current industry standard to allow operating systems
to recognize hardware, configure motherboards and other
devices and manage power. As all modern PCs contain this fea-
ture and Windows and Linux have been supporting it for years,
it is also enabled by default in Virtua Box.

Note that all Windows operating systems starting with Windows
2000 ingtall different kernels depending on whether ACPI is
available, so ACPl must not be turned off after installation.
Turning it on after installation will have no effect however.

Enable /O APIC Advanced Programmable Interrupt Controllers (APICs) are a
newer x86 hardware feature that have replaced old-style Pro-
grammable Interrupt Controllers (PICs) in recent years. With an
I/0 APIC, operating systems can use more than 16 interrupt re-
quests (IRQs) and therefore avoid IRQ sharing for improved re-
ligbility.

However, software support for 1/0 APICs has been unreliable
with some operating systems other than Windows. Also, the use
of an I/0O APIC dightly increases the overhead of virtualization
and therefore slows down the guest OS alittle.

Note that all Windows operating systems starting with Windows
2000 ingtal different kernels depending on whether an 1/0O
APIC is available. As with ACPI, the I/O APIC therefore must
not be turned off after installation of a Windows guest OS.
Turning it on after installation will have no effect however.

Snapshot folder By default, VirtualBox saves snapshot data together with your
other VirtualBox configuration data (on Linux hosts, this is
~.Virtual Box/Machines/<svmname>/Snapshots). With this set-
ting, you can specify any other folder for each VM.

BIOS logo cutomization By default, when the virtual machine starts up, VirtualBox dis-

plays the InnoTek company logo. With VBoxManage, you can
change this logo to one of your choosing.

5.1.2. Hard disks

In the VM Settings window, the "Hard Disks" section allows you to connect up to three virtual hard
disk images to your virtual machine.

As with areal PC, VirtualBox's IDE support offers you two IDE controllers, each with a "master”
and a "dlave" connection. With one of these four connectors being reserved to the CD-ROM/DVD
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drive (see below), that leaves you with three possible hard disks, each represented by one virtual
disk image (.VDI file).

The settings of the first disk ("Primary Master") are initially set by the "Create VM" wizard. Nor-
mally, you will stick with this setting for the rest of a VM's lifetime. Y ou may, however, freely re-
move, add and exchange virtual hard drives after the machine has been set up. For example, if you
wish to copy some files from another virtual disk that you created, you can connect that disk as a
second hard disk.

To connect an additional disk, select the corresponding checkbox and click on the folder icon on the
right to bring up the Virtual Disk Image Manager. To remove a virtual disk, simply uncheck the ap-
propriate checkbox. To replace a hard drive with a different one, click on the folder icon for that
drive and select or create anew one using the Virtual Disk Manager.

For more information, please see Section 3.5, “The Virtual Disk Manager” and Section 5.2.1,
“Virtual Disk Image (VDI) files”.

5.1.3. CD/DVD-ROM and floppy settings

In the VM Settings window, the settings in these two categories determine what VirtualBox
provides as a floppy disk and as a CD/DVD-ROM drive to your VM's guest operating system. For
both the floppy and and CD/DVD-ROM categories, the following options are available:

* Not mounted: The virtual device is presented as empty, that is, no floppy (or no CD/
DVD-ROM) is present.

e Host drive: The physical device of the host computer is connected to the VM, so that the guest
operating system can read from and write to your physical device. Thisis, for instance, useful if
you want to install Windows from areal installation CD. In this case, select from the drop-down
list the drive letter (or, on the Linux host, the device) of your host drive.

* Imagefile: Quite similar to virtual hard disks, this presents a file on your host as a device to the
guest operating system. To use an image file, you must first import it into the Virtual Disk Man-
ager; see Section 3.5, “The Virtual Disk Manager”. The image file format varies depending on
the type of device:

« For floppies, the file must be in raw format.

* For CD- and DVD-ROMs, the file must be in 1SO format. Most commonly, you will select
this option when installing an operating system from an ISO file that you have obtained from
the Internet. For example, most Linux distributions are available in this way.

All these settings can be changed while the guest is running. Since the "Settings" dialog is not avail-
able at that time, you can also access these settings from the "Devices' menu of your virtual ma-
chine window.

Note

The identification string of the drive provided to the guest (which is displayed by some
configuration tools such as the Windows Device Manager) is aways "VBOX CD-ROM",
irrespective of the current configuration of the virtual drive. Thisisto prevent hardware de-
tection from being triggered in the guest operating system every time the configuration is
changed.

Using the host drive normally provides a read-only drive to the guest. As an experimental feature
(which currently works for data only, audio is not supported), it is possible to give the guest access
to the CD/DV D writing features of the host drive (if available):

VBoxManage nodi f yvm <vmmane> - dvdpasst hr ough on
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See also Section 7.5, “VBoxManage modifyvm”.

5.1.4. Audio settings

The "Audio" section in a virtual machine's Settings window determines whether the VM will see a
sound card connected, and whether the audio output should be heard on the host system.

If audio is enabled for a guest, VirtualBox simulates an Intel AC'97 controller for the virtual ma-
chine. In that case, you can select what audio driver VirtualBox will use on the host. On Linux
hosts, you can select between the OSS or the ALSA subsystem.

5.1.5. Network settings

The "Network" section in avirtual machine's Settings window allows you to configure how Virtual-
Box presents virtual network cardsto your VM, and how they operate.

VirtualBox can simulate up to four virtua network cards for a virtua machine. These cards are
presented as AMD PCNet cards, which most current operating systems (as well as GNU GRUB)
support out of the box, without needing extra drivers.

Note

Unfortunately, Windows Vistais now an exception and requires manual driver installation;
see Section 10.2.4, “No networking in Windows Vista guests’.

When you first create a virtual machine, VirtualBox enables one of these four cards and selects "Net-
work Address Trandation (NAT)" for it. This way the the guest can connect to the outside world us-
ing the host's networking, but it does not alow the host or other physical machines to make new
connections to the guest (other than answering requests sent by the guest).

In other words, the default settings are good enough for supporting the most common Internet ser-
vices (surfing, downloading and e-mail) in the guest. For details about the more advanced Network-
ing settings, please see Section 5.3, “Networking in virtual machines’.

5.1.6. USB support
5.1.6.1. USB settings

The "USB" section in a virtual machine's Settings window alows you to configure VirtuaBox's
sophisticated USB support.

VirtualBox can allow virtual machines to access the USB devices on your host directly. To achieve
this, VirtualBox presents to the guest operating system a virtual USB controller. As soon as the
guest system starts using a USB device, it will appear as unavailable on the host.

Note

Be careful with USB devices that are currently in use on the host! For example, if you al-
low your guest to connect to your USB hard disk that is currently mounted on the host,
when the guest is activated, it will be disconnected from the without a proper shutdown.
This may cause data loss.

In addition to allowing a guest access to your local USB devices, VirtuaBox even allows your
guests to connect to remote USB devices by use of the VRDP protocol. For details about this, see
Section 6.4.3, “Remote USB”.

In the Settings dialog, you can first configure whether USB is available in the guest at al. If so, you
can determine in detail which devices are available. For this, you must create so-called "filters' by
specifying certain properties of the USB device.

Clicking on the "+" button to the right of the "USB Device Filters' window creates a new filter.
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You can give the filter a name (for referencing it later) and specify the filter criteria. The more cri-
teria you specify, the more precisely devices will be selected. For instance, if you specify only a
vendor ID of 046d, all devices produced by Logitech will be available to the guest. If you fill in all
fields, on the other hand, the filter will only apply to a particular device model from a particular
vendor, and not even to other devices of the same type with adifferent revision and serial number.

In detail, the following criteria are available:

1. Vendor and product ID. With USB, each vendor of USB products carries an identification
number that is unique world-wide, the "vendor ID". Similarly, each line of products is assigned
a"product ID" number. Both numbers are commonly written in hexadecimal (that is, they are
composed of the numbers 0-9 and the letters A-F), and a colon separates the vendor from the
product ID. For example, 046d: c016 stands for Logitech as a vendor, and the "M-UV69a Op-
tical Wheel Mouse" product.

Alternatively, you can also specify " Manufacturer" and " Product” by name.

To list al the USB devices that are connected to your host machine with their respective
vendor and product IDs, you can use the following command (see Chapter 7, VBoxManage ref-
erence):

VBoxManage |i st usbhost

On Windows, you can also see all USB devices that are attached to your system in the Device
Manager. On Linux, you can use thel susb command.

2. Serial number. While vendor and product ID are aready quite specific to identify USB
devices, if you have two identical devices of the same brand and product line, you will also
need their serial numbers to filter them out correctly.

3. Remote. This setting specifies whether the device will be local only, or remote only (over
VRDP), or either.

On a Windows host, you will need to unplug and reconnect a USB device to use it after creating a
filter for it.

As an example, you could create a new USB filter and specify a vendor ID of 046d (Logitech, Inc),
amanufacturer index of 1, and "not remote". Then any USB devices on the host system produced by
Logitech, Inc with a manufacturer index of 1 will be visible to the guest system.

Severd filters can select a single device -- for example, a filter which selects al Logitech devices,
and one which selects a particular webcam.

Y ou can deactivate filters without deleting them by clicking in the checkbox next to the filter name.

5.1.6.2. Implementation notes

On Windows hosts, two kernel mode device drivers provide USB proxy support. A USB filter driver
allows VirtualBox to capture devices when they are plugged in. Installing, uninstalling and updating
thisfilter requires a system restart. A second USB device driver then claims USB devices and makes
them available to avirtual machine. After defining a USB device filter for aVVM, the device needs to
be replugged once for VirtualBox to claim it. Also, you might have to confirm a driver signing
warning when starting a VM with assigned USB devices.

On Linux hosts, VirtualBox accesses USB devices on Linux through the usbf s file system. There-
fore, the user executing VirtualBox needs read and write permission to the USB file system. Most
distributions provide a group (e.g. usbusers) which the VirtuaBox user needs to be added to.
Also, VirtualBox can only proxy to virtual machines USB devices which are not claimed by a Linux
host USB driver. Please refer to the dri ver = entry in / proc/ bus/ usb/ devi ces to see which
devices are claimed.
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5.2. Storage in virtual machines
5.2.1. Virtual Disk Image (VDI) files

VirtualBox implements a custom container format for guest hard disks -- Virtual Disk Image (VDI)
files.

The VDI files reside on the host system and are seen by the guest systems as hard disks of a certain
geometry. When creating an image, its size has to be specified which determines this fixed geo-
metry. It is therefore not possible to change the size of the virtual hard disk later.

As briefly mentioned in Section 3.2, “Creating a virtual machine”, there are two options of how to
create the image: fixed-size or dynamically expanding.

» If you create afixed-size image of e.g. 10 GB, a VDI file of roughly the same size will be cre-
ated immediately on your host system.

» For more flexible storage management, use a dynamically expanding image. Thiswill initially
be very small and not occupy any space for unused virtual disk sectors, but the image file will
grow every time a disk sector is written to for the first time. While this format takes less space
initially, the fact that VirtualBox needs to constantly expand the image file consumes additional
computing resources, so until the disk has fully expanded, write operations are slower than with
fixed size disks. However, after a dynamic disk has fully expanded, the performance penalty for
read and write operationsis negligible.

For either of the above two image types (that is, irrespective of whether an image is fixed-size or dy-
namically expanding), you can also specify whether write operations affect the image directly.

1. With normal images (the default setting), there are no restrictions on how guests can read from
and write to the disk. Because of this, a normal hard disk can only be attached to a single virtu-
al machine at any given time (although you can detach them from aVM and attach them to an-
other).

When you take a snapshot of your virtual machine as described in Section 3.4.4, “ Snapshots’,
the state of such a"normal hard disk" will be recorded together with the snapshot, and when re-
verting to the snapshot, its state will be fully reset.

2. By contrast, immutable images are read-only and can be used from multiple virtual machines
simultaneously. Write accesses to immutable hard disks will be directed to a special differen-
cing disk image which VirtualBox creates automatically. However, when you shut down the
VM to which the immutable disk is attached, the changes in the differencing disk will be com-
pletely discarded.

Of course, creating a virtual disk image as immutable makes no sense, because then the hard
disk would always be reset to an empty state when the VM is shut down to which it is attached.
Hence, you will ordinarily create a"normal" virtual disk image and then, when its contents are
deemed useful, then mark it immutable.

To mark a disk image as "immutable”, use the VBoxManage nodi f yvdi command; see Sec-
tion 7.13, “VBoxManage modifyvdi”.

3.  Finaly, write-through hard disks are like normal hard disks in that they fully support read
and write operations also. However, their state is not saved when a snapshot is taken, and not
restored when aVM's state is reverted.

To create a disk image as "write-through, use the VBoxManage creat evdi command; see
Section 7.12, “VBoxManage createvdi”. To mark an existing image as write-through, use
VBoxManage nodi f yvdi ; see Section 7.13, “VBoxManage modifyvdi”.
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To illustrate the differences between the various types with respect to snapshots: You have installed
your guest operating system in your VM, and you have taken a snapshot. Imagine you have acci-
dentally infected your VM with a virus and would like to go back to the snapshot. With a normal
hard disk image, you simply revert the state of the VM, and the earlier state of your hard disk image
will be restored as well (and your virus infection will be undone). With an immutable hard disk, ir-
respective of the snapshot, all it takes is to shut down your VM, and the virus infection will be dis-
carded. With a write-through image however, you cannot easily undo the virus infection by means
of virtualization, but will have to disinfect your virtual machine like areal computer.

Still, you might find write-though images useful if you want to preserve critical data irrespective of
snapshots, and since you can attach more than one VDI to a VM, you may want to have one immut-
able for the operating system and one write-through for your data files.

5.2.2.iSCSI servers

iSCSI stands for "Internet SCSI" and is a standard that allows for using the SCSI* protocol over In-
ternet (TCP/IP) connections. Especially with the advent of Gigabit Ethernet, it has become afford-
able to attach iSCSI storage servers simply as remote hard disks to a computer network. In iSCSI
terminology, the server providing storage resources is called an "iSCSI target”, while the client con-
necting to the server and accessing its resourcesis called "iSCS! initiator".

VirtualBox is unique on the virtualization market in that it can transparently present iSCSI remote
storage to a virtual machine as a virtual hard disk. The guest operating system will not see any dif-
ference between a virtual disk image (VDI file) and an iSCSI target. To achieve this, VirtualBox has
an integrated i SCSI initiator.

VirtualBox's iSCS| support has been developed according to the iSCSI standard and should work
with all standard-conforming iSCSI targets. To use an iSCSi target with VirtualBox, you must first
register it as a virtual hard disk with VBoxManage; see Section 7.15, “VBoxManage addiscsidisk”.

The target will show up in the list of disk images, as described in Section 3.5, “The Virtual Disk
Manager”, and can thus be attached to one of the VM's three hard disk slots the usual way.

Note
As opposed to the VDI files described previously, the type of iSCSI targets cannot be "nor-

mal" or "immutable”, but will always be set to "write through". This means that their state
is not saved or reverted with snapshots.

5.3. Networking in virtual machines

As briefly mentioned in Section 5.1.5, “Network settings’, VirtualBox provides up to four virtual
PCI Ethernet cards for each virtual machine.

Each of these adapters can be separately configured in one of the following four modes:

Not attached

Network Address Trandation

Host Interface Networking

Internal Networking

scsl, in turn, is the "Small Computer System Interface” and is an established industry standard for data transfer between
devices, notably storage devices. Established as early as 1986, SCS is still used for connecting hard disks and tape devices
even today. Especially in the PC market, however, it competed with other data transfer standards such as IDE. It is till in
common use in workstations and servers.
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The following sections describe the avail able network modes.

5.3.1. Not attached

When a virtual network card's mode is set to "Not attached", VirtualBox reports to the guest that a
network card is present, but that there is no connection -- as if no Ethernet cable was plugged into
the card. This way it is possible to "pull" the virtual Ethernet cable and disrupt the connection,
which can be useful to inform a guest operating system that no network connection is available and
enforce areconfiguration.

5.3.2. Network Address Translation (NAT)

Network Address Trandation is the simplest way of accessing an external network from a virtual
machine. Usualy, it does not require any configuration on the host network and guest system.

In NAT mode, the guest operating system receives its network configuration from an DHCP server
that isintegrated into VirtualBox. The network frames from the guest operating system are analyzed
by VirtualBox's NAT engine, the TCP/IP data is extracted, and the host operating system's TCP/IP
engine is then used to send the translated data.

However, VirtuaBox's NAT engine by default only permits outgoing TCP/IP connections (TCP and
UDP). It is therefore not possible to establish connections from the external network (including the
host machine) to the virtual machine.

NAT is good enough for surfing the Internet, downloading files, and receiving e-mail in the guest
operating system. As you cannot, however, establish new connections to the guest with the default
configuration, you cannot run a server inside the guest. This also means that folders declared as
"shared" with Windows Networking (SMB) will not be found from outside the virtual machine. If
you require these, you will either need to configure incoming TCP/UDP port mappings for NAT or
use one of the more advanced (but more complicated) network setups from the following sections.

Incoming NAT connections can be configured with the command line tool VBoxManage. For NAT,
the guest needs to share the port number space of the guest. Therefore you need to define on which
host port a particular guest port should be mapped. If the host doesn't itself run a server using a par-
ticular port, the port can be used by the guest. An example how to set up incoming NAT connec-
tionsto assh server on the guest requires the following three commands:

VBoxManage setextradata "Linux CGuest"

"VBoxI nt er nal / Devi ces/ pcnet / 0/ LUN#0/ Confi g/ ssh/ UDP" 0O
VBoxManage setextradata "Linux CGuest"

"VBoxI nt er nal / Devi ces/ pcnet / 0/ LUN#O/ Confi g/ ssh/ Guest Port" 22
VBoxManage setextradata "Linux Cuest™

"VBoxI nt er nal / Devi ces/ pcnet / 0/ LUN#O/ Confi g/ ssh/ Host Port" 2222

The ssh name is an arbitrary name for a particular mapping. With that configuration in place, al
connections to the host, port 2222 should be forwarded to the guest, port 22. To remove a mapping,
run the same commands, but without the value parameter (e.g. the 2222).

It is not possible to configure incoming NAT connections while the VM is running. However you
can change the settings for aVVM which is currently saved (or powered off at a snapshot).

Note

ICMP (a protocol used e.g. by the pi ng utility) is supported in a very limited fashion. You
will only get a response from 10.0.2.2 (the NAT IP of the host) and 10.0.2.15 (the NAT IP
of the guest).

VirtualBox supports configuring more than one card of a VM to use NAT networking. Thefirst card
gets the network 10.0.2.0, the second card gets the network 10.0.3.0 and so on.

5.3.3. Host Interface Networking

With Host Interface Networking, VirtualBox creates a new host networking interface for a guest's
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virtual network card. In other words, the virtual network card of the guest is also represented as if
another network card was plugged into the host system.

With Host Interface Networking, your virtual machines can be accessed from other computers and
the Internet. As opposed to with NAT that we described just above, you can therefore run server
software in your VMs. Also, network protocols other than TCP/IP are supported.

The following general rules apply to host networking:

1. A host interface must be created statically on the host before being attached to a virtual ma-
chine's virtual networking card. (Alternatively, on Linux hosts, interfaces can aso be created
dynamically by VirtualBox.)

2. A host interface can only be connected to one virtual network card at atime.

3. Even though host interfaces are created on the host, they must be configured only from within
the guest. Do not set network parameters from the host.

Also, generally speaking, there are two ways in which your new host interface can gain access to the
network traffic for the virtual machine:

* With TCP/IP routing, the standard mechanisms for TCP/IP routing apply. Most probably, you
give the new host interface its own |P address and then set up a route from the host interface to
your real network interface (and back) with the r out e command. With this method, you have to
define an identical IP configuration on both the guest and the host interface and configure the
correct routing rules on the host.

Since most host network interfaces are not normally configured to support this, however, routing
requires a thorough understanding of TCP/IP networking and will not be covered here. Virtual-
Box does support it though, and if you require support for it, do not hesitate to contact InnoTek.

» With Ethernet bridging, by contrast, you can sort of split a physical network adapter into two by
switching it into the so-called "promiscuous’ mode. This means that the network adapter will
also accept packages (ethernet frames) for MAC addresses other than its own, as well as send
out packets with a MAC address other than its own. By establishing a second, "virtual" MAC
address for the guest, you can make your network adapter act asif it was really two network ad-
apters.

In some network environments, measures have been taken to prevent a client connected to an Ether-
net switch from using more than one source MAC address on a single Ethernet port by temporarily
blocking communication on the switch port. These setups are not compatible with Host Interface
Networking in bridging mode.

Warning

Setting up bridging will break your current network connectivity temporarily, until the
bridge has been configured correctly. This must be taken into account especially when set-
ting up VirtualBox on aremote system. Generally bridging (just like setting up routing) re-
quires in-depth knowledge of networking concepts and the utilities involved to configure
the network setup. Incorrect use can lead to loss of network connectivity. Use with caution.

5.3.3.1. Bridging on Windows hosts
When you install VirtualBox on the Windows host, a specia networking driver is installed together
with the rest of VirtualBox. This driver, the VirtualBox Host Interface NDIS driver, can be used to
create additional host interfaces.

Use the VBox Manage tool to create new host interfaces on your Windows system:

VBoxManage createhostif "VML external"
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Each new host interface thus created appears as an additional network card in your standard "Net-
work Connections' properties.

Note

If your host is running Windows XP or newer, you can aso use the built-in bridging fea-
ture to connect your host interfaces to your physical network card. After creating the de-
sired host interfaces, select your physical network adapter in the Network Connections
folder and the desired host interface adapters and select "Bridge connections' from the
popup menu. Note that you have to transfer your network configuration from your physical
network adapter to the network bridge because your physical network adapter will only
function as a transport medium in your bridge setup. When more than one connection is
active on a bridge, Windows will automatically put your physical Ethernet adapter into
promiscuous mode so that it will receive network data for all bridged connections.

After you have created your new host interface this way, you can select "Host Interface” as the net-
working mode in a virtual machine's Settings window and select the new interface in the "Interface
name" drop-down list. With the above example, this drop-down list would contain "VM1 external”.

5.3.3.2. Bridging on Linux hosts

On Linux, we have implemented Host Interface Networking with the Linux kernel's own TAP inter-
faces. Therefore, make sure that your Linux kernel has support for TUN/TAP enabled. Additional
drivers are then not required.

With TAP, the Linux kernel can simulate Ethernet interfaces that, instead of being attached to net-
working hardware, communicate with user-space programs -- in our case, VirtualBox. The TAP in-
terfaces therefore appear like physical network interfaces (e.g. et h0) on your system.

Note

TAP is an Ethernet methodology and therefore independent of TCP/IP networking. When
you set up TAP devices on your host, you therefore do not need to set TCP/IP configura-
tion (such as a I P address and netmask) on it.

For information how to create TAP devices, please refer to the documentation of your distribution.

Often, this can be accomplished using the t unct | utility, which is part of the User Mode Linux

project. For example, on Gentoo Linux, this can be found in the sys- apps/ user node- utilities

package.

Bridging, then, is afeature provided by the Linux kernel and can be controlled with the br ct | com-

mand from another utility package. For example, on Gentoo, this can be found in the net -

m sc/ bridge-utils package.

Now, to make things even more complicated, there are two ways these interfaces can be created:

1. Asdescribed for Windows hosts above, it is possible to define static, persistent TAP interfaces
on the Linux host and make them available to Virtual Box.

2. You can also have VirtualBox create TAP interfaces dynamically each time a VM starts, and
destroyed when the VM stops.

We shall describe both methods bel ow.

5.3.3.2.1. Static TAP interfaces

After creating anew TAP interface, you will have to create an ethernet bridge, put your Ethernet ad-

apter into promiscous mode so that it can accept frames for other interfaces as well, add it to the

bridge and then transfer the network configuration of your Ethernet adapter to the bridge.

To create a TUN device and bridge it, perform the following steps as root:
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1. Asroot, runt unct!| to create anew TAP interface:

tunctl -t tapl -u <usernane>
where <user nane> is the user who wantsto run VirtualBox with the new bridge.
2. Create anew bridge, which we will cal br 0:
brctl addbr brO
3. Put your network adapter in promiscuous mode so that it will accept Ethernet frames for MAC
addresses other than its own:
ifconfig ethO 0.0.0.0 prom sc
Y ou will lose network connectivity on ethO at this point.
4. Add your network adapter to the bridge:
brctl addif br0O ethO

5. Transfer the network configuration of your ethernet adapter to the bridge (the following ex-
ample assumes your network adapter is configured with DHCP):

dhclient broO

Y our physical Ethernet adapter will now merely act as a transport medium for the bridge.

For configurations where the network adapter is configured statically, you need to setup brO ex-
actly as you would have set up ethO. At this point the host should have network connectivity

again.
6. Addthenew TAP deviceto the bridge aswell:
brctl addif br0O tapl

7. Activate the new TAP device:

ifconfig tapl up

After this, you can now specify t ap1 in the settings of your virtual machine, as if it were areal net-
work adapter.

Note

In order to use a static TAP interface, the VirtualBox process needs to have write access to
/ dev/ net / t un. Either make sure the access hits allow access or add the user of the Virtu-
alBox process to the group owning that devicefile.

5.3.3.2.2. Dynamically created TAP interfaces

With this method, VirtualBox will create a TAP device every time the VM is started, and destroy
the TAP device again when the VM is no longer running.

Note

In order to create a dynamic TAP interface, the VirtualBox process needs to have write ac-
cessto/ dev/ net / t un. Either make sure the access bits allow access or add the user of the
VirtualBox process to the group owning that device file.

As with the static interfaces described previously, the dynamically created TAP interfaces require a
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networking bridge and your Ethernet adapter in promiscous mode. However, as opposed to the con-
figuration for static devices, bridging with dynamically created devices effectively consists of two
components:

1. Thereisone part that sets up an Ethernet bridge and puts your Ethernet controller in promiscu-
ous mode; this needs to be performed only once after startup. For a setup with et h0 and DH-
CP, the following commands (run as root) will perform these steps:

/sbin/brctl addbr brO
/sbin/ifconfig ethO 0.0.0.0 prom sc
/sbin/brctl addif br0 ethO

/ sbin/dhclient bro

2. A second part must be run by VirtualBox every time the TAP interface is created and des-
troyed, to add the interface to the bridge or remove it from the bridge, respectively. Since the
names of the TAP interfaces (and your bridge) are not known at the time you are configuring
your VM, VirtualBox instead calls two scripts that configure the TAP interfaces:

a.  asetup script, which will be called by VirtualBox during VM startup, right after it has
created the TAP interface; this script must then bring up that TAP interface (using i f -
confi g up) and add it to the bridge you have set up;

b. optionally, atermination script, which VirtualBox will call prior to destroying the TAP
interface again.

So instead of adding a static TAP interface name to the bridge (as described earlier), you must
supply one or two scripts that do this for the TAP devices created by VirtualBox. These scripts
each receive two parameters:

a. theinterface file descriptor (numeric value >= 0)
b. theTAPinterface name (typically fromt ap0 tot apx)

Using the following TAP setup script for the above bridge configuration, the dynamically cre-
ated host interface will be added to the bridge. Note that bridge manipulation requires root per-
missions.

#!/bin/sh
sudo /shin/ifconfig $2 up
sudo /sbin/brctl addif br0o $2

The corresponding termination script looks as follows:

#!/bin/sh
sudo /sbin/brctl delif br0o $2

In certain configurations, the VirtualBox VM process (e.g. Vi r t ual Box, VBoxSDL, or VBoxVRDP)
is wrapped into a parent process which allocates the required TAP devices and lets VirtualBox in-
herit the file handles. For this to work, the file descriptor has to be passed to the VirtuaBox VM
configuration using VBoxManage. In this case, the setup and termination scripts will not be called.

5.3.4. Internal Networking
Internal Networking is similar to Host Interface Networking in that the VM can directly communic-
ate with the outside world without the restrictions imposed by NAT. However, the "outside world"
islimited to other VMswhich connect to the same internal network.
Even though technically, everything that can be done using Internal Networking can aso be done
using Host Interface Networking, there are two good reasons why this extra mode was implemented:

1. Security. In Host Interface Networking mode, all traffic goes through an interface of the host
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system. It is therefore possible to attach a packet sniffer (such as Ethereal) to the host interface
and log all traffic that goes over a given interface. If, for any reason, you prefer two or more
VMs on the same machine to communicate privately, hiding their data from both the host sys-
tem and the user, Host Interface Networking therefore is not an option.

2. Speed. Internal Networking is more efficient than Host Interface Networking, as VirtualBox
can directly transmit the data without having to send it through the host operating system'’s net-
working stack.

Internal networks are created automatically as needed, i.e. there is no central configuration. Every
internal network is identified ssimply by its name. In order to attach a VM's network card to an in-
ternal network, set its networking mode to "Internal Networking" using VBoxManage nodi fyvm
<VM name> -nic<x> intnet and specify a network name with the command VBoxManage
modi f yvm <VM nane> intnet<x> <network nane>. If you do not specify a network name,
the network card will be attached to the network "intnet" by default. Y ou will also have to manually
assign an | P address to the network adaptors. Guests which need to communicate with one another
should use I P addresses on the same subnet (e.g. 192.168.2.1 and 192.168.2.2). Please note that you
may have to deactivate guest firewalls in order to allow guests to communicate with each other. See
also Section 7.5, “VBoxManage modifyvm”.

Once there is more than one active virtual network card with the same internal network ID, the Vir-
tualBox support driver will automatically "wire" the cards and act as a network switch. The Virtual-
Box support driver implements a complete Ethernet switch and supports both broadcast/multicast
frames and promiscuous mode.

As a security measure, the Linux implementation of Internal Networking only allows VMs running
under the same user ID to establish an internal network. For information on how to lift this restric-
tion, contact InnoTek.

5.4. Folder Sharing

Shared Folders allow you to access files of your host system from within the guest system, much
like ordinary shares on Windows networks would -- except that shared folders do not need a net-
working setup. Sharing is accomplished using a special service on the host and afile system driver
for the guest, both of which are provided by VirtualBox.

In order to use this feature, the VirtualBox Guest Additions have to be installed. Currently, Shared
Folders are limited to Windows X P, Windows 2000 and Linux 2.4 and 2.6 guests.

To declare a folder as shared to VirtualBox, you specify a certain path on the host (which will be-
come the shared folder) and give it a "share name" that only VirtualBox will use. Using this share
name, which the VirtualBox Shared Folders service will provide to the guest, a drive letter mapping
can be performed in the guest.

Shares are created using the VBoxManage command line interface; see Chapter 7, VBoxManage ref-
erence. The command is as follows:

VBoxManage sharedfol der add "VM nanme" -name "sharename" -hostpath "C \test"

There are two types of shares:

1. VM shareswhich are only available to the VM for which they have been defined;
2. transient VM shares, which can be added and removed at runtime and do not persist after aVM
has stopped; for these, add the - t r ansi ent option to the above command line.

Then, you can mount the shared folder from inside a VM the same way as you would mount an or-
dinary network share:
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In aWindows guest, use the following command:

net use x: \\vboxsvr\sharenane

Replace "x:" with the drive letter that you want to use for the share, and shar enane with the
share name specified with VBox Manage.

In aLinux guest, use the following command:

mount -t vboxsf [-o OPTIONS] sharenanme nount poi nt

Replace shar ename with the share name specified with VBoxManage, and nount poi nt with

the path where you want the share to be mounted (e.g. / mt / shar e). The usual mount rules ap-
ply, that is, create this directory first if it does not exist yet.

Beyond the standard options supplied by the mount command, the following OPTI ONS are avail-
able:

i ochar set CHARSET

to set the character set used for 1/0 operations (utf8 by default) and
convertcp CHARSET

to specify the character set used for the shared folder name (utf8 by default).
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Chapter 6. Alternative front-ends; remote
virtual machines

6.1. Introduction

As briefly mentioned in Section 1.2, “Features overview”, VirtualBox has a very flexible internal
design that allows you to use different front-ends to control the same virtual machines. To illustrate,
you can, for example, start a virtual machine with VirtualBox's easy-to-use graphical user interface
and then stop it from the command line. With Virtua Box's support for the Remote Desktop Protocol
(VRDP), you can even run virtual machines remotely on a headless server and have all the graphical
output redirected over the network.

In detail, the following front-ends are shipped in the standard VirtualBox package:

1. Virtual Box isour graphical user interface (GUI), which most of this User Manual is dedic-
ated to describing, especialy in Chapter 3, Starting out with VirtualBox. While thisis the easi-
est-to-use of our interfaces, it does not (yet) cover al the features that VirtualBox provides.
Still, thisis the best way to get to know VirtualBox initially.

2. VBoxManage isour command-line interface and is described in the next section.

3. VBoxSDL isan alternative, smply graphical front-end with an intentionally limited feature set,
designed to only display virtual machines that are controlled in detail with VBoxManage. This
is interesting for business environments where displaying all the bells and whistles of the full
GUI is not feasible. VBoxSDL is described in Section 6.3, “VBoxSDL, the simplified VM dis-
player”.

4. Finally, VBoxVRDP is yet another front-end that produces no visible output on the host at all,
but merely acts as a VRDP server. Now, even though the other graphical front-ends
(VirtualBox and VBoxSDL) also have VRDP support built-in and can act as a VRDP server,
this particular front-end requires no graphics support. This is useful, for example, if you want
to host your virtual machines on a headless Linux server that has no X Window system in-
stalled. For details, see Section 6.4.1, “VVBoxVRDP, the headless VRDP server”.

If the above front-ends still do not satisfy your particular needs, it is relatively painless to create yet

another front-end to the complex virtualization engine that is the core of VirtualBox, as the Virtual-
Box core neatly exposes all of itsfeaturesin a clean COM/XPCOM API.

6.2. Using VBoxManage to control virtual machines

This section will give you a brief introduction to VBoxManage and how you can use it to create and
operate virtual machines.

In essence, VBoxManage supports everything that our graphical user interface allows you to do with
the click of a button. VBoxManage supports a lot more than that, however. It exposes really all the
features of the virtualization engine, even those that cannot (yet) be accessed from the GUI.

Y ou will need to use the command line if you want to

* use a different user interface than the main GUI (for example, VBoxSDL or the headless
VBoxVRDP server);

e enable VRDP support foraVM;

» control some of the more advanced and experimental configuration settingsfor aVM.
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There are two main things to keep in mind when using VBoxManage: First, VBoxManage must al-
ways be used with a specific "subcommand”, such as "list vms' or "createvm" or "startvm". All the
subcommands that VBoxManage supports are described in detail in Chapter 7, VBoxManage refer-
ence.

Second, most of these subcommands require that you specify a particular virtual machine after the
subcommand. There are two ways you can do this:

e You can specify the VM name, asit is shown in the VirtualBox GUI. Note that if that name con-
tains spaces, then you must enclose the entire name in double quotes (as it is aways required
with command line arguments that contain spaces).

For example:

VBoxManage startvm "W ndows XP"

* You can specify the UUID, which is the internal unique identifier that VirtualBox uses to refer
to the virtual machine. Assuming that the aforementioned VM called "Windows XP" has the
UUID shown below, the following command has the same effect as the previous:

VBoxManage startvm 670e746d- abea- 4ba6- ad02- 2a3b043810a5

You can type VBoxManage |ist vns to haveal currently registered VMs listed with all their set-
tings, including their respective names and UUIDs.

Some typical examples of how to control VirtualBox from the command line are listed below:

e To create anew virtual machine from the command line and immediately register it with Virtu-
aBox, use VBoxManage creat evmwiththe-regi st er option,llikethis:
$ VBoxManage createvm -nane "SUSE Linux 10.2" -register
Vi rtual Box Conmand Li ne Managenent Interface Version 1.3.3
(G 2005-2007 InnoTek Systenberatung GrbH
Al'l rights reserved.
Virtual nmachine ' SUSE Linux 10.2' is created.

UUI D: c89f c351-8ec6- 4f 02- a048- 57f 4d25288e5
Settings file: '/hone/usernane/. Virtual Box/ Machi nes/ SUSE Li nux 10. 2/ SUSE

As can be seen from the above output, a new virtual machine has been created with a new UUID
and anew XML settingsfile.

» To show the configuration of a particular VM, use VBoxManage showni nf o; see Section 7.2,
“VBoxManage showvminfo” for details and an example.

Thisisthe default configuration after aVM has been created, as shown above.

» Tochange VM settings, use VBoxManage nodi f yvm e.g. asfollows:

VBoxManage nodi fyvm "W ndows XP' -nmenory "512MB"

For details, see Section 7.5, “VBoxManage modifyvm”.
» Tocontrol VM operation, use one of the following:

e To start a VM that is currently powered off, use VBoxManage st art v see Section 7.6,
“VBoxManage startvm” for details.

e To pause or save a VM that is currently running, use VBoxManage control v see Sec-

tion 77 _“VBoxManage controlvm” for details.
YFor details, see Section 7.4, “VBoxM anage createvm”.
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6.3. VBoxSDL, the simplified VM displayer

VBoxSDL is a simple graphical user interface (GUI) that lacks the nice point-and-click support
which VirtuaBox, our main GUI, provides. VBoxSDL is currently primarily used for internal de-
bugging at InnoTek and therefore not officially supported. Still, you may find it useful for environ-
ments where the virtual machines are not necessarily controlled by the same person that uses the vir-
tual machine.

As you can see in the following screenshot, VBoxSDL does indeed only provide a simple window
that contains only the "pure" virtual machine, without menus or other controls to click upon and no
additional indicators of virtual machine activity:

o InnoTek Vi I Box = WindowsVIsta Il (512 VB

Fil o

To start a virtual machine with VBoxSDL instead of the VirtualBox GUI, enter the following on a
command line;

VBoxSDL -vm <vnp

where <vn® is, as usua with VirtualBox command line parameters, the name or UUID of an exist-
ing virtual machine,

6.4. Remote Desktop Support (VRDP)

VirtualBox, the graphical user interface, has a built-in server for the VirtualBox Remote Desktop
Protocol (VRDP). This allows you to see the output of a virtual machine's window remotely on any
other computer and control the virtual machine from there, as if it was running on the remote ma-
chine.

VRDP is a backwards-compatible extension to Microsoft's Remote Desktop Protocol (RDP). Typic-
ally graphics updates and audio are sent from the remote machine to the client, while keyboard and
mouse events are sent back.

With Vi r t ual Box, the graphical user interface, the VRDP server is disabled by default, but can
easily be enabled on a per-VM basis with VBoxManage:

VBoxManage nodi f yvm <vmmane> -vrdp on

If you use VBox VRDP (described below), VRDP support will automatically be enabled.
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Additional settings for nodi fyvm are -vrdpport and -vrdpaut htype; see Section 7.5,
“VBoxManage modifyvm” for details.

6.4.1. VBoxVRDP, the headless VRDP server

While the VRDP server that is built into the Vi r t ual Box GUI is perfectly capable of running virtu-
al machines remotely, it is not convenient to have to run Vi r t ual Box if you never want to have
VMsdisplayed locally in the first place. In particular, if you are running servers whose only purpose
isto host VMs, and all your VMs are supposed to run remotely over VRDP, then it is pointless to
have a graphical user interface on the server at all -- especially since, on a Linux host, Vi r t ual Box
comes with dependencies on the Qt and SDL libraries, which isinconvenient if you would rather not
have the X Window system on your server at all.

VirtualBox therefore comes with yet another front-end that produces no visible output on the host at
all, but instead only delivers VRDP data. This "headless server" is called VBox VRDP.

To start avirtual machine with VBoxVRDP, you have two options:
* YoucanuseVBoxManage startvm <vmmanme> -type vrdp. Theextra-type option causes
the VirtualBox core to use VBox VRDP as the front-end to the internal virtualization engine.

e Therecommended way, however, isto use VBox VRDP directly, as follows:

VBoxVRDP - st artvm <uui d| nane>

This is the recommended way, because when starting the headless interface through VBoxMan-
age, you will not be able to view or log messages that VBoxVVRDP may have output on the con-
sole. Especially in case of startup errors, such output might be desirable for problem diagnosis.

6.4.2. Step by step: creating a virtual machine on a headless serv-

er

The following instructions may give you an idea how to create a virtual machine on a headless serv-
er over a network connection. We will create a virtual machine, establish a VRDP connection and
install a guest operating system -- all without having to touch the headless server. All you need is
the following:

1. VirtualBox on a server machine with a supported host operating system (Linux or Windows);
for the following example, we will assume aLinux server;

2. an ISO file on the server, containing the installation data for the guest operating system to in-
stall (we will assume Windows XP in the following example);

3. aterminal connection to that host over which you can access a command line (e.g. viat el net
or ssh);

4. an RDP viewer on the remote client; on a Linux client, you could use r deskt op to connect;
from a Windows machine, you could use the RDP viewer that comes with Windows (usually
found in "Accessories' ->"Communication" -> "Remote Desktop Connection™).

Note that on the server machine, since we will only use the headless server, neither Qt nor SDL nor
the X Window system will be needed.

1. Onthe headless server, create anew virtual machine;

VBoxManage createvm -name "W ndows XP' -register
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Note that if you do not specify - r egi st er, you will have to manualy use the registervm com-
mand later.

2. Make sure the settings for this VM are appropriate for the guest operating system that we will
install. For example:

VBoxManage nodi fyvm "W ndows XP" -menory "256MB" \
-acpi on -bootl dvd -nicl nat

3. Create avirtua hard disk for the VM (in this case, 10GB in size) and register it with Virtual-
Box:

VBoxManage createvdi -filenane "WnXP.vdi " -size 10000 -register

4. Setthisnewly created VDI file asthe first virtual hard disk of the new VM:

VBoxManage nodi f yvm "W ndows XP" -hda "W nXP. vdi "

5. Register the ISO file that contains the operating system installation that you want to install
later:

VBoxManage registerimge dvd /full/path/to/iso.iso

6. Attach this|SO to the virtua machine, so it can boot from it:

VBoxManage nodi fyvm "W ndows XP" -dvd /full/path/to/iso.iso

(Alternatively, you can use VBoxManage control vm dvdat t ach directly, without having to
register the image first; see Section 7.7, “VBoxManage controlvm” for details.)

7. Start the virtual machine using VBoxVRDP:

VBoxVRDP -startvm "W ndows XP"

If everything worked, you should see a copyright notice. If, instead, you are returned to the
command line, then something went wrong.

8.  On the client machine, fire up the RDP viewer and try to connect to the server. Assuming a
Linux client, try the following:

rdesktop -a 16 ny.server. address

(With rdesktop, the -a 16 option requests a color depth of 16 hits per pixel, which we recom-
mend. Also, after installation, you should set the color depth of your guest operating system to
the same value.)

Y ou should now be seeing the installation routine of your guest operating system.

6.4.3. Remote USB

As a special feature on top of the VRDP support, Virtua Box supports remote USB devices over the
wireaswell. That is, the VirtualBox guest that runs on one computer can access the USB devices of
the remote computer on which the RDP data is being displayed the same way as USB devices that
are connected to the actual host. This allows for running virtual machines on a VirtualBox host that
acts as a server, where a client can connect from elsewhere that needs only a network adapter and a
display capable of running an RDP viewer. When USB devices are plugged into the client, the re-
mote VirtualBox server can access them.
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For these remote USB devices, the same filter rules apply as for other USB devices, as described
with Section 5.1.6.1, “USB settings’. All you have to do is specify "Remote" (or "Any") when set-
ting up these rules.

6.4.4. RDP authentication

For each virtual machine that is remotely accessible via RDP, you can individually determine if and
how RDP connections are authenticated.

For this, use VBoxManage nodi f yvmcommand with the - vr dpaut ht ype option; see Section 7.5,
“VBoxManage modifyvm” for a general introduction. Three methods of authentication are avail-
able:

* The "null" method means that there is no authentication at all; any client can connect to the
VRDP server and thus the virtual machine. This is, of course, very insecure and only to be re-
commended for private networks.

» The"externa" method provides external authentication through a specia authentication library.
Virtual Box comes with two default libraries for external authentication:
e OnLinux hosts, VRDPAut h. so authenticates users against the host's PAM system.
* On Windows hosts, VRDPAut h. dI | authenticates users against the host's WinLogon system.

In other words, the "external" method per default performs authentication with the user accounts
that exist on the host system.

However, you can replace the default "external" authentication module with any other module.
For this, VirtualBox provides a well-defined interface that allows you to write your own authen-
tication module; see Section 8.3, “Custom external VRDP authentication” for details.

* Finaly, the "guest" authentication method performs authentication with a special component
that comes with the Guest Additions; as a result, authentication is not performed with the host
users, but with the guest user accounts. This method is currently still in testing and not yet sup-
ported.

6.4.5. RDP encryption

RDP features data stream encryption, which is based on the RC4 symmetric cipher (with keys up to
128hit). The RC4 keys are being replaced in regular intervals (every 4096 packets).

RDP provides three different authentication methods:

1. Historicaly, RDP4 authentication was used where the RDP client does not perform any checks
in order to verify the identity of the server it connects to. Using a man in the middie (MITM)
attack, the user's credentials could be obtained. Therefore RDP4 authentication is insecure and
should generally not be used.

2. RDP5.1 authentication employs a server certificate for which the client possesses the public
key. This way, it is guaranteed that the server must possess the corresponding private key.
However, this hardcoded private key became public some years ago and therefore RDP5.1 au-
thentication must be considered to be insecure and should generally not be used.

3. RDP5.2 authentication is based on TLS 1.0 with customer supplied certificates. The server sup-
plies a certificate to the client which must be signed by a certificate authority (CA) that the cli-
ent trusts (for the Microsoft RDP Client 5.2, the CA has to be added to the Windows Trusted
Root Certificate Authorities database). VirtuaBox allows you to supply your own CA and
server certificate and uses OpenSSL for encryption.
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While VirtualBox supports al of the above, only RDP5.2 authentication should be used in environ-
ments where security is a concern. As the client that connects to the server determines what type of
encryption will be used, with rdesktop, the Linux RDP viewer, use the - 4 or - 5 options.
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When running VBoxManage without parameters or when supplying an invalid command line, the
syntax diagram will be shown. The Linux and Windows versions are slightly different, to reflect dif-
ferences between these operating systems. When in doubt, check the output of the VBoxManage
command to for the commands available on a particular host system. The following diagram shows
asuperset of all commands understood by VBoxManage:

Vi rtual Box Command Li ne Managenent Interface Version 1.3.8
(C) 2005-2007 I nnoTek Systenberatung GrbH

Al rights
Usage:
VBoxManage

VBoxManage
VBoxManage
VBoxManage

VBoxManage

VBoxManage

VBoxManage

VBoxManage

reserved.

|ist

showm nf o

regi stervm

unregi stervm

createvm

nmodi fyvm

startvm

controlvm

vs| ost ypes| host dvds| host f | oppi es| hosti fs]|
hdds| dvds| f | oppi es| usbhost | usbfilters|
syst enproperties

<uui d>| <nane>
<fil enane>

<uui d>| <nane>
[-del ete]

-name <nane>
[-register]
[-basefol der <path> | -settingsfile <path>]

<uui d| nanme>
-nanme <nane>]
-ostype <ostype>]
-menory <nenorysi ze>]
-vram <vransi ze>]
-acpi on|of f]
-i oapi c on|of f]
-hwirtex on|off|defaul t]
- bi osl ogof adei n on| of f]
- bi osl ogof adeout on| of f]
- bi osl ogodi spl ayti me <msec>]
- bi osl ogoi nagepat h <i magepat h>]
- bi osboot nenu <di sabl ed| menuonl y| nessageandmenu>
- boot <1- 4> none| f | oppy| dvd| di sk| net >]
- hd<a| b] d> none| <uui d>| <fi | enane>]
-dvd none| <uui d>| <fi | ename>| host : <dri ve>]
- dvdpasst hr ough on]| of f]
-fl oppy disabl ed| enpt y| <uui d>|
<fil ename>| host: <dri ve>]
-ni c<1-N> none| nul | | nat| hostif|intnet]
-ni ctype<l- N> An79C970A| An79C973]
- cabl econnect ed<1- N> on| of f]
-ni ctrace<l-N> on| of f]
-nictracefil e<1-N> <fil enanme>]
-hosti f dev<1l- N> none| <devi cenane>]
-i ntnet <1- N> net wor k]
- macaddr ess<1- N> aut o| <nmac>
-tapset up<l- N> none| <appl i cati on>]
-t apt er m nat e<1- N> none| <appl i cati on>]
-audi o none| nul | | oss| al sa] wi nnm| dsound]
-vrdp on| of f]
-vrdpport defaul t|<port>]
-vrdpaut ht ype nul | | ext ernal | guest]
-usb on] of f]
- snapshot f ol der def aul t| <pat h>]

<uui d>| <nane>
[-type gui|vrdp]

<uui d>| <name>

pause| resune| r eset | power of f | savest at e|
acpi power button |

setlinkstate<l-4> on|off |
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VBoxManage
VBoxManage

VBoxManage

VBoxManage
VBoxManage
VBoxManage

VBoxManage

VBoxManage
VBoxManage

VBoxManage
VBoxManage
VBoxManage

VBoxManage

VBoxManage

VBoxManage

VBoxManage

di scardstate

shapshot

regi steri mage

unr egi st eri mage

showdiinfo

cr eat evdi

nmodi f yvdi

cl onevdi

addi scsi di sk

createhostif
removehosti f

get extradat a

set extradat a

set property

usbfilter

usbfilter

usbattach <uui d>| <address> |
usbdet ach <uui d>| <addr ess> |

dvdatt ach none| <uui d>| <fi | ename>| host: <dri ve> |
fl oppyattach none| <uuil d>| <fil enane>| host: <dri ve> |

set vi deonpdehi nt <xres> <yres> <bpp> |

setcredential s <usernanme> <passwor d> <donai n>

[-al |l owl ocal | ogon <yes| no>]
<uui d>| <nane>

<uui d>| <nanme>

take <name> [-desc <desc>] |

di scard <uui d>| <nane> |

di scardcurrent -state|-all |

edi t <uui d>| <nanme>| - current
[ - newnane <nane>]
[-newdesc <desc>] |

showni nfo <uui d>| <nanme>

di sk| dvd]| fl oppy <fil ename>

[-type nornal |inmmutabl elwitethrough] (disk only)

di sk| dvd| fl oppy <uui d>|<filenanme>
<uui d>| <fi | ename>

-filenanme <fil enane>

-si ze <megabyt es>

[-static]

[ -comment <comment >]

[-register]

[-type normal [witethrough] (default:

<uui d>| <fi | ename>
conpact

<uui d>| <fil ename> <out putfil e>

-server <name>| <i p>
-target <target>
[-port <port>]

-lun <l un>]

encoded| un <l un>]
user nane <usernanme>]
password <passwor d>]
conment <coment >]

[
[
[
[
[

<uui d>| <nanme>

gl obal | <uui d>| <nanme>
<key>| enuner at e

gl obal | <uui d>| <nane>
<key>
[ <val ue>] (no val ue del etes key)

vdi f ol der defaul t|<fol der> |

machi nef ol der defaul t| <fol der> |
vrdpaut hli brary defaul t|<library> |
hwi rt exenabl ed yes| no

add <i ndex, 0- N>

-target <uui d>| <nane>| gl obal
-nanme <string>

-action ignore| hold (gl obal
[-active yes|no] (yes)
[-vendorid <XXXX>] (null)
[-productid <XXXX>] (null)
[-revision <IIFF>] (null)

{- manufacturer <string>] (null)
[
[

filters only)

product <string>] (null)
VM filters only)
(nul'l)

-renote yes|no] (null,
-serial nunber <string>]

nodi fy <i ndex, 0- N>
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VBoxManage

VBoxManage

VBoxManage

VBoxManage

Each time VBoxManage is invoked, only one command can be executed. However, a command
might support several subcommands which then can be invoked in one single call. The following

usbfilter

shar edf ol der

shar edf ol der

updat eset ti ngs

-target <uui d>| <nanme>| gl obal

-hame <string>]

-action ignore|hold] (global filters only)
-active yes| no]

-vendorid <XXXX>|""]

-productid <XXXX>|""]

-revision <l FF>|""]

-manuf acturer <string>|""]

-product <string>""]

-remote yes|no] (null, VMfilters only)
-serial nunber <string>|""]

renove <index, 0- N>
-target <uui d>| <nane>| gl obal

add <vmmane>| <uui d>
-name <nane> - host pat h <host pat h>
[-transient]

renove <vmmane>| <uui d>
-nanme <nane> [-transient]

[<dir>|<file>] [-apply]
[ - nobackup] [-skipinvalid]

sections provide detailed reference information on the different commands.

7.1. VBoxManage list

Theli st command gives relevant information about your system and information about Virtual-

Box's current settings.

The following subcommands are available with VBoxManage |i st:

vns, hdds, dvds and f | oppi es al give you information about virtual machines and virtual
disk images currently registered in VirtualBox, including all their settings, the unique identifiers
(UUIDs) associated with them by VirtualBox and all files associated with them.

ost ypes lists all guest operating systems presently known to VirtualBox, along with the identi-
fiers used to refer to them with the nodi f yvmcommand.

host dvds, host f | oppi es and host i f s, respectively, list DVD, floppy and host networking
interfaces on the host, along with the name used to access them from within Virtual Box.

host usb supplies information about USB devices attached to the host, notably information use-
ful for constructing USB filters and whether they are currently in use by the host.

usbfil ters listsall global USB filters registered with VirtualBox -- that is, filters for devices
which are accessible to all virtual machines -- and displays the filter parameters.

syst enproperti es displays some global VirtualBox settings, such as minimum and maxim-
um guest RAM and virtual hard disk size, folder settings and the current authentication library in
use.

7.2. VBoxManage showvminfo

The showni nf o command shows information about a particular virtual machine. Thisis the same

information as VBoxManage |i st vms would show for all virtual machines.

Y ou will get information similar to the following:
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$ VBoxManage showm nfo "W ndows XP"

Vi rtual Box Command Li ne Managenent

Interface Version 1.3.2

(C 2005-2007 I nnoTek Systenberatung GrbH
Al rights reserved.

Narne: W ndows XP

Guest OvS: O her / Unknown

uul D 1bf 3464d- 57c6- 4d49- 92a9- a5cc3816b7e7
Config file: / horre/ user nane/ . Vi rt ual Box/ Machi nes/ W ndows XP/ W ndows XP. xmi
Menmory si ze: 128MB

VRAM si ze: 8MB

Boot menu node: nmessage and nenu

ACPI : on

| OAPI C: of f

Hardw. virt.ext: off

State: power ed of f

Fl oppy: enpty

DvD: enpty

NI C 1: di sabl ed

NI C 2: di sabl ed

NI C 3: di sabl ed

NI C 4: di sabl ed

Audi o: di sabl ed (Driver: Unknown)

VRDP: di sabl ed

USB: di sabl ed

USB Device Filters:
<none>

Shar ed fol ders:
<none>

7.3. VBoxManage registervm / unregistervm

The r egi st er vmcommand alows you to import a virtual machine definition in an XML file into
VirtualBox. There are some restrictions here: the machine must not conflict with one aready re-
gistered in VirtualBox and it may not have any hard or removable disks attached. It is advisable to
place the definition file in the machines folder before registering it.

Note

When creating a new virtual machine with VBoxManage cr eat evm(see below), you can
directly specify the-r egi st er option to avoid having to register it separately.

The unr egi st er vmcommand unregisters a virtual machine. If - del et e is aso specified then the
XML definition file will be deleted.

7.4. VBoxManage createvm

This command creates anew XML virtual machine definition file.

The - nane <name> parameter is required and must specify the name of the machine. Since this
name is used by default as the file name of the settings file (with the extension . xni ) and the ma-
chine folder (a subfolder of the . Vi r t ual Box/ Machi nes folder), it must conform to your host op-
erating system'’s requirements for file name specifications. If the VM is later renamed, the file and
folder names will change automatically.

However, if the - basef ol der <pat h> and the-settingsfile <filename> options are used,
the XML definition file will be given the name <f i | enane> and the machine folder will be named
<pat h>. In this case, the names of the file and the folder will not change if the virtual machineisre-
named.

By default, this command only creates the XML file without automatically registering the VM with
your VirtualBox installation. To register the VM instantly, use the optional - r egi st er option, or
run VBoxManage regi st er vmseparately afterwards.

51



VVBoxManage reference

7.5. VBoxManage modifyvm

This command changes the properties of a registered virtual machine. Most of the properties that
this command makes available correspond to the VM settings that VirtualBox graphical user inter-
face displaysin each VM's "Settings' dialog; these were described in Section 5.1, “Virtual machine
settings’.

Some of the more advanced settings, however, are only available through the VBoxManage inter-
face.

The following settings are available through VBoxManage nodi f yvm

* -nane <name>: Thischangesthe VM's name and possibly renames the internal virtual machine
files, as described with VBoxManage cr eat evmabove.

e -ostype <ostype>: This specifies what guest operating system is supposed to run in the VM.
As mentioned at Section 3.2, “Creating a virtual machine”, this setting is presently purely de-
scriptive. To learn about the various identifiers that can be used here, use VBoxManage | i st
ostypes.

e -nmenory <nmenorysize>: This sets the amount of RAM, in MB, that the virtual machine
should alocate for itself from the host. Again, see the remarksin Section 3.2, “Creating a virtual
machineg” for more information.

e -vram <vransi ze>: This sets the amount of RAM that the virtual graphics card should have.
See Section 5.1.1, “General settings” for details.

* -acpi on|off;-ioapic on|off: These two determine whether the VM should have ACPI
and 1/O APIC support, respectively; again, see Section 5.1.1, “General settings’ for details.

 -hwirtex on|off|default: Thisenables or disables the use of virtualization extensions in
the processor of your host system. This feature may still be experimental at the time you read
this, and may not be enabled in your build of VirtualBox.

* You can influence the BIOS logo that is displayed when a virtual machine starts up with a num-
ber of settings. Per default, an InnoTek logo is displayed.

With - bi osl ogof adein on| of f and - bi osl ogof adeout on| of f, you can determine
whether the logo should fade in and out, respectively.

With - bi osl ogodi spl ayti me <nsec> you can set how long the logo should be visible, in
milliseconds.

With - bi osl ogoi nagepat h <i magepat h> you can, if you are so inclined, replace the image
that is shown, with your own logo. The image must be an uncompressed 256 color BMP file.

* -bi osboot menu <di sabl ed| menuonl y| nessageandnenu:

* -boot<1-4> none| fl oppy| dvd| di sk| net >: This specifies the boot order for the virtual
machine. There are four "dots’, which the VM will try to access from 1 to 4, and for each of
which you can set a device that the VM should attempt to boot from.

e -hd<al b] d> none| <uui d>| <fi | ename>: This specifies the settings for each of the three vir-
tual hard disks that can be attached to a VM (primary master and slave, and secondary slave; the
secondary master is always reserved for the virtual CD/DVD drive). For each of these three, spe-
cify either the UUID or afilename of avirtual disk that you have

« either registered with VBoxManage regi st eri mage; see Section 7.10, “VBoxManage re-
gisterimage / unregisterimage’;

e or created using VBoxManage createvdi with the - regi st er option; see Section 7.12,
“VBoxManage createvdi”;
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o dternatively, specify the UUID of an iSCS| target that you have registered with VBoxMan-
age addi scsi di sk; see Section 7.15, “VBoxManage addiscsidisk”.

-dvd none| <uui d>| <fi | ename>| host : <dri ve>: This specifies what VirtuaBox should
provide to the VM as the virtual CD/DVD drive; specify either the UUID or the filename of an
image file that you have registered with VBoxManage regi sterimage (see Section 7.10,
“VBoxManage registerimage / unregisterimage”). Alternatively, specify "host:" with the drive
specification of your host's drive.

- dvdpasst hr ough on| of f : With this, you can enable DV D writing support (currently experi-
mental; see Section 5.1.3, “CD/DVD-ROM and floppy settings”).

-fl oppy di sabl ed| enpt y| <uui d>| <fi | enane>| host : <dri ve>: Thisis the floppy equi-
valent to the - dvd option described above.

-ni c<1-N> none| nul | | nat | hosti f| i nt net: With this, you can set, for each of the VM's
virtual network cards, what type of networking should be available. They can be not present
(none), not connected to the host (null), use network address trandlation (nat), a host interface
(hostif) or communicate with other virtual machines using internal networking (intnet). These
options correspond to the modes which are described in detail in Section 5.3, “Networking in
virtual machines”.

- ni ctype<l- N> An79C970A| Anv9C973: This alows you, for each of the VM's virtual net-
work cards, to specify whether the host will see the network adaptors as 10 Mbps AMD PCnet
79C970A cards or as 100Mbps 79C973 cards. This is in fact purely cosmetic, as both virtual
cardsrun at full speed.

- cabl econnect ed<1- N> on| of f: This alows you to temporarily disconnect a virtual net-
work interface, as if a network cable had been pulled from a real network card. This might be
useful for resetting certain software componentsin the VM.

With the "nictrace” options, you can optionally trace network traffic, for debugging purposes.
With -nictrace<1-N> on|off, you can enable network tracing for a particular virtual network
card.

If enabled, you must specify with - ni ctracefil e<1-N> <fil ename> what file the trace
should be logged to.

-hosti f dev<l- N> none| <devi cename>: If host interface networking has been enabled for a
virtual network card (see the - ni ¢ option above; otherwise this setting has no effect), use this
option to specify which host interface the given virtual network interface will use.

For Windows hosts, this should be the name of a VirtualBox host interface which you have cre-
ated using the cr eat ehost i f command (see Section 5.3.3.1, “Bridging on Windows hosts”).

For Linux hosts, this should be the name of an existing static interface or none if you wish to al-
locate an interface dynamically. In the latter case, you should also specify the creation and ter-
mination scripts for the interface with - t apset up<1- 4> and - t apt er mi nat e<1- 4> (see Sec-
tion 5.3.3.2, “Bridging on Linux hosts’).

-intnet <1- N> network: If internal networking has been enabled for a virtual network card
(see the - ni ¢ option above; otherwise this setting has no effect), use this option to specify the
name of the internal network (see Section 5.3.4, “Internal Networking”).

- macaddr ess<1- N> aut o| <mac>: With this option you can set the MAC address of the virtu-
a network card. Per default, each virtual network card is assigned a random address by Virtual-
Box at VM creation.

-audi o none| nul | | oss: With this option, you can set whether the VM should have audio
support.

-vrdp on]| of f: With the VirtualBox graphical user interface, this enables or disables the built-
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in VRDP server. Note that if you are using VBoxVRDP, our headless server described in Sec-
tion 6.4.1, “VBoxVRDP, the headless VRDP server”, VRDP output is always enabled.

* -vrdpport default|<port>: Thislets you specify which port should be used; "default” or
"0" means port 3389, the standard port for RDP. Only one machine can use a given port at a
time.

* -vrdpauthtype null|external|guest: This alows you to choose whether and how au-
thorization will be performed; see Section 6.4.4, “RDP authentication” for details.

e -usb on|off: This option enables or disables the VM's virtual USB controller; see Sec-
tion 5.1.6.1, “USB settings’ for details.

* -snapshot fol der default|<path>: This alows you to specify the folder in which snap-
shotswill be kept for avirtual machine.

7.6. VBoxManage startvm

This command starts a virtual machine that is currently in the "Powered off" or "Saved" states.

The optional -t ype specifier determines whether the machine will be started in a window (GUI
mode, which is the default) or whether the output should go through VBox VRDP, the headless VRDP
server; see Section 6.4.1, “VBoxVRDP, the headless VRDP server” for more information.

Note

We do not recommend to use VBoxManage startvm to start virtual machines from the com-
mand line. If you want to use a front-end other than Vi r t ual Box, our graphical user inter-
face, please start that front-end directly, as you might otherwise miss important error and
state information that VirtualBox may display on the console. Again, see Section 6.4.1,
“VBoxVRDP, the headless VRDP server” for more information.

7.7. VBoxManage controlvm

The cont r ol vmsubcommand allows you to change the state of a virtual machine that is currently
running. The following can be specified:

* VBoxManage controlvm <vne pause temporarily puts a virtual machine on hold, without
changing its state for good. The VM window will be painted in gray to indicate that the VM is
currently paused. (This is equivalent to selecting the "Pause” item in the "VM" menu of the
GUL.)

* Use VBoxManage control vm <vne resune to undo a previous pause command. (This is
equivalent to selecting the "Resume" item in the "VM" menu of the GUI.)

e VBoxManage control vm <vne reset has the same effect on a virtual machine as pressing
the "Reset" button on a real computer: a cold reboot of the virtual machine, which will restart
and boot the guest operating system again immediately. The state of the VM is not saved before-
hand, and data may be lost. (This is equivalent to selecting the "Reset" item in the "VM" menu
of the GUI.)

* VBoxManage controlvm <vime powerof f has the same effect on a virtual machine as
pulling the power cable on areal computer. Again, the state of the VM is not saved beforehand,
and data may be lost. (This is equivalent to selecting the "Close" item in the "VM" menu of the
GUI or pressing the window's close button, and then selecting "Power off the VM" in the dia-

log.)

After this, the VM's state will be "Powered off". From there, it can be started again; see Sec-
tion 7.6, “VBoxManage startvm”.
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* VBoxManage control vm <vime savest at e will save the current state of the VM to disk and
then stop the VM. (Thisis equivalent to selecting the "Close" item in the "VM" menu of the GUI
or pressing the window's close button, and then selecting "Power off the VM" in the dialog.)
After this, the VM's state will be "Saved". From there, it can be started again; see Section 7.6,
“VBoxManage startvm”.

A few extra options are available with cont r ol vmthat do not directly affect the VM's running
State:

e Thesetlinkstat e<l-4> operation connects or disconnects virtual network cables from their
network interfaces

* usbattach and usbdet t ach make host USB devices visible to the virtual machine on the fly,
without the need for creating filters first. The USB devices can be specified by UUID (unique
identifier) or by address on the host system.
You can use VBoxManage | i st usbhost tolocate thisinformation.

e dvdattach inserts a DVD image into the virtual machine or connects it to the host DVD drive.
With this command (as opposed to VBoxManage nodi f yvin), the image file does not first have
to be registered with Virtua Box.

You can use VBoxManage |i st host dvds to display all the drives found on the host and the
names Virtual Box uses to access them.

» floppyattachworksinasimilar way.

e setvi deonodehi nt requests that the guest system change to a particular video mode. This re-
quirest that the guest additions be installed, and will not work for all guest systems.

* The setcredential s operation is used for remote logons in Windows guests. For details,
please refer to Section 8.2, “ Automated Windows Guest Logons (VBoxGINA)”.

7.8. VBoxManage discardstate

This command discards the saved state of a virtual machine which is not currently running, which
will cause its operating system to restart next time you start it. Thisis the equivalent of pulling out
the power cable on aphysical machine, and should be avoided if possible.

7.9. VBoxManage snapshot

This command is used for taking snapshots of a virtual machine and for manipulating and discarding
snapshots.

Thet ake operation takes a snapshot of a virtual machine. Y ou must supply a name for the snapshot
and can optionally supply a description.

The di scar d operation discards a snapshot specified by name or by identifier (UUID).
The di scardcurrent operation will either revert the current state to the most recent snapshot (if

you specify the - st at e option) or discard the last snapshot and revert to the last but one (with the -
al | option).

7.10. VBoxManage registerimage / unregisterimage

These commands register or unregister hard disk, DVD or floppy images in Virtua Box. Thisis the
command-line equivalent of the Virtual Disk Manager; see Section 3.5, “The Virtual Disk Manager”
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for more information.

Note however that when you unregister a hard disk image using VBoxManage, it will not be deleted
from the host computer's hard drive.

7.11. VBoxManage showvdiinfo

This command shows information about a virtual hard disk image, notably its size, its size on disk,
itstypeand the VM itisin use by.

7.12. VBoxManage createvdi

This command creates a new virtual hard disk image. Y ou must specify the filename for the new im-
age and the virtual size. If you give the - st at i ¢ option, disk space for the whole image will be al-
located at once on the host. With the - comrent option you can attach a comment to the image. The
-regi st er option, if given, tells Virtual Box to register the image for use with virtual machines.

You can use the - t ype option to create a disk in write-through mode, which will not be affected by
snapshots; see Section 5.2.1, “Virtual Disk Image (VDI) files’ for details. (As described there, you
cannot create a VDI with the "immutable" type, asit would then always remain empty.)

7.13. VBoxManage modifyvdi

The nodi f yvdi command can be used to change the type of a virtual disk image between normal,
write-through and immutable. Again, see Section 5.2.1, “Virtual Disk Image (VDI) files’ for details.

Only images that have previously been registered with VirtualBox can be set to immutable, as the
property is set in VirtualBox's configuration and not in the disk image file itself.

7.14. VBoxManage clonevdi

This command duplicates aregistered virtual hard disk image to a new image file with a new unique
identifier (UUID). The new image can be transferred to another host system or imported into Virtu-
alBox again using the Virtual Disk Manager; see Section 3.5, “ The Virtual Disk Manager”.

7.15. VBoxManage addiscsidisk

The addi scsi di sk command attaches an iSCSI network storage unit to VirtualBox. The iSCSI
target can then be made available to and used by a virtual machine as though it were a standard
write-through virtual disk image.

This command has the following syntax:

VBoxManage addi scsi di sk -server <nane>|<i p>
-target <target>

-port <port>]

-lun <l un>]

- usernanme <user nane>]

- passwor d <passwor d>]

-comment <comment >]

——r—r——

where the parameters mean:

server The host name or |P address of the iSCSI target.

target Target name string. This is determined by the iSCSI target and
used to identify the storage resource.

port TCP/IP port number of the iSCSI service on the target

(optional).
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lun Logica Unit Number of the target resource (optional). Often,
thisvalue is zero.
username, password Username and password for target authentication, if required
(optional).
Note

Currently, username and password are stored without encryption (i.e. in cleartext) in the
machine configuration file.

comment Any description that you want to have stored with this item
(optional; e.g. "Big storage server downstairs'). This is stored
internally only and not needed for operation.

7.16. VBoxManage createhostif/removehostif

These two commands add and remove, respectively, virtual network interfaces on Windows hosts.
See Section 5.3.3.1, “Bridging on Windows hosts” for details.

7.17. VBoxManage getextradata/setextradata

These commands let you attach and retrieve string data to a virtual machine or to a VirtualBox con-
figuration (by specifying gl obal instead of a virtual machine name). Y ou must specify akey (asa
text string) to associate the data with, which you can later use to retrieve it. For example:

VBoxManage setextradata Fedora5 installdate 2006.01. 01
VBoxManage setextradata SUSE10 install date 2006. 02. 02

would associate the string "2006.01.01" with the key installdate for the virtual machine Fedorab,
and "2006.02.02" on the machine SUSE10. Y ou could retrieve the information as follows:

VBoxManage getextradata Fedora5 installdate

which would return

Vi rtual Box Command Li ne Management Interface Version 1.2.1
(C) 2005-2006 I nnoTek Systenberatung GrbH
Al'l rights reserved.

Val ue: 2006. 01. 01

7.18. VBoxManage setproperty

This command is used to change global settings which affect the entire VirtualBox installation.
Some of these correspond to the settings in the "Global settings' dialog in the graphical user inter-
face. The following properties are available:

vdifolder This specifies the default folder that is used to keep Virtual Disk
Image (VDI) files.

machinefol der This specifies the default folder in which virtual machine defini-
tions are kept; see Section 8.1, “VirtualBox configuration data’
for details.

vrdpauthlibrary This specifies which library to use when "external” VRDP au-

thentication has been selected for a particular virtual machine;
see Section 6.4.4, “RDP authentication” for details.
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hwvirtexenabled This selects whether or not hardware virtualization support is
enabled by default. Note: This feature may still be experimental
at the time you read this.

7.19. VBoxManage usbfilter add/modify/remove

Theusbfil ter commands are used for working with USB filtersin virtual machines, or global fil-
ters which affect the whole VirtualBox setup. Globa filters are applied before machine-specific fil-
ters, and may be used to prevent devices from being captured by any virtual machine. Global filters
are always applied in a particular order, and only the first filter which fits a device is applied. So for
example, if the first global filter says to hold (make available) a particular Kingston memory stick
device and the second to ignore all Kingston devices, that memory stick will be available to any ma-
chine with an appropriate filter, but no other Kingston device will.

When creating a USB filter using usbfi | t er add, you must supply three or four mandatory para-
meters. The index specifies the position in the list at which the filter should be placed. If there is
already afilter at that position, then it and the following ones will be shifted back one place. Other-
wise the new filter will be added onto the end of the list. Thet ar get parameter selects the virtual
machine that the filter should be attached to or "global". nane is a name for the new filter and for
global filters, act i on says whether to allow machines access to devices that fit the filter description
("hold") or not to give them access ("ignore"). In addition, you should specify parameters to filter
by. You can find the parameters for devices attached to your system using VBoxManage |i st
usbhost . Finaly, you can specify whether the filter should be active, and for local filters, whether
they are for local devices, remote (over an RDP connection) or either.

When you modify a USB filter using usbfi | ter nodi fy, you must specify the filter by index (see
the output of VBoxManage |ist usbfilters tofind globa filter indexes and that of VBoxMan-
age showni nf o to find indexes for individual machines) and by target, which is either a virtual
machine or "global". The properties which can be changed are the same asfor usbfi Il ter add. To
remove afilter, useusbfil ter renmove and specify the index and the target.

7.20. VBoxManage sharedfolder add/remove

This command allows you to share folders on the host computer with guest operating systems. For
this, the guest systems must have a version of the VirtualBox guest additions installed which sup-
ports this functionality.

Shared folders are described in detail in Section 5.4, “Folder Sharing”.

7.21. VBoxManage updatesettings

The updat eset t i ngs command updates all VirtualBox configuration files from an earlier to the
current version. You will need this when you upgrade your version of VirtualBox, but should not
need it apart from that.
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8.1. VirtualBox configuration data

For each system user, VirtualBox stores configuration data in the user's home directory, as per the
conventions of the host operating system:

e OnLinux, thisis$HOVE/ . Vi r t ual Box.

e On Windows, this is %4OVEDRI VE%41OVEPATH% . Vi rt ual Box; typically something like
C.\ Docunents and Settings\Usernane.

VirtualBox creates this configuration directory automatically, if necessary. Optionally, you can sup-
ply an alternate configuration directory by setting the VBOX_USER_HQOVE environment variable.

VirtualBox stores all its global and machine-specific configuration datain XML documents. We in-
tentionally do not document the specifications of these files, as we must reserve the right to modify
them in the future. We therefore request that these files not be edited manually. Virtua Box provides
complete access to its configuration data through its Application Programming Interface (API) and
the VBoxManage command line tool; see Chapter 7, VBoxManage reference.

In the configuration directory, Vi rt ual Box. xm isthe main configuration file. This includes glob-
a configuration options and the media and virtual machine registry. The media registry links to al
CD/DVD, floppy and disk images that have been added to the Virtual Disk Manager. For each re-
gistered VM, there is one entry which pointsto the VM configuration file, also in XML format.

Y ou can globally change some of the locations where VirtualBox keeps extra configuration and data
by selecting "Global settings® from the "File" menu in the VirtualBox main window. Then, in the
window that pops up, click on the "General" tab.

» Virtua machine settings and files are, by default, saved as XML files in a subdirectory of the
. Vi rt ual Box/ Machi nes directory. You can change the location of this main "Machines'
folder in the "Global settings' dialog.

By default, for each virtual machine, VirtualBox uses another subdirectory of the "Machines'
directory that carries the same name as the virtual machine. As a result, your virtua machine
names must conform to the conventions of your operating system for valid file names. For ex-
ample, a machine called "Fedora 6" would, by default, have its settings saved in
. Vi rtual Box/ Machi nes/ Fedora 6/ Fedora 6.xm . If you would like more control over
the file names used, you can create the machine using VBoxManage creat evm with the -
settingsfil e option; see Section 7.4, “VBoxManage createvm”.

The virtual machine directory will be renamed if you change the machine name. If you do not
wish this to happen, you can create the machine using VBoxManage creat evm with the -
basef ol der option. In this case, the folder name will never change.

* VirtualBox keeps snapshots and saved states in another special folder for each virtual machine.
By default, thisis a subfolder of the virtual machine folder called Snapshot s -- in our example,
. Vi rt ual Box/ Machi nes/ Fedora 6/ Snapshots. You can change this setting for each ma-
chine using VBoxManage aswell.

» VDI container files are, by default, created in the . Vi rt ual Box/ VDI directory. In particular,
this directory is used when the "Create new virtual disk" wizard is started to create a new VDI
file. Changing this default is probably most useful if the disk containing your home directory
does not have enough room to hold your VDI files, which can grow very large.
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8.2. Automated Windows Guest Logons (VBoxGINA)

When Windows is running in a virtual machine, it might be desirable to perform coordinated and
automated logons of guest operating systems using credentials from a master logon system. (With
"credentials’, we are referring to logon information consisting of user name, password and domain
name, where each value might be empty.) Since Windows NT, Windows has provided a modular
system logon subsystem ("Winlogon™) which can be customized and extended by means of so-
called GINA modules (Graphical Identification and Authentication). The VirtualBox Guest Addi-
tions for Windows come with such a GINA module which and can therefore perform automated lo-
gons.

The Guest Additionsinstaller copies VBoxG NA. dI | to the target directory but doesn't activateit. In
order to install it, it has to be copied to the SYSTEM32 directory of Windows and the string registry
key HKEY_LOCAL _MACHI NE\ SOFTWARE\ M cr osof t \ W ndows
NT\ Cur r ent Ver si on\ W nl ogon\ G naDLL hasto be created and set to VBoxG NA. dl | . The Vir-
tualBox GINA isimplemented as a wrapper around the standard Windows GINA (MSG NA. DLL) so
it will most likely not work correctly with 3rd party GINA modules.

Credentials can be set only for running VMs and are transient information, i.e. they are not stored in
any persistent manner. Setting credentials can be achieved using the following command:

VBoxManage control vm "W ndows XP" \
setcredentials "John Doe" "secretpassword" "DOMIEST"

The above information will then be available to the guest and will be queried by the VirtualBox
GINA module using the VirtualBox Guest Additions device driver. When Windows isin logged out
mode, the GINA module will constantly poll for credentials and if they are present, a logon will be
attempted. After retrieving the credentials, the GINA module will erase them so that the above com-
mand will have to be repeated for subsequent logons.

When resetting a VM, the credentials will be erased for security reasons. Note that this is a write
only value, i.e. there is no way to retrieve the credentials from the host side. Credentials can be reset
from the host side by setting empty values.

For Windows XP guests, the logon subsystem has to be configured to use the classical logon dialog
asthe Virtual Box GINA does not support the XP style welcome dial og.

8.3. Custom external VRDP authentication

As described in Section 6.4.4, “RDP authentication”, VirtualBox supports arbitrary external mod-
ules to perform authentication with its VRDP servers. When the authentication method is set to "ex-
ternal” for a particular VM, VirtuaBox calls the library that was specified with VBoxManage set -
property vrdpauthlibrary. This library will be loaded by the VM process on demand, i.e.
when the first RDP connection is made by an external client.

External authentication is the most flexible as the external handler can both choose to grant access to
everyone (like the "null" authentication method would) and del egate the request to the guest authen-
tication component. When delegating the request to the guest component, it will still be called after-
wards with the option to override the result.

A VRDP authentication library is required to implement exactly one entry point:

#i ncl ude " VRDPAuUt h. h"

/**

* Authentication library entry point. Decides whether to allow
* a client connection.

*

* Paraneters:

*

* pUui d Pointer to the UU D of the virtual nachine
* whi ch the client connected to.

* guest Judgenent Result of the guest authentication.

* szUser User nane passed in by the client (UTF8).

* szPassword Password passed in by the client (UTF8).
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* szDomai n Domai n passed in by the client (UTF8).
*
* Return code:
*
* VRDPAuUt hAccessDeni ed Client access has been deni ed.
* VRDPAuUt hAccessG ant ed Client has the right to use the
* vi rtual nmachi ne.
* VRDPAut hDel egat eToGuest Guest operating system nust
* authenticate the client and the
* library nmust be called again with
* the result of the guest
* aut henti cati on.
*

/

VRDPAut hResul t VRDPAUTHCALL VRDPAut h(
PVRDPAUTHUUI D pUui d,
VRDPAuUt hGuest Judgenent guest Judgenent,
const char *szUser,
const char *szPassword
const char *szDomai n)

/* process request against your authentication source of choice */
return VRDPAut hAccessG ant ed;

The second arguments contains information about the guest authentication status. For the first call, it
is always set to VRDPAut hGuest Not Asked. In case the function returns VRDPAut hDel egat e-

ToGuest , a guest authentication will be attempted and another call to the method is made with its
result. This can be either granted / denied or no judgement (the guest component chose for whatever
reason to not make a decision). In case there is a problem with the guest authentication module (e.g.
the Additions are not installed or not running or the guest did not respond within atimeout), the "not
reacted" status will be returned.

8.4. Secure Labeling with VBoxSDL

When running guest operating systems in fullscreen mode, the guest operating system usually has
control over the whole screen. This could present a security risk as the guest operating system might
fool the user into thinking that it is either a different system (which might have a higher security
level) or it might present messages on the screen that appear to stem from the host operating system.

In order to protect the user against the abovementioned security risks, the secure labeling feature has
been developed. Secure labeling is currently available only for VBoxSDL. When enabled, a portion
of the display area is reserved for a label in which a user defined message is displayed. The label
height in set to 20 pixelsin VBoxSDL. The label font color and background color can be optionally
set as hexadecimal RBG color values. The following syntax is used to enable secure labeling:

VBoxSDL -securel abel -seclabelfnt ~/fonts/arial.ttf \
-secl abel siz 14 "W ndows XP" \
-secl abel f bcol O00FFO0 -secl abel bgcol OOFFFF

In addition to enabling secure labeling, a TrueType font has to be supplied.

Typically, full screen resolutions are limited to certain "standard" geometries such as 1024 x 768.
Adding the secure label with a height of 20 pixels would therefore require the resolution to be 1024
x 788 which is either not possible for results in suboptimal display quality. In most cases, VBoxSDL
would chose the next higher resolution, e.g. 1280 x 1024 and the guest's screen would not cover the
whole display surface. If VBoxSDL is unable to choose a higher resolution, the secure label will be
painted on top of the guest's screen surface. In order to address this problem, afeature called "Y off-
set" has been implemented. This takes the height of the secure label and provides custom video
modes to the guest that are reduced by the height of the label so that guest height + label height res-
ultsin avalid native display resolution. For Windows guests, the VirtualBox Guest Additions auto-
matically provide the reduced video modes. In addition to that, the VESA BIOS has been adjusted
to duplicate its standard mode table with adjusted resolutions. The adjusted mode IDs can be calcu-
lated using the following formula:

reduced _nodeid = nodeid + 0x30
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For example, in order to start Linux with 1024 x 748 x 16, the standard mode 0x117 (1024 x 768 x
16) isused as abase. The Linux video mode kernel parameter can then be calculated using:

vga
vga

0x200 | 0x117 + 0x30
839

The reason for duplicating the standard modes instead of only supplying the adjusted modes is that
most guest operating systems require the standard VESA modes to be fixed and refuse to start with
different modes.

When using the X.org VESA driver, custom modelines have to be calculated and added to the con-
figuration (usualy in / et ¢/ X11/ xor g. conf . A handy tool to determine modeline entries can be
found at ht t p: // www. t kk. fi /M sc/ El ectroni cs/ faqg/vga2rgb/cal c. htnl .

8.5. Custom VESA resolutions

Apart from the standard VESA resolutions, the VirtualBox VESA BIOS alows you to add up to 16
custom video modes which will be reported to the guest operating system. When using Windows
guests with the VirtuaBox Guest Additions, a custom graphics driver will be used instead of the
fallback VESA solution so this information does not apply.

Addition video modes can be configured for each VM using the extra data facility. The extra data
key is called Cust omVi deoMbde<x> with x being a number from 1 to 16. Please note that modes
will be read from 1 until either the following number is not defined or 16 is reached. The following
example adds a video mode that corresponds to the native display resolution of many notebook
computers:

VBoxManage setextradata "W ndows XP' \
" Cust onVi deovbdel"” "1400x1050x16"

The VESA mode IDs for custom video modes start at 0x160. In order to use the above defined cus-
tom video mode, the following command line has be supplied to Linux:

vga
vga

0x200 | 0x160
864

For guest operating systems with VirtualBox Guest Additions, a custom video mode can be set us-
ing the video mode hint feature.

8.6. Releasing modifiers with VBoxSDL on Linux

When switching from a X virtual terminal (VT) to another VT using Ctrl-Alt-Fx while the
VBoxSDL window has the input focus, the guest will receive Ctrl and Alt keypress events without
receiving the corresponding key release events. Thisis an architectural limitation of Linux. In order
to reset the modifier keys, it is possible to send SI GUSR1 to the VBoxSDL main thread (first entry
in the ps list). For example, when switching away to another VT and saving the virtual machine
from this terminal, the following sequence can be used to make sure the VM is not saved with stuck
modifiers:

kill -usrl <pid>
./ VBoxManage controlvm "W ndows 2000" savestate
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Chapter 9. VirtualBox Application
Programming Interfaces

These are not yet documented.
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Chapter 10. Troubleshooting

This chapter provides answers to commonly asked questions. In order to improve your user experi-
ence with VirtualBox, it is recommended to read this section to learn more about common pitfalls
and get recommendations on how to use the product.

10.1. General

10.1.1.

10.1.2.

Collecting debugging information

For problem determination, it is often important to collect debugging information which can be ana-
lyzed by VirtualBox support. This section contains information about what kind of information can
be obtained.

Every time VirtualBox starts up a VM, alog file is created containing some information about the
VM configuration and runtime events. Thelog fileis called vVBox. | og and resides in the VM log file
folder. Typically thiswill be adirectory like this:

$HOVE/ . Vi r t ual Box/ Machi nes/ { machi nenane}/ Logs

When starting a VM, the configuration file of the last run will be renamed to . 1, up to . 3. Some-
times when there is a problem, it is useful to have alook at the configuration. Also when requesting
support for VirtualBox, supplying the corresponding log file is mandatory.

Guest shows IDE errors for VDI on slow host file system

Occasionally, some host file systems provide very poor writing performance and as a consequence
cause the guest to time out IDE commands. This is hormal behavior and should normally cause no
real problems, as the guest should repeat commands that have timed out. However some guests (e.g.
some Linux versions) have severe problems if a write to a VDI file takes longer than about 15
seconds. Some file systems however require more than a minute to complete a single write, if the
host cache contains alarge amount of data that needs to be written.

The symptom for this problem is that the guest can no longer access its files during large write or
copying operations, usually leading to an immediate hang of the guest.

In order to work around this problem (the true fix is to use a faster file system that doesn't exhibit
such unacceptable write performance), it is possible to flush the VDI after a certain amount of data
has been written. This interval is normally infinite, but can be configured individually for each disk
of aVM using the following command:

VBoxManage setextradata <vmmane>
"VBoxI nt er nal / Devi ces/ pi i x3i de/ 0/ LUN#[ x] / Confi g/ Fl ushl nterval " [b]

The value [x] that selects the disk is O for the master device on the first channel, 1 for the slave
device on the first channel, 2 for the master device on the second channel or 3 for the master device
on the second channel. Only disks support this configuration option. It must not be set for CD-ROM
drives.

The unit of the interval [b] is the number of bytes written since the last flush. The value for it must
be selected so that the occasional long write delays do not occur. Since the proper flush interval de-
pends on the performance of the host and the host filesystem, finding the optimal value that makes
the problem disappear requires some experimentation. Values between 1000000 and 10000000 (1 to
10 megabytes) are a good starting point. Decreasing the interval both decreases the probability of
the problem and the write performance of the guest. Setting the value unnecessarily low will cost
performance without providing any benefits. Aninterval of 1 will cause aflush for each write opera-
tion and should solve the problem in any case, but has a severe write performance penalty.

Providing a value of O for [b] is treated as an infinite flush interval, effectively disabling this work-
around. Removing the extra data key by specifying no value for [b] has the same effect.
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10.1.3.

Troubleshooting

Responding to guest IDE flush requests

If desired, the virtual disk images (VDI) can be flushed when the guest issues the IDE FLUSH
CACHE command. Normally these requests are ignored for improved performance. To enable
flushing, issue the following command:

VBoxManage setextradata <vmane>
"VBoxI nt ernal / Devi ces/ pi i x3i de/ 0/ LUN#[ x] / Confi g/ | gnor eFl ush" 0

The value [x] that selects the disk is O for the master device on the first channel, 1 for the save
device on the first channel, 2 for the master device on the second channel or 3 for the master device
on the second channel. Only disks support this configuration option. It must not be set for CD-ROM
drives.

Note that this doesn't affect the flushes performed according to the configuration described in
10.1.2. Restoring the default of ignoring flush commands is possible by setting the value to 1 or by
removing the key.

10.2. Windows guests

10.2.1.

Windows boot failures (bluescreens) after changing VM

configuration

10.2.2.

Often, customers encounter Windows startup failures (the infamous "blue screen”) after performing
configuration changes to a virtual machine which are not allowed for an aready installed Windows
operating system. Depending on the presence of several hardware features, the Windows installation
program chooses special kernel and device driver versions and will fail to startup should these hard-
ware features be removed.

Most importantly, never disable ACPI and the I/O APIC if they were enabled at installation time.
Enabling them for a Windows VM which was installed without them does not cause any harm.
However, Windows will not use these featuresin this case.

Windows 2000 installation failures

When installing Windows 2000 guests, you might run into one of the following issues:

» Installation reboots, usually during component registration.
« Installation fills the whole hard disk with empty log files.

* Ingtallation complains about afailureinstalling msgi na. di | .

These problems are al caused by a bug in the hard disk driver of Windows 2000. After issuing a
hard disk request, there is a race condition in the Windows driver code which leads to corruption if
the operation completestoo fast, i.e. the hardware interrupt from the IDE controller arrives too soon.
With physical hardware, there is a guaranteed delay in most systems so the problem is usually hid-
den there (however it should be possible to reproduce it on physical hardware as well). In a virtual
environment, it is possible for the operation to be done immediately (especialy on very fast systems
with multiple CPUs) and the interrupt is signalled sooner than on a physical system. The solution is
to introduce an artificial delay before delivering such interrupts. This delay can be configured for a
VM using the following command:

VBoxManage setextradata <vmane>
"VBoxI nt er nal / Devi ces/ pi i x3i de/ 0/ Confi g/ | RQDel ay" 1

This sets the delay to one millisecond. In case this doesn't help, increase it to a value between 1 and
5 milliseconds. Please note that this slows down disk performance. After installation, you should be
able to remove the key (or set it to 0).
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10.2.3. How to record bluescreen information from Windows
guests

When Windows guests run into a kernel crash, they display the infamous bluescreen. Depending on
how Windows is configured, the information will remain on the screen until the machine is restarted
or it will reboot automatically. During installation, Windows is usually configured to reboot auto-
matically. With automatic reboots, there is no chance to record the bluescreen information which

might be important for problem determination.

VirtualBox provides a method of halting a guest when it wants to perform areset. In order to enable

this feature, issue the following command:

VBoxManage setextradata <vmane>
"VBoxI| nt er nal / PDM Hal t OnReset " 1

10.2.4. No networking in Windows Vista guests

Unfortunately, with Vista, Microsoft dropped support for the virtual AMD PCnet card that we are
providing to virtual machines. As a result, after installation, Vista guests initially have no network-
ing. To fix that, download the official NDIS5 AMD driver for installation in the guest from here:

ht-

tp://www.amd.com/us-en/Connectivity Sol utions/Productl nformation/0,,50 2330 6629 2452%5E24

54%5E2486,00.htm

However, the next problem will be how to get your Vista to access that driver file, as the guest has
no networking. One possible solution is to create an ISO CD-ROM that contains it and then mount

that 1SO in the guest. On a Linux host, this can be easily done with this command:

nki sof s -0 nane-of-target-iso -R -J /path/to/folder/w th/amd/driver/file

Alternatively, put the driver file on a USB stick and enable a corresponding USB filter for the VM.

10.3. Windows hosts
10.3.1. VBoxSVC out-of-process COM server issues

VirtualBox makes use of the Microsoft Component Object Model (COM) for inter and intra process
communication. This alows VirtuaBox to share a common configuration among different virtual
machine processes and provide severa user interface options based on a common architecture. All
global status information and configuration is maintained by the process VBoxSVC. exe which is an
out-of-process COM server. Whenever a VirtualBox process is started, it requests access to the
COM server and Windows automatically starts the process. Note that it should never be started by

the end user.

When the last process disconnects from the COM server, it will terminate itself after some seconds.
The VirtualBox configuration (XML files) is maintained and owned by the COM server and the

files are locked whenever the server runs.

In some cases - such as when avirtual machine is terminated unexpectedly - the COM server might
not notice that the client is disconnected and stay active. In other rare cases the COM server might
experience an internal error and subsequently other processes fail to initiaize it. In these situations,

it is recommended to use the Windows task manager to kill the process VBoxSVC. exe.

10.3.2. CD/DVD changes not recognized

In case you have assigned a phyical CD/DVD drive to a guest and the guest does not notice when
the medium changes, make sure that the Windows media change notification (MCN) feature is not

turned off. This is a key in the Windows
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10.3.3.

10.3.4.

Troubleshooting

HKEY_LOCAL_MACHI NE\ Syst eml Cur r ent Cont r ol Set\ Ser vi ces\ Cdr oml Aut or un) which
certain applications may disable against Microsoft's advice. If it is set to 0, change it to 1 and reboot
your system. VirtualBox relies on Windows notifying it of media changes.

Sluggish response when using Microsoft RDP client

If connecting to a Virtual Machine via the Microsoft RDP client (called Remote Desktop Connec-
tion), there can be large delays between input (moving the mouse over a menu is the most obvious
situation) and output. Thisis because this RDP client collects input for a certain time before sending
it to the VRDP server built into Virtual Box.

The interval can be decreased by setting a Windows registry key to smaller values than the default
of 100. The key does not exist initially and must be of type DWORD. The unit for its valuesis milli-
seconds. Values around 20 are suitable for low-bandwidth connections between the RDP client and
server. Vaues around 4 can be used for a gigabit Ethernet connection. Generally values below 10
achieve a performance that is very close to that of the local input devices and screen of the host on
which the Virtual Machineis running.

Depending whether the setting should be changed for an individual user or or for the system, either

HKEY_CURRENT_USER!\ Sof t war e\ M cr osof t\ Ter m nal Server
Cient\Mn Send Interval

or

HKEY_LOCAL_MACHI NE\ Sof t war e\ M crosof t\ Term nal Server
Cient\Mn Send |nterval

can be set appropriately.
Running an iSCSl initiator and target on a single system

If attempting to access an iSCSI target running in a guest virtual machine with an iSCSI initiator
(e.g. Microsoft iSCSI Initiator) running on the host system, a deadlock occursin the host OS. Thisis
caused by a flaw in the Windows cache manager component, and causes sluggish host system re-
sponse for several minutes, followed by a "Delayed Write Failed" error message in the system tray
or in a separate message window. The guest is blocked during that period and may show error mes-
sages or become unstable. VirtualBox contains a workaround for this problem until Microsoft ad-
dresses the issue.

It is activated by setting the environment variable VBOX_DI SABLE_HOST_DI SK_CACHE to 1. This
can be achieved e.g. by executing the follwing command in a command prompt window before
starting VirtualBox in the same command prompt window:

set VBOX_DI SABLE_HOST DI SK_CACHE=1

This decreases performance of guest disk accesses (especially writes). It does not affect the perform-
ance of other applications running on the host operating system.

10.4. Linux hosts

10.4.1.

Linux kernel module refuses to load

If the VirtualBox kernel module (vboxdr v) refusesto load, i.e. you get an "Error inserting vboxdrv:
Invalid argument”, check (as root) the output of the dmesg command.

In 90% of all cases, this will exhibit a problem with Linux 2.6.19 and higher, and the message will
be: "NMI watchdog active -- refused to load the kernel module! Please disable the NMI watchdog
by specifying 'nmi_watchdog=0" at kernel command line."

Add this option to your grub configuration, reboot, and the module should load.
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10.4.2.

10.4.3.

10.4.4.
DVD

Troubleshooting

Linux host's CD/DVD drive not found

If you have configured avirtual machine to use the host's CD/DVD drive, but this does not appear to
work, make sure that the current user has permission to access the corresponding Linux device file
(usually / dev/ cdr omor similar). On most distributions, the user must be added to a corresponding
group (usually called cdr omor cdr w).

Also, if your CD/DVD device has a different name, VirtualBox may be unable to find it. On Linux
hosts, VirtualBox performs the following steps to locate your CD/DVD drives:

1. VirtualBox examines if the environment variable VBOX_CDROM is defined (see below). If so,
VirtualBox omits al the following checks.

2. VirtuaBox testsif / dev/ cdr omworks.

3. In addition, VirtualBox checks if any CD/DVD drives are currently mounted by checking /
etc/ntab.

4. Ineaddition, Virtua Box checksif any of the entriesin/ et ¢/ f st ab point to CD/DVD devices.

In other words, you can try to set VBOX_CDROM to contain alist of your CD/DVD devices, separ-
ated by colons, for example as follows:

export VBOX_CDROWF' / dev/ cdronD: /dev/cdromt

Linux host's floppy not found

The previous instructions (for CD/DVD drives) apply accordingly to floppy disks, except that Virtu-
alBox testsfor / dev/ f d* devices by default. This can be overridden with the VBOX_FLOPPY envir-
onment variable.

Strange guest IDE error messages when writing to CD/

If the experimental CD/DVD writer support is enabled with an incorrect VirtualBox, host or guest
configuration, it is possible that any attempt to access the CD/DVD writer fails and simply resultsin
guest kernel error messages (for Linux guests) or application error messages (for Windows guests).
VirtualBox performs the usual consistency checks when aVM is powered up (in particular it aborts
with an error message if the device for the CD/DVD writer is not writable by the user starting the
VM), but it cannot detect all misconfigurations. The necessary host and guest OS configuration is
not specific for VirtualBox, but a few frequent problems are listed here which occurred in connec-
tion with VirtualBox.

Specia care must be taken to use the correct device. The configured host CD/DVD device file name
(in most cases/ dev/ cdr om) must point to the device that allows writing to the CD/DVD unit. For
CD/DVD writer units connected to a SCSI controller or to a IDE controller that interfaces to the
Linux SCSI subsystem (common for some SATA controllers), this must refer to the SCSI device
node (e.g. / dev/ scd0). Even for IDE CD/DVD writer units this must refer to the appropriate SCS|
CD-ROM device node (e.g. / dev/ scdO0) if thei de-scsi kernel module is loaded. This module is
required for CD/DVD writer support with all Linux 2.4 kernels and some early 2.6 kernels. Many
Linux distributions load this module whenever a CD/DVD writer is detected in the system, even if
the kernel would support CD/DVD writers without the module. VirtualBox supports the use of IDE
device files (e.g. / dev/ hdc), provided the kernel supports this and the i de- scsi module is not
loaded.

Similar rules (except that within the guest the CD/DVD writer is always an IDE device) apply to the
guest configuration. Since this setup is very common, it is likely that the default configuration of the
guest works as expected.
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10.4.5. VBoxSVC IPC issues

On Linux, VirtualBox makes use of a custom version of Mozilla XPCOM (cross platform compon-
ent object model) for inter and intra process communication. The process VBox SVC serves as a com-
munication hub between different VirtualBox processes and maintains the global configuration, i.e.
the XML database. When starting a VirtualBox component, the processes VBoxSVC and Vi r t ual -
BoxXPCOM PCD are started automatically. They are only accessible from the user account they are
running under. VBoxSVC owns the VirtualBox configuration database which normally resides in
~/ . Virtual Box and while it is running, the configuration files are locked. Communication
between the various VirtualBox components and VBoxSVC is performed through a local domain
socket residing in/ t np/ . vbox- <user nane>-i pc. In case there are communication problems (i.e.
a VirtualBox application cannot communicate with VBox SVC), terminate the daemons and remove
the local domain socket directory.

10.4.6. USB not working

If USB is not working on your Linux host, make sure that the current user has permission to access
the USB filesystem (usbf s), which VirtualBox relies on to retrieve valid information about your
host's USB devices.

Asusbf s isavirtual filesystem, achnod on / proc/ bus/ usb has no effect. The permissions for
usbf s can therefore only be changed by editing the/ et ¢/ f st ab file.

For example, most Linux distributions have a user group called usb or similar, of which the current
user must be amember. To give al users of that group access to usbfs, make sure the following line
is present:

# 85 is the USB group
none / proc/ bus/ usb usbf s devgi d=85, devnpde=664 0 0

Replace 85 with the group ID that matches your system (search / et ¢/ gr oup for "ush" or similar).
Alternatively, if you don't mind the security hole, give all users accessto USB by changing "664" to
"666".

The various distributions are very creative from which script the usbf s filesystem is mounted.
Sometimes the command is hidden in unexpected places. For SUSE 10.0 the mount command is part
of the udev configuration file / et c/ udev/ r ul es. d/ 50- udev. r ul es. As this distribution has no
user group called usb, you may e.g. use the vboxuser s group which was created by the VirtualBox
installer. Since group numbers are allocated dynamically, the following example uses 85 as a place-
holder. Modify the line containing (alinebreak has been inserted to improve readability)

DEVPATH="/ nodul e/ usbcore", ACTI ON=="add",
RUN+="/ bi n/ nount -t usbfs usbfs /proc/bus/ush"

and add the necessary options (make sure that everything isin asingle line):
DEVPATH="/ modul e/ usbcore", ACTI ON=="add",
RUN+="/bi n/ mount -t usbfs usbfs /proc/bus/usb -o devgi d=85, devnode=664"

Debian Etch has the mount command in/ et ¢/ i ni t. d/ nount ker nf s. sh. Since that distribution
has no group usb, it is also the easiest solution to allow all members of the group vboxusers.
Modify the line

donount usbfs usbdevfs /proc/bus/usb -onoexec, nosui d, nodev
so that it contains
donount usbfs usbdevfs /proc/bus/usb -onoexec, nosui d, nodev, devgi d=85, devnode=664

Asusual, replace the 85 with the actual group number which should get access to USB devices.

Other distributions do similar operationsin scripts stored inthe/ et ¢/ i ni t . d directory.

69



Chapter 11. ChangelLog

This section summarizes the changes between VirtualBox versions. Note that this is not a detailed
changelog and not all changes are listed. VirtualBox version numbers consist of three numbers sep-
arated by dots where the first number represents the major version, the 2nd number the minor ver-
sion and the 3rd one the build number. Build numbers of official releases are always even. An odd
build number represents an internal development or test build.

11.1. Version 1.3.8 (2007-03-14)

* Windowsinstaler: Fixed installation problem if UAC is active

* Linux installer: added RPM for rhel4 and Mandriva 2007.1

e Linux installer: Remove any old vboxdrv modulesin /lib/modul es* /misc
» Linuxinstaler: Many small improvements for .deb and .rpm packages

e Linuxinstaller: Improved setup of kernel module

*  GUI: Host-Fn sends Cirl-Alt-Fn to the guest (Linux guest VT switch)

* GUI: fixed setting for Internal Networking

*  GUI: show correct audio backend on Windows (dsound)

» GUI: improved error messages if the kernel module is not accessible

*  GUI: never fail to start the GUI if the kernel moduleis not accessible

*  VMM: Fixed occasional crashes when shutting down Windows TAP device
*  VMM: fixed issues with IBM's 1.4.2 VM in Linux guests

» RDP: fixed color encoding with 24bpp

» BIOS: zero main memory on reboot

* BIOS: added release logging

» USB: fixed parsing of certain devicesto prevent VBoxSVC crashes

» USB: properly wakeup suspended ports

» USB: fixed a problem with unplugged USB devices during suspend

* Audio: fixed crashes on Vista hosts

» NAT: alow configuration of incoming connections (aka port mapping)

* Network: hard reset network device on reboot

* iSCSI: Fixed a hang of unpaused VMs accessing unresponsible iSCSI disks
e Linux Additions: Support Xorg 7.2.x

* Linux Additions: Fixed default video mode if all other modes areinvalid
* Linux Additions: Set default DPI to 100,100

e Linux Additions: fixed initialization of video driver on X server reset
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11.2. Version 1.3.6 (2007-02-20)

»  Windowsinstaller: perform installation for all usersinstead of just the current user (old behavior
still available)

e Linux instaler: fixed license display to not block installation

» Linux instaler: added RPM for openSUSE 10.2

e GUI: fixed problems with several keyboard layouts on Linux hosts

* GUI: added online help on Linux hosts (using kchmviewer)

* GUI: fixed handle leak on Windows hosts

» Graphics: increased VRAM limit to 128MB

e BIOS: fixed CD/DVD-ROM detection in Windows Vista guests

*  VMM: fixed incompatibility with OpenBSD 4.0

e VDI: fixed issues with snapshot merging

* Network: fixed incompatibility between Vista UAC and Host I nterface Networking
» Network: fixed issues with Windows NT 4.0 guests

» Audio: fixed problem with ALSA on Linux before 2.6.18 causing system reboots
* RDP: added support for MS RDP 6.0 clients

* RDP: fixed issue with PAM authentication on certain distributions

» RDP: fixed sporadic disconnects with MS RDP clients

* iSCSI: improved behavior when pausing aVM with iSCSI connections

e iSCSI: improved read timeout handling

11.3. Version 1.3.4 (2007-02-12)

» General: fixed unresolved symbol issue on Windows 2000 hosts

e General: added warnings at VirtualBox startup when there is no valid Linux kernel module
» General: fixed problem with unrecognized host COROM/DVD drives on Linux

e General: fixed compatibility issue with SELinux

* GUI: improved USB user interface, easier filter definitions, menu to directly attach specific
devices

e GUI: added VM settings options for VRDP
* GUI: fixed GDI handle leak on Windows hosts

e GUI: worked around issue in the Metacity window manager (GNOME) leading to unmovable
VM windows

* GUI: show an information dialog before entering fullscreen mode about how to get back
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GUI: several fixes and improvements

VMM: fixed occasional crashes when shutting down a Windows guest
VMM: fixed crash while loading Xorg on openSUSE 10.2

VMM: fixed problems with OpenBSD 3.9 and 4.0

VMM: fixed crash while loading XFree86 in SUSE 9.1

VMM: fixed Debian 3.1 (Sarge) installation problem (network failure)
VMM: fixed crash during SUSE 10.2 installation

VMM: fixed crash during Ubuntu 7.04 RC boot

VMM: fixed crash during ThinClientOS (Linux 2.4.33) bootup
ATA/IDE: pause VM when host disk is full and display message
ATA/IDE: fixed incompatibility with OpenSolaris 10

VDI containers: do not allocate blocks when guest only writes zeros to it (size optimization
when zeroing freespace prior to compacting)

CDROM/DVD: fixed mediarecognition by Linux guests

Network: corrected reporting of physical interfaces (fixes Linux guest warnings)
Network: fixed IRQ conflict causing occassional major slowdowns with X P guests
Network: significantly improved send performance

Audio: added mixer support to the AC'97 codec (master volume only)

Audio: added support for ALSA on Linux (native, no OSS emulation)

iSCSI: improved LUN handling

iSCSI: fixed hang due to packet overflow

iSCSI: pause VM on iSCSI connection loss

Linux module: never fail unloading the module (blocks Ubuntu/Debian uninstall)
Linux module: improved compatibility with NMI watchdog enabled

Windows Additions: fixed hardware mouse pointer with Windows 2003 Server guests
Linux Additions. compile everything from sources instead of using precompiled objects
Linux Additions: better compatibility with older glibc versions

Linux Additions: when uninstalling, only delete the files we put there during installation, don't
remove the directory recursively to prevent unwanted data loss

Linux Installer: added support for Slackware
Linux Additions: added support for Linux 2.4.28 to 2.4.34
RDP: fixed sporadic disconnects with MS RDP clients

RDP: fixed race condition during resolution resize leading to rare crashes
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11.4. Version 1.3.2 (2007-01-15)

» General: Added experimental support for Windows Vista as a host

» General: Added support for Windows Vista as a guest

»  GUI: numerous improvements including a redesigned media manager

* BIOS: added DMI information for recent Linux kernels

*  VMM: experimental support for AMD SVM hardware virtualization extensions

* VMM: significant performance improvements for Linux 2.6 guests

*  VMM: performance improvements for Windows guests

» Network: fixed issues with DOS guests

» Network: fixed creation of more than one host interface during process lifetime on Windows
» VBoxManage: added support for compacting VDI files (requires zeroing freespace in the guest)
» API: startup even when a VM configuration file isinaccessible or corrupted

* API: faster startup using lazy media access checking

* Linux Additions: fixed severa installation issues and added better error checks

» Linux Additions: added support for X.org 7.1

» Installer: added packages for Ubuntu 6.10 (Edgy Eft), Ubuntu 6.06 LTS (Dapper Drake) and
Debian 4.0 (Etch)

11.5. Version 1.2.4 (2006-11-16)

Severa bug fixes that accidentialy didn't makeitinto 1.2.2

11.6. Version 1.2.2 (2006-11-14)

Note: Guest Additions have to be updated for the enhanced VRDP features to work.

* Linux Additions: improved compatibility with Red Hat distributions

» Linux Additions: enhanced display performance, solved several issues
» Linux Additions: added color pointer support

» Linux Additions: added support for X.org 7.x

» VMM: fixed sporadic mouse reset problem

*  VMM: fixed several issueswith Linux guests

*  VMM: significant performance improvements for Linux 2.6 guests

* VMM: significant general performance improvements

*  VMM: fixed sporadic reboot problems (logo hang)

*  VMM: added support for Intel VT-x (aka Vanderpool)
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e VMM: experimental support for IBM OS/2 Warp (requires VT-x to be enabled)
» USB: added support for isochronous transfers (webcams, audio, etc.)

» USB: fixed problem with devices not showing up after a guest reboot

* USB: fixed severa issues

+ BIOS: fixed use of fourth boot device

» BIOS: added boot menu support

e BIOS: added support for disks up to 2 Terabytes

* VRDP: significantly enhanced performance and reduced bandwidth usage through new accelera-
tion architecture

» VBoxManage: added support for capturing network traffic
* GUI: added fullscreen mode

e GUI: fixed several problems

11.7. Version 1.1.12 (2006-11-14)

* Additions: enabled more display modes for X.org 7.x
*  VMM: stahility improvements

*  VMM: resolved excessive performance degradation caused by Symantec Antivirus
e iSCSI: fixed memory corruption issue

»  VBoxSDL: made hostkey configurable

* VRDP: report error in case binding to the port fails

* VRDP: added mouse wheel support

e NAT: significant performance improvements

* Network: stability fixes

» Network: significant performance improvements

* ACPI: improved host power status reporting

e PXE: added support for Microsoft RIS/ ProxyDHCP

» PXE: fixed severa issues, added diagnostic messages

11.8. Version 1.1.10 (2006-07-28)

» |IDE: added workaround for Acronis Truelmage (violates | DE specification)
» |IDE: resolved issues with certain Linux guests

e ACPI: further improved host power status reporting
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e API: fixed severa race conditions and improved reliability

* API: increased maximum guest RAM size to 2GB (Linux host) and 1.2GB (Windows host)
e USB: added option to set the OHCI timer rate

*  VMM: fixed several issues

* VRDP: fixed infinite resize loop

»  GUI: changed the default host key to Right Control

11.9. Version 1.1.8 (2006-07-17)

 IDE: new ATA implementation with improved performance, reliability and better standards
compliance

» |DE: added experimental support for ATAPI passthrough (to use CD/DVD burnersinside VMs)
*  VMM: fixed user mode |OPL handling (hwclock failure)

*  VMM: fixed crashes upon termination in Linux X servers

e VMM: fixed problems with Knoppix 5.0 (and other Linux kernels 2.6.15+)

*  VMM: improved handling of self modifying code (aka Linux 2.6.15+ errors)

* VMM: introduce release logging for better servicability

* VMM: significant performance improvements, especially for Linux 2.6 guests
* VRDP: severdl issues have been fixed

* VRDP: fixed enhanced rdesktop to build correctly under Linux 2.6.15+

e Additions: added support for SUSE 10.1 and Fedora Core 5

* NAT: improved performance and stability

* NAT: handle host IP configuration changes at runtime

* VBoxManage: made VRDP authentication configurable

» VDI: added workaround against possible Windows host deadlocks caused by a sychronisation
flaw in Windows

* ACPI: improved host power status reporting

11.10. Version 1.1.6 (2006-04-18)

* ACPI: added workaround for XP SP2 crash in intelppm.sys (the real problem is a bug in this
driver)

» |IDE: added support for image files of up to 8 terabytes
» API: fixed severa race conditions on SMP systems

» Network: significant performance improvements
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* VRDP: fixed severa issues with USB redirection

» |IDE: added workaround for Windows 2000 installation problems due to a bug in the Windows
disk driver (see troubleshooting section)

» VRDP: provide extensive connection information (also exposed through V BoxManage)
* Linux module: added support for Linux 2.6.16

* VBoxManage: improved support for immutable disk images

* iSCSl: several fixes

* USB: several fixes

* VBoxSDL: added switch for fixed video mode and guest image centering

*  VMM: improved performance of Linux 2.6.x guests

11.11. Version 1.1.4 (2006-03-09)

Note: The configuration file format has been changed. After applying this update, execute "V Box-
Manage updatesettings' to convert your configuration to the new format. Note: Guest Additions
have to be updated.

» General: added support for multi-generation snapshots

* VMM: fixed Linux guest reboot regression

* VRDP: added client authentication through externa authentication libraries (WinLogon and
PAM interfaces are provided as sample code)

* VRDP: close TCP connection immediately when receiving bad data from the remote side
* VRDP: improved Microsoft RDP client support

«  XPCOM: fixed race condition on SMP systems that could lead to hung client processes (Linux
host)

» API: fixed race condition on SMP systems

* Network: added AMD PC-Net || 100MBit network card (Am79C973)

* Network: added PXE boot ROM for network boot

* Audio: fixed regression with Windows 2000 guests

* Audio: pause playback when VM is paused

* iSCSI: added standards compliant iSCSI initiator for transparent access of iSCSI targets

*  VBoxSDL: ship on Windows as well

* VBoxManage: added command to clone a VDI file to another one having a different UUID
» Additions: added Linux additions (timesync, mouse pointer integration and graphics driver)
» Additions: added Shared Folders for Windows guests (except NT)

* Linux module: fixed compilation problem on SUSE 10 system

e Linux installer: added custom shell script installer
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11.12. Version 1.1.2 (2006-02-03)

Note: Guest Additions have to be updated. The installation method has changed.

* BIOS: fixed CMOS checksum calculation (to avoid guest warnings)

* BIOS: improved APM support (to avoid guest warnings)

* IDE: Linux 2.6.14+ and OpenBSD now operate the controller in UDMA mode by default
* VMM: fixed hang when rebooting Windows 2000 guests with enabled audio adapter

* VMM: fixed random user mode crashes with OpenBSD guests

*  VMM: increased timing accuracy (PIT, RTC), reduced PIT query overhead

* VMM: tamed execution thread to make GUI more responsive (esp. when executing real mode
guest code such as bootloaders)

* VMM: significant performance enhancements for OpenBSD guests
e VMM: severa performance enhancements
*  VMM: improved memory layout on Windows hosts to allow for large amounts of guest RAM

 VMM: significantly improved VM execution state saving and restoring (at the expense of state
file sizes)

* ACPI: fixed Windows bluescreen when assigning more than 512MB RAM to a guest

e ACPI: correctly report battery state when multiple batteries are present on the host (Linux hosts)
» ACPI: enabled by default for newly created VMs

e APIC: added optional I/0 APIC

» Graphics: fixed distortion when changing guest color depth without changing the resolution
» VRDP: added support for remote USB (requires special rdesktop client)

* VRDP: added support for the Microsoft RDP client

* VRDP: improved audio support

* Floppy: controller can be disabled

e Floppy: fixed "no disk in drive" reporting

* Floppy: fixed writing to floppy images

* VBoxManage: restructured USB device filter syntax to make it more intuitive

* VBoxManage: added command for setting guest logon credentials

e Additions: added installer for Windows 2000/X P/2003 guests

» Additions; added custom GINA module which hooks MSGINA and can perform automatic lo-
gons using credentials retrieved from the VMM

» Documentation: added draft of VirtualBox user manual

11.13. Version 1.0.50 (2005-12-16)
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Note: Guest Additions have to be updated

*  VMM: added support for OpenBSD guests
*  VMM: fixed amemory leak

* Network: added Internal Networking (to directly wire VMs without using host interfaces and
making the traffic visible on the host)

* Network: fixed crash/hang at exit with TAP on Linux

e Graphics: added support for additional custom VESA modes
* Graphics: added support for VESA modes with y offset

* VRDP: added support for remote audio (PCM encoding)

» USB: fixed severa potential crashes

e USB: fixed revision filter matching

» USB: fixed support for devices with integrated USB hubs

11.14. Version 1.0.48 (2005-11-23)

Note: The configuration has to be deleted as the format has changed. On Linux, issue rm -rf
~/.Virtual Box. On Windows, remove the directory C:\Documents and Set-
ti ngs\ <user name>\. Vi rt ual Box. If you fail to do so, VirtualBox will not startup. Note: Guest
Additions have to be updated

VMM: fixed aLinux 2.6 guest panic on certain P4 CPUs

*  VMM: performance improvements

e Graphics: fixed y offset handling in dynamic resolution mode (secure labeling support)

» VDI: added support for immutable independent images (part of the upcoming snapshot feature)

e Additions. added VBoxControl command line utility to get/set the guest video acceleration
status

» Additions; video acceleration is turned off by default, use VBoxControl to enable it. It usualy
helps for VRDP performance.

* GUI: DirectDraw support for faster display handling on Win32.
* GUI: alow creation and assignment of disk imagesin the New VM wizard.
» USB: fixed high CPU load on certain Linux distributions

* VBoxSDL: fixed severa secure labeling issues (crash at exit, protection against guest video
modes greater than what SDL provides on the host)

» VBoxManage: convert command line parameters from the current codepage to Unicode

11.15. Version 1.0.46 (2005-11-04)

Note: Guest Additions have to be updated
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e Linux: VirtualBox binaries can now be started from directories other than the installation direct-
ory

*  VMM: added support for PAE guest mode

*  VMM: added support for hosts running in NX (No Execute) / DEP (Data Execution Prevention)
mode

» Graphics: fixesfor dynamic resolution handling

* Linux module: yet another kernel panic fix due to weird patches in RedHat Enterprise Linux 4
Update 2

e VBoxSVC: if VBOX_USER HOME is set, look for configuration in this directory (default:
$HOME/.VirtualBox)

11.16. Version 1.0.44 (2005-10-25)

Note: Guest Additions have to be updated.

e Installer: greatly improved Windows installer, fixed uninstall and perform driver and COM re-
gistration through M S|

* VBoxManage: added commands to create and delete Win32 Host Interface Networking adapters

» VDI: updated virtual disk image format (for newly created images; old images continue to work)
with enhanced write performance and support for the upcoming snapshot feature

e Network: performance improvements

» Graphics: added hardware acceleration to virtual graphics adapter and corresponding Guest Ad-
ditions driver

e Graphics/Additions/GUI: added dynamic resizing support
* Graphics: added workaround for buggy VESA support in Windows Vista/L onghorn

» VRDP: performance and stability improvements; added support for graphics acceleration archi-
tecture

» USB: restructured USB subsystem; added support for filters to autocapture devices that meet
defined criteria

* GUI: added mouse wheel support
e VMM: added support for PAE host mode

11.17. Version 1.0.42 (2005-08-30)

Note: The configuration has to be deleted as the format has changed. On Linux, issue rm -rf
~/.Virtual Box. On Windows, remove the directory C:\Documents and Set-
ti ngs\ <user name>\. Vi rt ual Box. If you fail to do so, VirtualBox will not startup. Note: Guest
Additions have to be updated.

» USB: added USB support for Windows hosts

e Network: renamed TUN to "Host Interface Networking" and TAP on Linux

* Network: added support for Host Interface Networking on Windows hosts
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» Network: added "cable connected" property to the virtual network cards

» Foppy: added avirtua floppy drive to the VM and support for attaching floppy images and cap-
turing host floppy drives

« DVD/CD: added host CD/DVD drive support
» BIOS: added boot order support

» Saved states. made location configurable (default, global setting, machine specific setting, in-
cluding VBoxManage command support)

*  VMM: added support for host CPUs without FXSR (e.g. Via Centaur)
*  VMM: increased performance of Linux 2.6 guests

*  VMM: improved timing

*  VMM: fixed trapsin XP guests with ACPI enabled

* VBoxManage: added remote session start function (tstHeadless has been removed from the dis-
tribution)

* VBoxManage: restructured commands, added numerous improvements
e GUI: propagate hostkey change to all running instances

»  GUI: perform image access tests asynchronously

e GUI: added boot order support

*  GUI: user interface redesign

11.18. Version 1.0.40 (2005-06-17)

Note: The configuration has to be deleted as the format has changed. On Linux, issue rm -rf
~/.Virtual Box. On Windows, remove the directory C:\Documents and Set-
ti ngs\ <user name>\. Vi rt ual Box. If you fail to do so, VirtualBox will not startup. Note: Guest
Additions have to be updated.

e SDK: ship Virtua Box development tools and sample program

* BIOS: made startup logo animation configurable for OEM customers

* BIOS: fixed network card detection under DOS

* Graphics: fixed VESA modesin XP and XFree86/X.org

* Network: fixed Linux guest issues

* Network: fixed NAT DHCP server to work with MS-DOS TCP/IP

» Network: fixed performance issue under heavy guest CPU load

* Network: fixed errors with more than one network card

e USB: added experimental USB support for Linux hosts

*  VMM: fixed DOS A20 gate handling in real mode

e VMM: fixed TSS 10 bitmap handling (crash in Debian/Knoppix hardware detection routine)
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*  VMM: fixed 10 issue which broke VESA in X11

* VMM: performance improvements for Linux guests

*  VMM: added local APIC support

* VBoxSDL: added pointer shape support and use host pointer in fullscreen mode if available
e GUI: determine system parameters (e.g. maximum VDI size) using the API

* GUI: added detailed error information dialogs

e GUI: specia handling of inaccessible media

» API: better error message handling, provide system parameters, handle inaccessible media

e Guest Additions: implemented full pointer shape support for all pointer color depths including
alpha channel

* VBoxManage: severa command extensions

11.19. Version 1.0.39 (2005-05-05)

Note: Guest Additions have to be updated.

* Linux: converted XPCOM runtime to a single shared object

e Linux: fixed SIGALRM process crash on certain distributions

* VMM: fixed Linux guests with grsecurity (address space scrambling)
e ACPI: added experimental ACPI support

» VRDP: added shadow buffer for reduced bandwidth usage

» VRDP: added support for pointer shapes and remote pointer cache

*  GUI: added support for pointer shapes

e Windows Additions; added support for high resolution video modes, including multi screen
modes (2, 3 and 4 screens)

* VBoxManage: added new command line tool to automate simple administration tasks without
having to write application code

11.20. Version 1.0.38 (2005-04-27)

* GUI: fixed creation of disk images larger than 4GB

e GUI: added network and audio configuration panels

*  GUI: several keyboard issues fixed

e VBoxSDL: fixed -tunfd handling and added -tundev (Linux host)
» |IDE: significant performance improvementsin DMA modes

* Video: VRAM sizeis now configurable (IMB - 128MB; default 4MB)
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* VMM: fixed several crashes and hangs while installing certain builds of Windows 2000 and XP
*  VMM: alow guests to have more than 512MB of RAM

e VMM: resolved compatibility issues with SMP systems (Windows Host)

* VRDP: process cleanup on Linux fixed

* Linux module: fixed build error on Red Hat 2.4.21-15-EL

» NT Additions:. fixed installation and atrap

*  Win2k/XP Additions:; fixed installation

11.21. Version 1.0.37 (2005-04-12)

Initial build with changelog.
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InnoTek VirtualBox incorporates materials from several Open Source software projects. Therefore
the use of these materials by VirtualBox is governed by different Open Source licenses. This docu-
ment reproduces these licenses and provides a list of the materials used and their respective licens-
ing conditions. Section 1 contains a list of the materials used. Section 2 reproduces the applicable
Open Source licenses. For each material, areferencetoitslicenseis provided.

A.l. Materials

* VirtualBox contains portions of QEMU which is governed by licenses A.2.1 and A.2.2 and

(C) 2003-2005 Fabrice Bellard Copyright (c) 2004-2005 Vassili Karpov (malc) Copyright (c)
2004 Antony T Curtis Copyright (c) 2003 Jocelyn Mayer

» VirtualBox contains code which is governed by license A.2.1 and
Copyright 2004 by the Massachusetts Institute of Technology.

» VirtualBox contains code of the BOCHS VGA BIOS which is governed by license A.2.2 and
Copyright (C) 2001, 2002 the LGPL VGABIos devel opers Team.

» VirtualBox contains code of the BOCHS ROM BIOS which is governed by license A.2.2 and

Copyright (C) 2002 MandrakeSoft S.A. Copyright (C) 2004 Fabrice Bellard Copyright (C) 2005
Struan Bartlett.

» VirtualBox containsthe zlib library which is governed by license A.2.3 and
Copyright (C) 1995-2003 Jean-loup Gailly and Mark Adler.

» VirtualBox contains Xerces which is governed by license A.2.4 and for which the following at-
tributions apply:

"This product includes software developed by The Apache Software Foundation
(http:/lwww.apache.org/). Portions of this software were originally based on the following: -
software copyright (c) 1999, IBM Corporation., http://www.ibm.com."

» VirtualBox contains Xaan which is governed by license A.2.4 and for which the following attri-
butions apply:

"This product includes software developed by The Apache Software Foundation
(http://Avww.apache.org/). Portions of this software were originally based on the following: -
software copyright (c) 1999, IBM Corporation., http://www.ibm.com.”

» VirtuaBox may contain OpenSSL which is governed by license A.2.5 and

Copyright (C) 1995-1998 Eric Young (eay@cryptsoft.com). This product includes software
written by Tim Hudson (tjh@cryptsoft.com).

» VirtuaBox may contain NSPR and XPCOM which is governed by license A.2.6 and
Copyright (C) The Authors.

» VirtualBox contains Slirp which is governed by license A.2.7 and was written by Danny Gas-
parovski.

Copyright (c), 1995,1996 All Rights Reserved.

» VirtualBox contains liblzf which is governed by license A.2.8 and
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Copyright (c) 2000-2005 Marc Alexander Lehmann <schmorp@schmorp.de>

» VirtualBox contains Etherboot which is governed by license A.2.9 with the exception that ag-
gregating Etherboot with another work does not require the other work to be released under the
samelicense (seeht t p: / / et her boot . sour cef or ge. net/ cl i nks. ht nl ). Etherboot is

Copyright (c) Etherboot team.

A.2. Licenses
A.2.1. X Consortium License (X11)

Perm ssion is hereby granted, free of charge, to any person obtaining a copy
of this software and associ ated docunentation files (the "Software"), to dea
in the Software wi thout restriction, including without limtation the rights
to use, copy, nodify, nerge, publish, distribute, sublicense, and/or sel
copies of the Software, and to pernmit persons to whomthe Software is
furnished to do so, subject to the follow ng conditions:

The above copyright notice and this pernission notice shall be included in
all copies or substantial portions of the Software.

THE SOFTWARE | S PROVIDED "AS | S", W THOUT WARRANTY OF ANY KI ND, EXPRESS COR

I MPLI ED, | NCLUDI NG BUT NOT LI M TED TO THE WARRANTI ES OF MERCHANTABI LI TY,

FI TNESS FOR A PARTI CULAR PURPOSE AND NONI NFRI NGEMENT. | N NO EVENT SHALL

THE AUTHORS OR COPYRI GHT HOLDERS BE LI ABLE FOR ANY CLAIM DAMAGES OR OTHER
LI ABILITY, WHETHER I N AN ACTI ON OF CONTRACT, TORT OR OTHERW SE, ARl SI NG FROM
OQUT OF OR I N CONNECTI ON W TH THE SOFTWARE OR THE USE OR OTHER DEALI NGS I N
THE SOFTWARE.

A.2.2. GNU Lesser General Public License (LGPL)

GNU LESSER GENERAL PUBLI C LI CENSE
Version 2.1, February 1999

Copyright (C) 1991, 1999 Free Software Foundation, Inc.

59 Tenple Place, Suite 330, Boston, MA 02111-1307 USA
Everyone is pernitted to copy and distribute verbati mcopies
of this license docunent, but changing it is not allowed.

[This is the first released version of the Lesser GPL. It also counts
as the successor of the G\U Library Public License, version 2, hence
the version nunber 2.1.]

Pr eanbl e

The licenses for npost software are designed to take away your
freedomto share and change it. By contrast, the GNU General Public
Li censes are intended to guarantee your freedomto share and change
free software--to make sure the software is free for all its users

This license, the Lesser CGeneral Public License, applies to sone
speci al | y desi gnated software packages--typically libraries--of the
Free Software Foundation and other authors who decide to use it. You
can use it too, but we suggest you first think carefully about whether
this license or the ordinary General Public License is the better
strategy to use in any particular case, based on the expl anati ons bel ow.

When we speak of free software, we are referring to freedom of use
not price. Qur General Public Licenses are designed to make sure that
you have the freedomto distribute copies of free software (and charge
for this service if you wish); that you receive source code or can get
it if you want it; that you can change the software and use pieces of
it in new free prograns; and that you are informed that you can do
t hese things.

~To protect your rights, we need to nmake restrictions that forbid
distributors to deny you these rights or to ask you to surrender these
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rights. These restrictions translate to certain responsibilities for
you if you distribute copies of the library or if you nodify it.

For exanple, if you distribute copies of the library, whether gratis
or for a fee, you nust give the recipients all the rights that we gave
you. You nust nmake sure that they, too, receive or can get the source
code. If you link other code with the library, you nust provide
conpl ete object files to the recipients, so that they can relink them
with the library after nmaking changes to the library and reconpiling
it. And you nust show themthese terms so they know their rights.

We protect your rights with a two-step nethod: (1) we copyright the
library, and (2) we offer you this Iicense, which gives you | egal
permi ssion to copy, distribute and/or nodify the library.

To protect each distributor, we want to make it very clear that
there is no warranty for the free library. Aso, if the library is
nodi fi ed by soneone el se and passed on, the recipients should know
that what they have is not the original version, so that the original
author's reputation will not be affected by problens that m ght be
i ntroduced by others.

Finally, software patents pose a constant threat to the existence of
any free program W wi sh to nmake sure that a conpany cannot
effectively restrict the users of a free program by obtaining a
restrictive license froma patent holder. Therefore, we insist that
any patent license obtained for a version of the library nmust be
consistent with the full freedom of use specified in this |license

Most GNU software, including sone libraries, is covered by the
ordinary GNU General Public License. This license, the GNU Lesser
General Public License, applies to certain designated libraries, and
is quite different fromthe ordinary General Public License. W use
this license for certain libraries in order to permt |inking those
libraries into non-free prograns.

When a programis linked with a |ibrary, whether statically or using
a shared library, the conbination of the two is |legally speaking a
conbi ned work, a derivative of the original library. The ordinary
General Public License therefore permits such linking only if the
entire conbination fits its criteria of freedom The Lesser Cenera
Public License pernits nore lax criteria for |inking other code with
the library.

We call this license the "Lesser" General Public License because it
does Less to protect the user's freedomthan the ordinary Genera
Public License. It also provides other free software devel opers Less
of an advantage over conpeting non-free prograns. These di sadvant ages
are the reason we use the ordinary General Public License for nany
libraries. However, the Lesser |icense provides advantages in certain
speci al circumnst ances.

For exanple, on rare occasions, there may be a special need to

encourage the w dest possible use of a certain library, so that it becones

a de-facto standard. To achieve this, non-free progranms must be
allowed to use the library. A nore frequent case is that a free
library does the same job as widely used non-free libraries. |In this
case, there is little to gain by linmting the free library to free
software only, so we use the Lesser Ceneral Public License

In other cases, permission to use a particular library in non-free
prograns enabl es a greater nunmber of people to use a | arge body of
free software. For exanple, permi ssion to use the GNU C Library in
non-free prograns enables nmany nore people to use the whole G\U
operating system as well as its variant, the GNU Li nux operating
system

Al though the Lesser General Public License is Less protective of the
users' freedom it does ensure that the user of a programthat is
linked with the Library has the freedom and the wherewithal to run
that programusing a nodified version of the Library.

The precise terns and conditions for copying, distribution and
nodi fication follow Pay close attention to the difference between a
"work based on the library" and a "work that uses the library". The
fornmer contains code derived fromthe library, whereas the |atter nust
be conbined with the library in order to run
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GNU LESSER GENERAL PUBLI C LI CENSE
TERVS AND CONDI TI ONS FOR COPYI NG, DI STRI BUTI ON AND MODI FI CATI ON

0. This License Agreenment applies to any software library or other
program whi ch contains a notice placed by the copyright hol der or
ot her authorized party saying it may be distributed under the terms of
this Lesser General Public License (also called "this License").
Each licensee is addressed as "you".

A "library" means a collection of software functions and/or data
prepared so as to be conveniently linked with application prograns
(whi ch use sone of those functions and data) to form executabl es.

The "Library", below, refers to any such software library or work
whi ch has been distributed under these terms. A "work based on the
Li brary" means either the Library or any derivative work under
copyright law that is to say, a work containing the Library or a
portion of it, either verbatimor with nodifications and/or translated
straightforwardly into another |anguage. (Hereinafter, translation is
included without limtation in the term"nodification".)

"Source code" for a work nmeans the preferred formof the work for
maki ng nodi fications to it. For a library, conplete source code neans
all the source code for all nodules it contains, plus any associ ated
interface definition files, plus the scripts used to control conpilation
and installation of the library.

Activities other than copying, distribution and nodification are not
covered by this License; they are outside its scope. The act of
running a programusing the Library is not restricted, and output from
such a programis covered only if its contents constitute a work based
on the Library (independent of the use of the Library in a tool for
witing it). Wether that is true depends on what the Library does
and what the programthat uses the Library does.

1. You nay copy and distribute verbati mcopies of the Library's
conpl ete source code as you receive it, in any nmedium provided that
you conspi cuously and appropriately publish on each copy an
appropriate copyright notice and disclainmer of warranty; keep intact
all the notices that refer to this License and to the absence of any
maLranty; and distribute a copy of this License along with the
Li brary.

You may charge a fee for the physical act of transferring a copy,
and you may at your option offer warranty protection in exchange for a
fee.

2. You may nodify your copy or copies of the Library or any portion
of it, thus forming a work based on the Library, and copy and
di stribute such nodifications or work under the terms of Section 1
above, provided that you also nmeet all of these conditions:

a) The nodified work nmust itself be a software library.

b) You must cause the files nodified to carry prom nent notices
stating that you changed the files and the date of any change

c) You must cause the whole of the work to be licensed at no
charge to all third parties under the terms of this License

d) If afacility in the nodified Library refers to a function or a
table of data to be supplied by an application programthat uses
the facility, other than as an argunent passed when the facility

i s invoked, then you nust nake a good faith effort to ensure that,
in the event an application does not supply such function or

table, the facility still operates, and perforns whatever part of
its purpose remai ns neaningful.

(For exanple, a function in a library to conpute square roots has
a purpose that is entirely well-defined i ndependent of the
application. Therefore, Subsection 2d requires that any
application-supplied function or table used by this function nust

be optional: if the application does not supply it, the square
root function must still conpute square roots.)
These requirements apply to the nodified work as a whole. |If
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identifiable sections of that work are not derived fromthe Library,
and can be reasonably considered i ndependent and separate works in

t hensel ves, then this License, and its terns, do not apply to those
sections when you distribute them as separate works. But when you
distribute the sane sections as part of a whole which is a work based
on the Library, the distribution of the whole nust be on the terns of
this License, whose permissions for other |icensees extend to the
entire whole, and thus to each and every part regardless of who wote
1t.

Thus, it is not the intent of this section to claimrights or contest
your rights to work witten entirely by you; rather, the intent is to
exercise the right to control the distribution of derivative or

col l ective works based on the Library.

In addition, mere aggregation of another work not based on the Library
with the Library (or with a work based on the Library) on a vol une of
a storage or distribution medium does not bring the other work under
the scope of this License

3. You may opt to apply the terns of the ordinary GNU General Public
Li cense instead of this License to a given copy of the Library. To do
this, you nust alter all the notices that refer to this License, so
that they refer to the ordinary GNU General Public License, version 2,
instead of to this License. (If a newer version than version 2 of the
ordi nary GNU General Public License has appeared, then you can specify
that version instead if you wish.) Do not nmake any other change in
these noti ces.

Once this change is made in a given copy, it is irreversible for
that copy, so the ordinary G\NU General Public License applies to al
subsequent copies and derivative works nade fromthat copy.

This option is useful when you wish to copy part of the code of
the Library into a programthat is not a library.

4. You may copy and distribute the Library (or a portion or
derivative of it, under Section 2) in object code or executable form
under the terns of Sections 1 and 2 above provided that you acconpany
it with the conpl ete correspondi ng nachi ne-readabl e source code, which
must be distributed under the terms of Sections 1 and 2 above on a
medi um customarily used for software interchange.

If distribution of object code is made by offering access to copy
froma designated place, then offering equivalent access to copy the
source code fromthe same place satisfies the requirenent to
di stribute the source code, even though third parties are not
conpel l ed to copy the source along with the object code

5. A programthat contains no derivative of any portion of the
Li brary, but is designed to work with the Library by being conpiled or
linked with it, is called a "work that uses the Library". Such a
work, in isolation, is not a derivative work of the Library, and
therefore falls outside the scope of this License

However, linking a "work that uses the Library" with the Library
creates an executable that is a derivative of the Library (because it
contains portions of the Library), rather than a "work that uses the
library". The executable is therefore covered by this License
Section 6 states terns for distribution of such executabl es.

When a "work that uses the Library" uses material froma header file
that is part of the Library, the object code for the work may be a
derivative work of the Library even though the source code is not.
Whether this is true is especially significant if the work can be
linked without the Library, or if the work is itself a library. The
threshold for this to be true is not precisely defined by | aw.

If such an object file uses only nunerical paraneters, data
structure layouts and accessors, and small macros and small inline
functions (ten lines or less in length), then the use of the object
file is unrestricted, regardl ess of whether it is legally a derivative
wor k. (Executables containing this object code plus portions of the
Library will still fall under Section 6.)

O herwise, if the work is a derivative of the Library, you may
di stribute the object code for the work under the terns of Section 6.
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Any execut abl es containing that work also fall under Section 6,
whet her or not they are linked directly with the Library itself.

6. As an exception to the Sections above, you may al so conbi ne or
link a "work that uses the Library" with the Library to produce a
wor k containing portions of the Library, and distribute that work
under terns of your choice, provided that the terns permt
nodi fication of the work for the custoner's own use and reverse
engi neering for debuggi ng such nodifications.

You nmust give prom nent notice with each copy of the work that the
Library is used in it and that the Library and its use are covered by
this License. You nust supply a copy of this License. |f the work
during execution displays copyright notices, you nust include the
copyright notice for the Library anong them as well as a reference
directing the user to the copy of this License. Also, you nust do one
of these things:

a) Accompany the work with the conpl ete correspondi ng

machi ne-readabl e source code for the Library including whatever
changes were used in the work (which nust be distributed under
Sections 1 and 2 above); and, if the work is an executable |inked
with the Library, with the conpl ete nachi ne-readabl e "work that
uses the Library", as object code and/or source code, so that the
user can nodify the Library and then relink to produce a nodified
executabl e containing the nodified Library. (It is understood
that the user who changes the contents of definitions files in the
Library will not necessarily be able to reconpile the application
to use the nodified definitions.)

b) Use a suitable shared library nmechanismfor linking with the
Library. A suitable nechanismis one that (1) uses at run tine a
copy of the library already present on the user's conputer system
rather than copying library functions into the executable, and (2)
will operate properly with a nodified version of the library, if
the user installs one, as long as the nodified version is
interface-conpatible with the version that the work was nade with

c) Acconpany the work with a witten offer, valid for at
| east three years, to give the sanme user the nmaterials
specified in Subsection 6a, above, for a charge no nore
than the cost of performing this distribution.

d) If distribution of the work is nade by offering access to copy
froma designated place, offer equivalent access to copy the above
specified materials fromthe sane place

e) Verify that the user has already received a copy of these
materials or that you have already sent this user a copy.

For an executable, the required formof the "work that uses the
Li brary" must include any data and utility prograns needed for
reproduci ng the executable fromit. However, as a special exception
the materials to be distributed need not include anything that Is
normal ly distributed (in either source or binary form with the nmajor
conponents (conpiler, kernel, and so on) of the operating system on
whi ch the executable runs, unless that component i1tself acconpanies
t he execut abl e.

It may happen that this requirenent contradicts the |icense
restrictions of other proprietary libraries that do not normally
acconpany the operating system Such a contradiction nmeans you cannot
gse boLh them and the Library together in an executable that you

i stribute.

7. You may place library facilities that are a work based on the
Library side-by-side in a single library together with other library
facilities not covered by this License, and distribute such a conbined
library, provided that the separate distribution of the work based on
the Library and of the other library facilities is otherw se
pernmitted, and provided that you do these two things:

a) Acconpany the conbined library with a copy of the sane work
based on the Library, unconbined with any other library
facilities. This must be distributed under the terns of the
Secti ons above.
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b) G ve pronminent notice with the conbined library of the fact
that part of it is a work based on the Library, and expl aining
where to find the acconpanyi ng unconbi ned form of the same work.

8. You may not copy, nodify, sublicense, link with, or distribute
the Library except as expressly provided under this License. Any
attenpt otherwi se to copy, modify, sublicense, link with, or

distribute the Library I1s void, and will autonmatically termi nate your
rights under this License. However, parties who have received copies,
or rights, fromyou under this License will not have their |icenses
term nated so long as such parties remain in full conpliance.

9. You are not required to accept this License, since you have not
signed it. However, nothing else grants you pernission to nmodify or
distribute the Library or its derivative works. These actions are
prohibited by law if you do not accept this License. Therefore, by
nmodi fying or distributing the Library (or any work based on the
Li brary), you indicate your acceptance of this License to do so, and
all its terms and conditions for copying, distributing or nodifying
the Library or works based on it.

10. Each tinme you redistribute the Library (or any work based on the
Li brary), the recipient automatically receives a |license fromthe
original licensor to copy, distribute, link with or nmodify the Library
subject to these ternms and conditions. You nmay not inpose any further
restrictions on the recipients' exercise of the rights granted herein.
You are not responsible for enforcing conpliance by third parties with
this License.

11. If, as a consequence of a court judgment or allegation of patent
infringement or for any other reason (not limted to patent issues),
conditions are inposed on you (whether by court order, agreenent or
ot herwi se) that contradict the conditions of this License, they do not
excuse you fromthe conditions of this License. |f you cannot
distribute so as to satisfy simultaneously your obligations under this
Li cense and any other pertinent obligations, then as a consequence you
may not distribute the Library at all. For exanple, if a patent
license would not permt royalty-free redistribution of the Library by
all those who receive copies directly or indirectly through you, then
the only way you could satisfy both it and this License would be to
refrain entirely fromdistribution of the Library.

If any portion of this section is held invalid or unenforceable under any
particul ar circunstance, the bal ance of the section is intended to apply,
and the section as a whole is intended to apply in other circunstances.

It is not the purpose of this section to induce you to infringe any
patents or other property right clainms or to contest validity of any
such claims; this section has the sole purpose of protecting the
integrity of the free software distribution systemwhich is

impl enented by public license practices. Many peopl e have nade
generous contributions to the wi de range of software distributed

t hrough that systemin reliance on consistent application of that
systeny it is up to the author/donor to decide if he or she is willing
to distribute software through any other system and a |icensee cannot

i mpose that choice

This section is intended to nmake thoroughly clear what is believed to
be a consequence of the rest of this License

12. If the distribution and/or use of the Library is restricted in
certain countries either by patents or by copyrighted interfaces, the
original copyright hol der who places the Library under this License may add
an explicit geographical distribution limtation excluding those countries,
so that distribution is permtted only in or anong countries not thus
excluded. In such case, this License incorporates the limtation as if
witten in the body of this License.

13. The Free Software Foundation may publish revised and/ or new
versions of the Lesser General Public License fromtine to tine.
Such new versions will be simlar in spirit to the present version,
but may differ in detail to address new probl ens or concerns

Each version is given a distinguishing version nunber. |f the Library
speci fies a version nunber of this License which applies to it and
"any |ater version", you have the option of followng the terns and
conditions either of that version or of any later version published by
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the Free Software Foundation. |f the Library does not specify a
license version nunber, you may choose any version ever published by
the Free Software Foundati on.

14. If you wish to incorporate parts of the Library into other free
prograns whose distribution conditions are inconpatible with these,
wite to the author to ask for pernission. For software which is
copyrighted by the Free Software Foundation, wite to the Free
Sof tware Foundation; we sonetimes nake exceptions for this. Cur
decision will be guided by the two goals of preserving the free status
of all derivatives of our free software and of pronoting the sharing
and reuse of software generally.

NO WARRANTY

15. BECAUSE THE LI BRARY IS LI CENSED FREE OF CHARGE, THERE IS NO
WARRANTY FOR THE LI BRARY, TO THE EXTENT PERM TTED BY APPLI CABLE LAW
EXCEPT WHEN OTHERW SE STATED I N WRI TI NG THE COPYRI GHT HOLDERS AND/ OR
OTHER PARTI ES PROVI DE THE LI BRARY "AS | S" W THOUT WARRANTY OF ANY
KI'ND, ElI THER EXPRESSED COR | MPLI ED, | NCLUDI NG, BUT NOT LIMTED TO, THE
I MPLI ED WARRANTI ES OF MERCHANTABI LI TY AND FI TNESS FOR A PARTI CULAR
PURPOSE. THE ENTIRE RI SK AS TO THE QUALI TY AND PERFORVMANCE OF THE
LIBRARY IS WTH YOU. SHOULD THE LI BRARY PROVE DEFECTI VE, YOU ASSUME
THE COST OF ALL NECESSARY SERVI CI NG, REPAI R OR CORRECTI ON.

16. I N NO EVENT UNLESS REQUI RED BY APPLI CABLE LAW OR AGREED TO I N
VRI TI NG W LL ANY COPYRI GHT HOLDER, OR ANY OTHER PARTY WHO MAY MODI FY
AND/ OR REDI STRI BUTE THE LI BRARY AS PERM TTED ABOVE, BE LI ABLE TO YQU
FOR DAVAGES, | NCLUDI NG ANY GENERAL, SPECI AL, | NCI DENTAL OR
CONSEQUENTI AL DAMAGES ARI SING QUT OF THE USE OR I NABI LITY TO USE THE
LI BRARY (I NCLUDI NG BUT NOT LIM TED TO LOSS OF DATA OR DATA BEI NG
RENDERED | NACCURATE OR LOSSES SUSTAI NED BY YOU OR THI RD PARTIES OR A
FAI LURE OF THE LI BRARY TO OPERATE W TH ANY OTHER SOFTWARE), EVEN | F
SUCH HOLDER OR OTHER PARTY HAS BEEN ADVI SED OF THE POSSI BI LI TY OF SUCH
DAMAGES.

END OF TERMS AND CONDI TI ONS

A.2.3. zlib license

This software is provided 'as-is', without any express or inplied
warranty. In no event will the authors be held Iiable for any danages
arising fromthe use of this software.

Permission is granted to anyone to use this software for any purpose,
i ncluding comercial applications, and to alter it and redistribute it
freely, subject to the following restrictions:

1. The origin of this software nmust not be m srepresented; you must not
claimthat you wote the original software. If you use this software
in a product, an acknow edgnent in the product docunentation would be
appreciated but is not required.

2. Altered source versions nust be plainly marked as such, and nust not be
m srepresented as being the original software.

3. This notice may not be renoved or altered fromany source distribution.

Jean-loup Gailly Mar k Adl er
jl oup@zi p.org madl er @l ummi . cal t ech. edu

A.2.4. Apache License

Apache License
Version 2.0, January 2004
http://ww. apache. org/li censes/
TERVS AND CONDI TI ONS FOR USE, REPRODUCTI ON, AND DI STRI BUTI ON
1. Definitions.

"Li cense" shall nean the terms and conditions for use, reproduction,
and distribution as defined by Sections 1 through 9 of this docunent.
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"Licensor" shall mean the copyright owner or entity authorized by
the copyright owner that is granting the License.

"Legal Entity" shall mean the union of the acting entity and al
other entities that control, are controlled by, or are under conmon
control with that entity. For the purposes of this definition,
"control" means (i) the power, direct or indirect, to cause the
direction or managenent of such entity, whether by contract or
otherwi se, or (ii) ownership of fifty percent (50% or nore of the
out standi ng shares, or (iii) beneficial ownership of such entity.

"You" (or "Your") shall nmean an individual or Legal Entity
exercising perm ssions granted by this License.

"Source" formshall nean the preferred form for naking nodifications,
including but not Iimted to software source code, documentation
source, and configuration files.

"Cbject"” formshall nmean any formresulting from mechanica
transformation or translation of a Source form including but
not limted to conpil ed object code, generated docunentation
and conversions to other nedia types.

"Work" shall nean the work of authorship, whether in Source or
Obj ect form nade avail abl e under the License, as indicated by a
copyright notice that is included in or attached to the work

(an exanple is provided in the Appendi x bel ow).

"Derivative Wrks" shall nean any work, whether in Source or bject
form that is based on (or derived from the Work and for which the
editorial revisions, annotations, elaborations, or other nodifications
represent, as a whole, an original work of authorship. For the purposes
of this License, Derivative Wrks shall not include works that remain
separable from or nerely link (or bind by nane) to the interfaces of,
the Work and Derivative Wrks thereof.

"Contribution" shall mean any work of authorship, including

the original version of the Work and any nodifications or additions
to that Work or Derivative Works thereof, that is intentionally
submitted to Licensor for inclusion in the Wirk by the copyright owner
or by an individual or Legal Entity authorized to submt on behal f of
the copyright owner. For the purposes of this definition, "submtted"
nmeans any formof electronic, verbal, or witten comunication sent

to the Licensor or its representatives, including but not linmted to
conmuni cation on electronic mailing lists, source code control systens,
and issue tracking systens that are managed by, or on behalf of, the
Li censor for the purpose of discussing and inproving the Wrk, but
excl udi ng comuni cation that is conspicuously marked or otherw se
designated in witing by the copyright owner as "Not a Contribution."

"Contributor" shall nean Licensor and any individual or Legal Entity
on behal f of whom a Contribution has been received by Licensor and
subsequent |y incorporated within the Wrk.

G ant of Copyright License. Subject to the ternms and conditions of
this License, each Contributor hereby grants to You a perpetual
wor | dwi de, non-excl usive, no-charge, royalty-free, irrevocable
copyright license to reproduce, prepare Derivative Wrks of,
publicly display, publicly perform sublicense, and distribute the
Wirk and such Derivative Wrks in Source or Object form

Grant of Patent License. Subject to the ternms and conditions of
this License, each Contributor hereby grants to You a perpetual
wor | dwi de, non-excl usive, no-charge, royalty-free, irrevocable
(except as stated in this section) patent license to make, have made
use, offer to sell, sell, inport, and otherw se transfer the Wrk
where such license applies only to those patent clains |icensable
by such Contributor that are necessarily infringed by their
Contribution(s) alone or by conbination of their Contribution(s)
with the Work to which such Contribution(s) was submitted. If You
institute patent litigation against any entity (including a
cross-claimor counterclaimin a lawsuit) alleging that the Wrk
or a Contribution incorporated within the Work constitutes direct
or contributory patent infringenent, then any patent |icenses
granted to You under this License for that Work shall term nate
as of the date such litigation is filed
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Redi stribution. You may reproduce and distribute copies of the
Work or Derivative Wrks thereof in any nedium wth or wthout
nodi fications, and in Source or Object form provided that You
neet the follow ng conditions:

(a) You nust give any other recipients of the Wrk or
Derivative Wrks a copy of this License; and

(b) You must cause any nodified files to carry proninent notices
stating that You changed the files; and

(c) You nust retain, in the Source formof any Derivative Wrks
that You distribute, all copyright, patent, trademark, and
attribution notices fromthe Source form of the Wrk,
excl udi ng those notices that do not pertain to any part of
the Derivative Wrks; and

(d) If the Work includes a "NOTICE" text file as part of its
di stribution, then any Derivative Wrks that You distribute mnust
i nclude a readabl e copy of the attribution notices contai ned
wi thin such NOTICE file, excluding those notices that do not
pertain to any part of the Derivative Wrks, in at |east one
of the followi ng places: within a NOTICE text file distributed
as part of the Derivative Wrks; within the Source form or
docunentation, if provided along with the Derivative Wrks; or,
within a display generated by the Derivative Wrks, if and
wherever such third-party notices nornally appear. The contents
of the NOTICE file are for informational purposes only and
do not nodify the License. You nay add Your own attribution
notices within Derivative Wrks that You distribute, alongside
or as an addendumto the NOTICE text fromthe Work, provided
that such additional attribution notices cannot be construed
as nodi fying the License.

You may add Your own copyright statenment to Your nodifications and
may provide additional or different |license terns and conditions
for use, reproduction, or distribution of Your nodifications, or
for any such Derivative Wrks as a whole, provided Your use,
reproduction, and distribution of the Work otherwi se conplies with
the conditions stated in this License.

Submi ssion of Contributions. Unless You explicitly state otherw se,
any Contribution intentionally submtted for inclusion in the Wrk
by You to the Licensor shall be under the terns and conditions of
this License, without any additional terns or conditions.

Not wi t hst andi ng t he above, nothing herein shall supersede or nodify
the terms of any separate |license agreement you may have executed
wi th Licensor regardi ng such Contributions.

Trademarks. This License does not grant permission to use the trade
nanes, trademarks, service marks, or product names of the Licensor,
except as required for reasonabl e and customary use in describing the
origin of the Work and reproduci ng the content of the NOTICE file.

7. Disclaimer of Warranty. Unl ess required by applicable |aw or

agreed to in witing, Licensor provides the Wrk (and each
Contributor provides its Contributions) on an "AS | S* BASI S,

W THOUT WARRANTI ES OR CONDI TI ONS OF ANY KIND, either express or
inmplied, including, without limtation, any warranties or conditions
of TITLE, NON-INFRI NGEMENT, MERCHANTABI LITY, or FITNESS FOR A

PARTI CULAR PURPCSE. You are solely responsible for determ ning the
appropri ateness of using or redistributing the Wrk and assume any

ri sks associated with Your exercise of perm ssions under this License.

Limtation of Liability. In no event and under no | egal theory,
whet her in tort (including negligence), contract, or otherw se,

unl ess required by applicable |law (such as deliberate and grossly
negligent acts) or agreed to in witing, shall any Contributor be
liable to You for danmges, including any direct, indirect, special,
incidental, or consequential damages of any character arising as a
result of this License or out of the use or inability to use the
Work (including but not limted to danages for |oss of goodw ||,
wor k stoppage, conputer failure or nmalfunction, or any and all

ot her comerci al damages or | osses), even if such Contri butor

has been advi sed of the possibility of such danages.

Accepting Warranty or Additional Liability. Wiile redistributing
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the Work or Derivative Wrks thereof, You nmay choose to offer,

and charge a fee for, acceptance of support, warranty, indemity,
or other liability obligations and/or rights consistent with this
Li cense. However, in accepting such obligations, You may act only
on Your own behal f and on Your sole responsibility, not on behalf
of any other Contributor, and only if You agree to indemify,

def end, and hol d each Contributor harmess for any liability
incurred by, or clains asserted against, such Contributor by reason
of your accepting any such warranty or additional liability.

END OF TERVS AND CONDI TI ONS

A.2.5. OpenSSL license

This package is an SSL inplenmentation witten
by Eric Young (eay@ryptsoft.com.
The inplenentation was witten so as to conformw th Netscapes SSL.

This library is free for comrercial and non-commercial use as long as
the following conditions are aheared to. The follow ng conditions
apply to all code found in this distribution, be it the RC4, RSA

| hash, DES, etc., code; not just the SSL code. The SSL docunentation
included with this distribution is covered by the sane copyright terns
except that the holder is TimHudson (tjh@ryptsoft.com.

Copyright remains Eric Young's, and as such any Copyright notices in

the code are not to be renoved

If this package is used in a product, Eric Young should be given attribution
as the author of the parts of the library used.

This can be in the formof a textual nessage at program startup or

i n docunentation (online or textual) provided with the package

Redi stri bution and use in source and binary forms, with or wthout

nodi fication, are permitted provided that the follow ng conditions

are net:

1. Redistributions of source code nust retain the copyright
notice, this list of conditions and the follow ng disclainer.

2. Redistributions in binary formnust reproduce the above copyri ght
notice, this list of conditions and the follow ng disclainer in the
docunent ati on and/or other materials provided with the distribution.

3. Al advertising materials nmentioning features or use of this software
nust di splay the follow ng acknow edgenent:
"Thi s product includes cryptographic software witten by
Eric Young (eay@ryptsoft.com"”
The word 'cryptographic' can be left out if the rouines fromthe library
bei ng used are not cryptographic related :-).

4. |f you include any Wndows specific code (or a derivative thereof) from
the apps directory (application code) you nmust include an acknow edgenent:
"Thi s product includes software witten by TimHudson (tjh@ryptsoft.com"”

TH'S SOFTWARE |S PROVIDED BY ERIC YOUNG ""AS | S'' AND

ANY EXPRESS OR | MPLI ED WARRANTI ES, | NCLUDI NG BUT NOT LIM TED TO, THE

| MPLI ED WARRANTI ES OF MERCHANTABI LI TY AND FI TNESS FOR A PARTI CULAR PURPCOSE
ARE DI SCLAI MED. I N NO EVENT SHALL THE AUTHOR OR CONTRI BUTCRS BE LI ABLE
FOR ANY DI RECT, | NDI RECT, | NCI DENTAL, SPECI AL, EXEMPLARY, OR CONSEQUENTI AL
DAMACES (I NCLUDI NG, BUT NOT LIM TED TO, PROCUREMENT COF SUBSTI TUTE GOCDS
OR SERVI CES; LOSS OF USE, DATA, OR PROFITS; OR BUSI NESS | NTERRUPTI ON)
HOWNEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER | N CONTRACT, STRICT
LI ABILITY, OR TORT (I NCLUDI NG NEGLI GENCE OR OTHERW SE) ARI SI NG | N ANY WAY
QUT OF THE USE OF THI S SOFTWARE, EVEN | F ADVI SED OF THE PCSSI BI LI TY OF
SUCH DAMAGE

The licence and distribution terms for any publically avail able version or
derivative of this code cannot be changed. i.e. this code cannot sinply be

copi ed and put under another distribution |Iicence
[including the GNU Public Licence.]

A.2.6. Mozilla Public License (MPL)

MZI LLA PUBLI C LI CENSE
Version 1.1
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1

Definitions.

1.0.1. "Conmercial Use" neans distribution or otherw se naking the
Covered Code available to a third party.

1.1. "Contributor" nmeans each entity that creates or contributes to
the creation of Mdifications.

1.2. "Contributor Version" means the conbination of the Original
Code, prior Mdifications used by a Contributor, and the Modifications
made by that particular Contributor.

1.3. "Covered Code" neans the Original Code or Mdifications or the
conbi nati on of the Original Code and Mdifications, in each case
i ncl udi ng portions thereof.

1.4. "Electronic Distribution Mechani snf' means a nechani sm general |y
accepted in the software devel opment community for the el ectronic
transfer of data.

1.5. "Executable" means Covered Code in any form ot her than Source
Code.

1.6. "Initial Devel oper"” means the individual or entity identified
as the Initial Developer in the Source Code notice required by Exhibit
A

1.7. "Larger Wirk" means a work which conbines Covered Code or
portions thereof with code not governed by the terns of this License.

1.8. "License" nmeans this docunent.

1.8.1. "Licensable" neans having the right to grant, to the nmaxi num
extent possible, whether at the tine of the initial grant or
subsequently acquired, any and all of the rights conveyed herein.

1.9. "Modifications" neans any addition to or deletion fromthe
substance or structure of either the Original Code or any previous
Modi fications. Wien Covered Code is released as a series of files, a
Modi fication is:
A. Any addition to or deletion fromthe contents of a file
containing Oiginal Code or previous Mdifications.

B. Any new file that contains any part of the Oiginal Code or
previ ous Modifications.

1.10. "Original Code" nmeans Source Code of conputer software code

whi ch is described in the Source Code notice required by Exhibit A as
Original Code, and which, at the time of its release under this

Li cense is not already Covered Code governed by this License

1.10.1. "Patent C ains" neans any patent clainm(s), now owned or
hereafter acquired, including without limtation, nmethod, process,
and apparatus clainms, in any patent Licensable by grantor.

1.11. "Source Code" neans the preferred form of the Covered Code for
maki ng nodifications to it, including all nodules it contains, plus
any associated interface definition files, scripts used to contro
conpi lation and installation of an Executable, or source code
differential conparisons against either the Original Code or another
wel | known, avail abl e Covered Code of the Contributor's choice. The
Source Code can be in a conpressed or archival form provided the
appropriate deconpressi on or de-archiving software is widely avail able
for no charge

1.12. "You" (or "Your") neans an individual or a legal entity
exercising rights under, and conplying with all of the ternms of, this
License or a future version of this License issued under Section 6. 1.
For legal entities, "You" includes any entity which controls, is
controlled by, or is under common control with You. For purposes of
this definition, "control" nmeans (a) the power, direct or indirect,
to cause the direction or nanagenent of such entity, whether by
contract or otherwise, or (b) ownership of nore than fifty percent
(50% of the outstanding shares or beneficial ownership of such
entity.
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2. Source Code License.

2.1. The Initial Devel oper Grant.

The Initial Devel oper hereby grants You a world-w de, royalty-free,

nlon_-excl usive license, subject to third party intellectual property

cl ai ms:
(a) wunder intellectual property rights (other than patent or
trademark) Licensable by Initial Devel oper to use, reproduce,
nodi fy, display, perform sublicense and distribute the Oiginal
Code (or portions thereof) with or without Mdifications, and/or
as part of a Larger Wirk; and

(b) under Patents C ainms infringed by the naking, using or
selling of Original Code, to nake, have nmde, use, practice,
sell, and offer for sale, and/or otherw se dispose of the
Oiginal Code (or portions thereof).

(c) the licenses granted in this Section 2.1(a) and (b) are
effective on the date Initial Devel oper first distributes
Oiginal Code under the terns of this License.

(d) Notwi thstanding Section 2.1(b) above, no patent license is
granted: 1) for code that You delete fromthe Oiginal Code; 2)
separate fromthe Original Code; or 3) for infringenments caused
by: i) the nodification of the Original Code or ii) the

conbi nation of the Original Code wth other software or devices.

2.2. Contributor Gant.
Subject to third party intellectual property clains, each Contri butor
hereby grants You a world-w de, royalty-free, non-exclusive |icense

(a) under intellectual property rights (other than patent or
tradenmark) Licensable by Contributor, to use, reproduce, nodify,
di splay, perform sublicense and distribute the Mdifications
created by such Contributor (or portions thereof) either on an
unnodi fi ed basis, with other Mdifications, as Covered Code
and/or as part of a Larger Wrk; and

(b) under Patent Cains infringed by the naking, using, or
selling of Mdifications made by that Contributor either alone
and/or in conbination with its Contributor Version (or portions
of such conbination), to make, use, sell, offer for sale, have
nmade, and/or otherw se dispose of: 1) Mdifications made by that
Contributor (or portions thereof); and 2) the conbination of
Modi fications nade by that Contributor wth its Contributor
Version (or portions of such conbination).

(c) the licenses granted in Sections 2.2(a) and 2.2(b) are
effective on the date Contributor first nakes Comercial Use of
t he Covered Code.

(d) Not wi t hst andi ng Section 2.2(b) above, no patent license is
granted: 1) for any code that Contributor has deleted fromthe
Contributor Version; 2) separate fromthe Contributor Version;
3) for infringenents caused by: i) third party nodifications of
Contributor Version or ii) the conbination of Mdifications made
by that Contributor with other software (except as part of the
Contri butor Version) or other devices; or 4) under Patent C ains
infringed by Covered Code in the absence of Modifications made by
that Contri butor.

3. Distribution Cbligations.

3.1. Application of License

The Modifications which You create or to which You contribute are
governed by the terns of this License, including without limtation
Section 2.2. The Source Code version of Covered Code may be
distributed only under the terns of this License or a future version
of this License rel eased under Section 6.1, and You nust include a
copy of this License with every copy of the Source Code You
distribute. You may not offer or inpose any terns on any Source Code
version that alters or restricts the applicable version of this

Li cense or the recipients' rights hereunder. However, You may include
an additional docunent offering the additional rights described in
Section 3.5.

3.2. Availability of Source Code.
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Any Modi fication which You create or to which You contribute nust be
made available in Source Code formunder the ternms of this License
either on the sanme nedia as an Executabl e version or via an accepted
El ectronic Distribution Mechanismto anyone to whom you nmade an
Execut abl e version available; and if nade avail able via El ectronic

Di stribution Mechanism nust remain available for at |east twelve (12)
mont hs after the date it initially becane available, or at |east six
(6) months after a subsequent version of that particular Mdification
has been made avail able to such recipients. You are responsible for
ensuring that the Source Code version remains available even if the
El ectronic Distribution Mechanismis maintained by a third party.

3.3. Description of Mdifications.

You nust cause all Covered Code to which You contribute to contain a
file documenting the changes You nade to create that Covered Code and
the date of any change. You mnust include a prom nent statenent that
the Modification is derived, directly or indirectly, from Oiginal
Code provided by the Initial Devel oper and including the nane of the
Initial Devel oper in (a) the Source Code, and (b) in any notice in an
Execut abl e version or rel ated docunentation in which You describe the
origin or ownership of the Covered Code.

3.4. Intellectual Property Mtters
(a) Third Party d ains.
If Contributor has know edge that a license under a third party's
intellectual property rights is required to exercise the rights
granted by such Contributor under Sections 2.1 or 2.2,
Contributor nust include a text file with the Source Code
distribution titled "LEGAL" which describes the claimand the
party naking the claimin sufficient detail that a recipient wll
know whom to contact. |f Contributor obtains such know edge after
the Modification is made avail able as described in Section 3.2,
Contributor shall promptly nodify the LEGAL file in all copies
Contri butor makes avail abl e thereafter and shall take other steps
(such as notifying appropriate nailing |lists or newsgroups)
reasonably calculated to i nformthose who received the Covered
Code that new know edge has been obt ai ned

(b) Contributor APIs.

If Contributor's Mdifications include an application progranm ng
interface and Contributor has know edge of patent |icenses which

are reasonably necessary to inplenment that API, Contributor mnust

also include this information in the LEGAL file.

(c) Represent ati ons.

Contributor represents that, except as disclosed pursuant to
Section 3.4(a) above, Contributor believes that Contributor's
Modi fications are Contributor's original creation(s) and/or
Contributor has sufficient rights to grant the rights conveyed by
this License

3.5. Required Noti ces.

You must duplicate the notice in Exhibit Ain each file of the Source
Code. If it is not possible to put such notice in a particul ar Source
Code file due to its structure, then You nust include such notice in a
| ocation (such as a relevant directory) where a user would be likely
to look for such a notice. |If You created one or nore Mdification(s)
You may add your nane as a Contributor to the notice described in
Exhibit A You nmust also duplicate this License in any docunentation
for the Source Code where You describe recipients' rights or ownership
rights relating to Covered Code. You nmay choose to offer, and to
charge a fee for, warranty, support, indemity or liability
obligations to one or nore recipients of Covered Code. However, You
may do so only on Your own behal f, and not on behalf of the Initial
Devel oper or any Contributor. You nust make it absolutely clear than
any such warranty, support, indemity or liability obligation is

of fered by You al one, and You hereby agree to indemify the Initial
Devel oper and every Contributor for any liability incurred by the
Initial Devel oper or such Contributor as a result of warranty,

support, indemity or liability terns You offer.

3.6. Distribution of Executable Versions.

You may distribute Covered Code in Executable formonly if the
requi renents of Section 3.1-3.5 have been net for that Covered Code
and if You include a notice stating that the Source Code version of
the Covered Code is avail able under the terns of this License
including a description of how and where You have fulfilled the
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obligations of Section 3.2. The notice nust be conspi cuously included
in any notice in an Executable version, related docunentation or
collateral in which You describe recipients' rights relating to the
Covered Code. You may distribute the Executable version of Covered
Code or ownership rights under a |license of Your choice, which nay
contain terns different fromthis License, provided that You are in
conpliance with the terns of this License and that the |license for the
Execut abl e version does not attenpt to linmit or alter the recipient's
rights in the Source Code version fromthe rights set forth in this
License. If You distribute the Executable version under a different
Iicense You nmust nake it absolutely clear that any terms which differ
fromthis License are offered by You al one, not by the Initial

Devel oper or any Contributor. You hereby agree to indemify the
Initial Devel oper and every Contributor for any liability incurred by
the Initial Devel oper or such Contributor as a result of any such
terms You offer.

3.7. Larger Wrks.

You rmay create a Larger Work by conbi ning Covered Code with other code
not governed by the ternms of this License and distribute the Larger
Wrk as a single product. In such a case, You nmust nake sure the

requi rements of this License are fulfilled for the Covered Code.

4. Inability to Conply Due to Statute or Regul ation.

If it is inpossible for You to conply with any of the terms of this
License with respect to some or all of the Covered Code due to
statute, judicial order, or regulation then You nust: (a) conply with
the ternms of this License to the naxi num extent possible; and (b)
describe the Iimtations and the code they affect. Such description
must be included in the LEGAL file described in Section 3.4 and nust
be included with all distributions of the Source Code. Except to the
extent prohibited by statute or regulation, such description nust be
sufficiently detailed for a recipient of ordinary skill to be able to
understand it.

5. Application of this License.

This License applies to code to which the Initial Devel oper has
attached the notice in Exhibit A and to rel ated Covered Code.

6. Versions of the License.

6.1. New Versions.

Net scape Conmuni cati ons Corporation ("Netscape") may publish revised
and/ or new versions of the License fromtime to time. Each version
wi Il be given a distinguishing version nunber.

6.2. Effect of New Versions.

Once Covered Code has been published under a particul ar version of the
Li cense, You may always continue to use it under the terms of that
version. You may al so choose to use such Covered Code under the terns
of any subsequent version of the License published by Netscape. No one
ot her than Netscape has the right to nodify the ternms applicable to
Covered Code created under this License.

6.3. Derivative Wrks.

If You create or use a nodified version of this License (which you may
only do in order to apply it to code which is not already Covered Code
governed by this License), You nust (a) rename Your |icense so that
the phrases "Mozilla", "MXILLAPL", "MXPL", "Netscape",

"MPL", "NPL" or any confusingly simlar phrase do not appear in your
|icense (except to note that your license differs fromthis License)
and (b) otherwi se nake it clear that Your version of the |license
contains ternms which differ fromthe Mdzilla Public License and

Net scape Public License. (Filling in the nane of the Initial

Devel oper, Original Code or Contributor in the notice described in
Exhibit A shall not of thenselves be deemed to be nodifications of
this License.)

7. DI SCLAI MER OF WARRANTY.

COVERED CCDE |'S PROVI DED UNDER THI'S LI CENSE ON AN "AS | S" BASI S,
W THOUT WARRANTY OF ANY KIND, EI THER EXPRESSED OR | MPLI ED, | NCLUDI NG,
W THOUT LI M TATI ON, WARRANTI ES THAT THE COVERED CODE | S FREE OF
DEFECTS, MERCHANTABLE, FIT FOR A PARTI CULAR PURPCSE OR NON- I NFRI NG NG
THE ENTIRE RI SK AS TO THE QUALI TY AND PERFORVMANCE OF THE COVERED CCDE
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IS WTH YOU. SHOULD ANY COVERED CODE PROVE DEFECTI VE | N ANY RESPECT,
YOU (NOT THE | NI TI AL DEVELOPER OR ANY OTHER CONTRI BUTOR) ASSUME THE
COST OF ANY NECESSARY SERVI CI NG REPAI R OR CORRECTION. THI S DI SCLAI MER
OF WARRANTY CONSTI TUTES AN ESSENTI AL PART OF THI S LI CENSE. NO USE OF
ANY COVERED CODE |'S AUTHORI ZED HEREUNDER EXCEPT UNDER THI S DI SCLAI MER

8. TERM NATI ON.

8.1. This License and the rights granted hereunder will term nate
automatically if You fail to conply with ternms herein and fail to cure
such breach within 30 days of becom ng aware of the breach. All
sublicenses to the Covered Code which are properly granted shal
survive any termnation of this License. Provisions which, by their
nature, nmust remain in effect beyond the termination of this License
shal | survive

8.2. If You initiate litigation by asserting a patent infringenent

cl ai m (excl udi ng decl atory judgnent actions) against Initial Devel oper
or a Contributor (the Initial Devel oper or Contributor agai nst whom
You file such action is referred to as "Participant”) alleging that:

(a) such Participant's Contributor Version directly or indirectly
infringes any patent, then any and all rights granted by such
Participant to You under Sections 2.1 and/or 2.2 of this License
shal |, upon 60 days notice fromParticipant termi nate prospectively,
unless if within 60 days after receipt of notice You either: (i)
agree in witing to pay Participant a nutually agreeabl e reasonable
royalty for Your past and future use of Modifications nmade by such
Participant, or (1i) withdraw Your litigation claimw th respect to
the Contributor Version against such Participant. |If within 60 days
of notice, a reasonable royalty and paynent arrangenent are not
nmutual |y agreed upon in witing by the parties or the litigation claim
is not withdrawn, the rights granted by Participant to You under
Sections 2.1 and/or 2.2 automatically termnate at the expiration of
the 60 day notice period specified above

(b) any software, hardware, or device, other than such Participant's
Contributor Version, directly or indirectly infringes any patent, then
any rights granted to You by such Participant under Sections 2.1(b)
and 2.2(b) are revoked effective as of the date You first nade, used,
sold, distributed, or had nade, Modifications nade by that

Parti ci pant.

8.3. If You assert a patent infringenment claimagainst Participant
all eging that such Participant's Contributor Version directly or
indirectly infringes any patent where such claimis resolved (such as
by license or settlenent) prior to the initiation of patent
infringement litigation, then the reasonable value of the |icenses
granted by such Participant under Sections 2.1 or 2.2 shall be taken
into account in determining the anmount or value of any paynment or
I'icense.

8.4. In the event of term nation under Sections 8.1 or 8.2 above

all end user license agreenents (excluding distributors and resellers)
whi ch have been validly granted by You or any distributor hereunder
prior to termnation shall survive termnation.

9. LIMTATION OF LIABILITY

UNDER NO Cl RCUMSTANCES AND UNDER NO LEGAL THECORY, WHETHER TORT

(1 NCLUDI NG NEGLI GENCE), CONTRACT, OR OTHERW SE, SHALL YQU, THE I N TI AL
DEVELOPER, ANY OTHER CONTRI BUTOR, OR ANY DI STRI BUTOR OF COVERED CODE
CR ANY SUPPLI ER OF ANY OF SUCH PARTIES, BE LI ABLE TO ANY PERSON FOR
ANY | NDI RECT, SPECI AL, | NClI DENTAL, OR CONSEQUENTI AL DAMVAGES OF ANY
CHARACTER | NCLUDI NG, W THOUT LI M TATI ON, DAMAGES FOR LOSS OF GOODW LL,
WORK STOPPAGE, COWMPUTER FAI LURE OR MALFUNCTI ON, OR ANY AND ALL OTHER
COMMERCI AL DAMAGES OR LOSSES, EVEN | F SUCH PARTY SHALL HAVE BEEN

| NFORVED OF THE POSSI BI LI TY OF SUCH DAMAGES. THI'S LI M TATI ON OF

LI ABI LI TY SHALL NOT APPLY TO LI ABI LI TY FOR DEATH OR PERSONAL | NJURY
RESULTI NG FROM SUCH PARTY' S NEGLI GENCE TO THE EXTENT APPLI CABLE LAW
PROH BI TS SUCH LI M TATI ON. SOMVE JURI SDI CTI ONS DO NOT ALLOW THE
EXCLUSI ON OR LI M TATI ON OF | NCI DENTAL OR CONSEQUENTI AL DAMAGES, SO
THI'S EXCLUSI ON AND LI M TATI ON MAY NOT APPLY TO YQU

10. U. S. GOVERNMENT END USERS

The Covered Code is a "comercial item" as that termis defined in
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48 C.F.R 2.101 (Cct. 1995), consisting of "comercial conputer
software" and "commerci al conputer software docunentation,” as such
terns are used in 48 C.F.R 12.212 (Sept. 1995). Consistent with 48
C.F.R 12.212 and 48 C.F. R 227.7202-1 through 227.7202-4 (June 1995),
all U S. Governnment End Users acquire Covered Code with only those
rights set forth herein.

11. M SCELLANEQUS.

Thi s License represents the conpl ete agreenment concerning subject
matter hereof. If any provision of this License is held to be

unenf orceabl e, such provision shall be reformed only to the extent
necessary to nake it enforceable. This License shall be governed by
California | aw provi sions (except to the extent applicable law, if
any, provides otherw se), excluding its conflict-of-Iaw provisions.
Wth respect to disputes in which at |east one party is a citizen of,
or an entity chartered or registered to do business in the United
States of America, any litigation relating to this License shall be
subject to the jurisdiction of the Federal Courts of the Northern
District of California, with venue lying in Santa C ara County,
California, with the losing party responsible for costs, including
without limtation, court costs and reasonable attorneys' fees and
expenses. The application of the United Nati ons Convention on
Contracts for the International Sale of Goods is expressly excluded.
Any | aw or regul ati on which provides that the | anguage of a contract
shal | be construed against the drafter shall not apply to this

Li cense.

12. RESPONSI BI LI TY FOR CLAI M5.

As between Initial Devel oper and the Contributors, each party is
responsi ble for clains and damages arising, directly or indirectly,
out of its utilization of rights under this License and You agree to
work with Initial Devel oper and Contributors to distribute such
responsi bility on an equitable basis. Nothing herein is intended or
shal | be deened to constitute any admission of liability.

13. MULTI PLE- LI CENSED CCDE.

Initial Devel oper nmay designate portions of the Covered Code as

“"Mul tiple-Licensed". "Muiltiple-Licensed" neans that the Initial

Devel oper permits you to utilize portions of the Covered Code under
Your choice of the NPL or the alternative |licenses, if any, specified
by the Initial Developer in the file described in Exhibit A

EXH BIT A -Mzilla Public License.

" The contents of this file are subject to the Mdzilla Public License
Version 1.1 (the "License"); you may not use this file except in
conpliance with the License. You may obtain a copy of the License at
http://ww. nmozil | a. org/ MPL/

Software distributed under the License is distributed on an "AS | S"

basi s, W THOUT WARRANTY OF ANY KIND, either express or inplied. See the
Li cense for the specific | anguage governing rights and Iimtations
under the License.

The Original Code is

The Initial Devel oper of the Original Code is
Portions created by are Copyright (C __
Al'l Ri ghts Reserved.

Contributor(s):

Alternatively, the contents of this file may be used under the terns

of the _ license (the "[___] License"), in which case the
provisions of [ ] License are applicable instead of those
above. If you wish to allow use of your version of this file only
under the terns of the [____ ] License and not to allow others to use

your version of this file under the MPL, indicate your decision by
deleting the provisions above and replace themwth the notice and
other provisions required by the [___ ] License. |f you do not delete
the provisions above, a recipient may use your version of this file
under either the MPL or the [___] License.”

[NOTE: The text of this Exhibit A nay differ slightly fromthe text of
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the notices in the Source Code files of the Original Code. You should
use the text of this Exhibit A rather than the text found in the
Oiginal Code Source Code for Your Mdifications.]

A.2.7. Slirp license

Redi stribution and use in source and binary forms, with or without

nodi fication, are permtted provided that the follow ng conditions

are net:

1. Redistributions of source code nust retain the above copyright
notice, this list of conditions and the follow ng disclalner.

2. Redistributions in binary form nust reproduce the above copyri ght
notice, this list of conditions and the follow ng disclainmer in the
docurent ati on and/or other naterials provided with the distribution

3. Al advertising naterials mentioning features or use of this software
nmust di splay the foll owi ng acknow edgnent :

Thi s product includes software devel oped by Danny Gaspar ovski

THI'S SOFTWARE |S PROVIDED ""AS | S'' AND ANY EXPRESS OR | MPLI ED WARRANTI ES,
I NCLUDI NG BUT NOT LIMTED TO, THE | MPLI ED WARRANTI ES OF MERCHANTABI LI TY
AND FI TNESS FOR A PARTI CULAR PURPOSE ARE DI SCLAI MED. I N NO EVENT SHALL
DANNY GASPAROVSKI OR CONTRI BUTORS BE LI ABLE FOR ANY DI RECT, | NDI RECT,

I NCl DENTAL, SPECI AL, EXEMPLARY, OR CONSEQUENTI AL DANMAGES (I NCLUDI NG, BUT
NOT LI M TED TO, PROCUREMENT OF SUBSTI TUTE GOODS OR SERVI CES; LOSS OF USE,
DATA, OR PROFITS; OR BUSI NESS | NTERRUPTI ON) HOWEVER CAUSED AND ON ANY
THECRY OF LIABILITY, WHETHER I N CONTRACT, STRICT LIABILITY, OR TORT

(1 NCLUDI NG NEGLI GENCE OR OTHERW SE) ARI SING | N ANY WAY QUT OF THE USE OF
THI' S SOFTWARE, EVEN | F ADVI SED OF THE PCSSI BI LI TY OF SUCH DAMAGE.

A.2.8. liblzf license

Redi stribution and use in source and binary forms, with or wthout nodifica-
tion, are permtted provided that the followi ng conditions are net:

1. Redistributions of source code nust retain the above copyright notice
this list of conditions and the follow ng disclainer.

2. Redistributions in binary form nust reproduce the above copyri ght
notice, this list of conditions and the follow ng disclainmer in the
docunent ati on and/or other materials provided with the distribution.

3. The name of the author nmay not be used to endorse or pronmpte products
derived fromthis software without specific prior witten perm ssion

TH'S SOFTWARE | S PROVI DED BY THE AUTHOR ""AS IS AND ANY EXPRESS OR | MPLI ED
WARRANTI ES, | NCLUDI NG BUT NOT LIM TED TO THE | MPLI ED WARRANTI ES OF MER-
CHANTABI LI TY AND FI TNESS FOR A PARTI CULAR PURPCSE ARE DI SCLAI MED. | N NO
EVENT SHALL THE AUTHOR BE LI ABLE FOR ANY DI RECT, | NDI RECT, | NClI DENTAL, SPE-
Cl AL, EXEMPLARY, OR CONSEQUENTI AL DAMAGES (| NCLUDI NG, BUT NOT LIM TED TO,
PROCUREMENT COF SUBSTI TUTE GOODS OR SERVI CES; LOSS OF USE, DATA, OR PROFITS
OR BUSI NESS | NTERRUPTI ON) HOWEVER CAUSED AND ON ANY THEORY OF LI ABI LI TY,
VWHETHER | N CONTRACT, STRICT LIABILITY, OR TORT (I NCLUDI NG NEGLI GENCE OR OTH-
ERW SE) ARI SING I N ANY WAY QUT OF THE USE OF THI S SOFTWARE, EVEN | F ADVI SED
OF THE PGSSI BI LI TY OF SUCH DAMAGE

A.2.9. GNU General Public License (GPL)

GNU GENERAL PUBLI C LI CENSE
Version 2, June 1991

Copyright (C 1989, 1991 Free Software Foundation, Inc

51 Franklin St, Fifth Floor, Boston, MA 02110-1301 USA
Everyone is pernitted to copy and distribute verbati mcopies
of this license docunent, but changing it is not allowed.

Pr eanbl e

The licenses for npbst software are designed to take away your
freedomto share and change it. By contrast, the GNU General Public
Li cense is intended to guarantee your freedomto share and change free
software--to make sure the software is free for all its users. This
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General Public License applies to nost of the Free Software
Foundation's software and to any other program whose authors comit to
using it. (Sonme other Free Software Foundation software is covered by
the GNU Library General Public License instead.) You can apply it to
your programs, too.

When we speak of free software, we are referring to freedom not
price. Qur Ceneral Public Licenses are designed to nake sure that you
have the freedomto distribute copies of free software (and charge for
this service if you wish), that you receive source code or can get it
if you want it, that you can change the software or use pieces of it
in new free prograns; and that you know you can do these things.

To protect your rights, we need to make restrictions that forbid
anyone to deny you these rights or to ask you to surrender the rights.
These restrictions translate to certain responsibilities for you if you
distribute copies of the software, or if you nodify it.

For exanple, if you distribute copies of such a program whether
gratis or for a fee, you must give the recipients all the rights that
you have. You nust nmake sure that they, too, receive or can get the
source code. And you nust show themthese ternms so they know their
rights.

We protect your rights with two steps: (1) copyright the software, and
(2) offer you this license which gives you |l egal perm ssion to copy,
di stribute and/or nodify the software.

Al so, for each author's protection and ours, we want to nake certain
that everyone understands that there is no warranty for this free
software. If the software is nodified by soneone el se and passed on, we
want its recipients to know that what they have is not the original, so
that any problens introduced by others will not reflect on the original
aut hors' reputations.

Finally, any free programis threatened constantly by software
patents. W wish to avoid the danger that redistributors of a free
programw || individually obtain patent |licenses, in effect making the
program proprietary. To prevent this, we have made it clear that any
patent must be licensed for everyone's free use or not licensed at all

The precise terns and conditions for copying, distribution and
nodi fication foll ow

GNU GENERAL PUBLI C LI CENSE
TERVS AND CONDI TI ONS FOR COPYI NG, DI STRI BUTI ON AND MODI FI CATI ON

0. This License applies to any program or other work which contains
a notice placed by the copyright holder saying it may be distributed
under the terns of this General Public License. The "Progran, bel ow,
refers to any such programor work, and a "work based on the Progrant
neans either the Program or any derivative work under copyright |aw
that is to say, a work containing the Programor a portion of it,
either verbatimor with nodifications and/or translated into another
| anguage. (Hereinafter, translation is included without limtation in
the term"nodification".) Each |licensee is addressed as "you".

Activities other than copying, distribution and nodification are not
covered by this License; they are outside its scope. The act of
running the Programis not restricted, and the output fromthe Program
is covered only if its contents constitute a work based on the
Program (i ndependent of having been made by running the Program

VWhet her that iIs true depends on what the Program does.

1. You may copy and distribute verbatimcopies of the Progranis
source code as you receive it, in any nedium provided that you
conspi cuously and appropriately publish on each copy an appropriate
copyright notice and disclainer of warranty; keep intact all the
notices that refer to this License and to the absence of any warranty;
and give any other recipients of the Programa copy of this License
along with the Program

You may charge a fee for the physical act of transferring a copy, and
you nay at your option offer warranty protection in exchange for a fee

2. You may nodify your copy or copies of the Program or any portion
of it, thus formng a work based on the Program and copy and
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di stribute such nodifications or work under the terns of Section 1
above, provided that you also neet all of these conditions:

a) You must cause the nodified files to carry pronminent notices
stating that you changed the files and the date of any change

b) You must cause any work that you distribute or publish, that in
whole or in part contains or is derived fromthe Program or any
part thereof, to be licensed as a whole at no charge to all third
parties under the terms of this License

c) If the nodified programnormally reads commands interactively
when run, you nust cause it, when started running for such
interactive use in the nost ordinary way, to print or display an
announcerent including an appropriate copyright notice and a
notice that there is no warranty (or else, saying that you provide
a warranty) and that users may redistribute the program under
these conditions, and telling the user how to view a copy of this
Li cense. (Exception: if the Programitself is interactive but
does not normally print such an announcenent, your work based on
the Programis not required to print an announcenent.)

These requirements apply to the nodified work as a whole. |If
identifiable sections of that work are not derived fromthe Program
and can be reasonably considered i ndependent and separate works in

t hensel ves, then this License, and its terns, do not apply to those
sections when you distribute themas separate works. But when you
distribute the sane sections as part of a whole which is a work based
on the Program the distribution of the whole nust be on the terns of
this License, whose pernmissions for other licensees extend to the

entire whole, and thus to each and every part regardl ess of who wote it.

Thus, it is not the intent of this section to claimrights or contest
your rights to work witten entirely by you; rather, the intent is to
exercise the right to control the distribution of derivative or

coll ective works based on the Program

In addition, nmere aggregati on of another work not based on the Program
with the Program (or with a work based on the Program) on a vol une of
a storage or distribution nediumdoes not bring the other work under
the scope of this License

3. You may copy and distribute the Program (or a work based on it
under Section 2) in object code or executable formunder the terns of
Sections 1 and 2 above provided that you also do one of the foll ow ng:

a) Acconpany it with the conplete correspondi ng machi ne-readabl e
source code, which nust be distributed under the terms of Sections
1 and 2 above on a medium customarily used for software interchange

b) Accompany it with a witten offer, valid for at |east three
years, to give any third party, for a charge no nore than your
cost of physically perform ng source distribution, a conplete
machi ne-readabl e copy of the correspondi ng source code, to be

di stributed under the ternms of Sections 1 and 2 above on a medi um
customarily used for software interchange; or,

c) Accompany it with the information you received as to the offer
to distribute corresponding source code. (This alternative is

al l owed only for noncommercial distribution and only if you
received the programin object code or executable formwth such
an offer, in accord with Subsection b above.)

The source code for a work nmeans the preferred formof the work for
maki ng nodi fications to it. For an executable work, conplete source
code neans all the source code for all npdules it contains, plus any
associated interface definition files, plus the scripts used to
control conpilation and installation of the executable. However, as a
speci al exception, the source code distributed need not include
anything that is normally distributed (in either source or binary
form wth the major conponents (conpiler, kernel, and so on) of the
operating systemon which the executable runs, unless that conponent
itself acconpani es the executable.

If distribution of executable or object code is nade by offering
access to copy froma designated place, then offering equival ent
access to copy the source code fromthe sane place counts as

or,
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di stribution of the source code, even though third parties are not
conpel l ed to copy the source along with the object code

4. You may not copy, nodify, sublicense, or distribute the Program
except as expressly provided under this License. Any attenpt
ot herwi se to copy, nodify, sublicense or distribute the Programis
void, and will automatically terminate your rights under this License
However, parties who have received copies, or rights, fromyou under
this License will not have their licenses terninated so | ong as such
parties remain in full conpliance.

5. You are not required to accept this License, since you have not
signed it. However, nothing else grants you pernission to nmodify or
distribute the Programor its derivative works. These actions are
prohibited by law if you do not accept this License. Therefore, by
nodi fying or distributing the Program (or any work based on the
Program, you indicate your acceptance of this License to do so, and
all its terms and conditions for copying, distributing or nodifying
the Program or works based on it.

6. Each tinme you redistribute the Program (or any work based on the
Program, the recipient automatically receives a |license fromthe
original licensor to copy, distribute or nodify the Program subject to
these terns and conditions. You may not inpose any further
restrictions on the recipients' exercise of the rights granted herein.
You are not responsible for enforcing conpliance by third parties to
this License.

7. 1f, as a consequence of a court judgnment or allegation of patent
infringement or for any other reason (not limted to patent issues),
conditions are inposed on you (whether by court order, agreenent or
ot herwi se) that contradict the conditions of this License, they do not
excuse you fromthe conditions of this License. |f you cannot
distribute so as to satisfy simultaneously your obligations under this
Li cense and any other pertinent obligations, then as a consequence you
may not distribute the Programat all. For exanple, if a patent
license would not permit royalty-free redistribution of the Program by
all those who receive copies directly or indirectly through you, then
the only way you could satisfy both it and this License would be to
refrain entirely fromdistribution of the Program

If any portion of this section is held invalid or unenforceabl e under
any particular circunstance, the bal ance of the section is intended to
apply and the section as a whole is intended to apply in other

Cl rcunst ances.

It is not the purpose of this section to induce you to infringe any
patents or other property right clainms or to contest validity of any
such claims; this section has the sole purpose of protecting the
integrity of the free software distribution system which is

impl enented by public license practices. Many peopl e have nade
generous contributions to the wi de range of software distributed

t hrough that systemin reliance on consistent application of that
systeny it is up to the author/donor to decide if he or she is willing
to distribute software through any other system and a |icensee cannot

i mpose that choice

This section is intended to nmake thoroughly clear what is believed to
be a consequence of the rest of this License

8. If the distribution and/or use of the Programis restricted in
certain countries either by patents or by copyrighted interfaces, the
original copyright hol der who places the Program under this License
may add an explicit geographical distribution limtation excluding
those countries, so that distribution is permtted only in or anobng
countries not thus excluded. |In such case, this License incorporates
the limtation as if witten in the body of this License.

9. The Free Software Foundation may publish revised and/or new versions
of the General Public License fromtime to time. Such new versions wl |
be simlar in spirit to the present version, but may differ in detail to
address new probl ens or concerns

Each version is given a distinguishing version nunber. |f the Program
speci fies a version nunber of this License which applies to it and "any
later version", you have the option of following the terns and conditions
either of that version or of any later version published by the Free
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Sof tware Foundation. |f the Program does not specify a version nunber of
this License, you may choose any version ever published by the Free Software
Foundat i on.

10. If you wish to incorporate parts of the Programinto other free
prograns whose distribution conditions are different, wite to the author
to ask for permission. For software which is copyrighted by the Free
Sof tware Foundation, wite to the Free Software Foundati on; we sonetines
nmake exceptions for this. Qur decision will be guided by the two goal s
of preserving the free status of all derivatives of our free software and
of pronoting the sharing and reuse of software generally.

NO WARRANTY

11. BECAUSE THE PROGRAM I S LI CENSED FREE OF CHARGE, THERE | S NO WARRANTY
FOR THE PROGRAM TO THE EXTENT PERM TTED BY APPLI CABLE LAW EXCEPT WHEN
OTHERW SE STATED | N WRI TI NG THE COPYRI GHT HOLDERS AND/ OR OTHER PARTI ES
PROVI DE THE PROGRAM "AS | 'S" W THOUT WARRANTY OF ANY KI ND, ElI THER EXPRESSED
OR I MPLI ED, | NCLUDI NG, BUT NOT LIMTED TO, THE | MPLI ED WARRANTI ES OF
VERCHANTABI LI TY AND FI TNESS FOR A PARTI CULAR PURPCSE. THE ENTI RE RI SK AS
TO THE QUALITY AND PERFORVANCE OF THE PROGRAM I S WTH YOU. SHOULD THE
PROGRAM PROVE DEFECTI VE, YOU ASSUME THE COST OF ALL NECESSARY SERVI Cl NG
REPAI R OR CORRECTI ON.

12. I N NO EVENT UNLESS REQUI RED BY APPLI CABLE LAW OR AGREED TO I N WRI TI NG
W LL ANY COPYRI GHT HOLDER, OR ANY OTHER PARTY WHO MAY MCODI FY AND/ OR
REDI STRI BUTE THE PROGRAM AS PERM TTED ABOVE, BE LI ABLE TO YOU FOR DANMAGES,
I NCLUDI NG ANY GENERAL, SPECI AL, | NCI DENTAL OR CONSEQUENTI AL DAMAGES ARI SI NG
OUT OF THE USE OR I NABI LI TY TO USE THE PROGRAM (| NCLUDI NG BUT NOT LI M TED
TO LOSS OF DATA OR DATA BEI NG RENDERED | NACCURATE OR LOSSES SUSTAI NED BY
YOU OR THI RD PARTIES OR A FAI LURE OF THE PROGRAM TO OPERATE W TH ANY OTHER
PROGRAMS), EVEN | F SUCH HOLDER OR OTHER PARTY HAS BEEN ADVI SED OF THE
PCSSI BI LI TY OF SUCH DAVAGES.

END OF TERVMS AND CONDI Tl ONS
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A

ACPI

APl

APIC

COM

DHCP

GUI

GUID

I/OAPIC

Advanced Configuration and Power Interface, an industry spe-
cification for BIOS and hardware extensions to configure PC
hardware and perform power management. Windows 2000 and
higher as well as Linux 2.4 and higher support ACPI. Windows
can only enable or disable ACPI support at installation time.

Application Programming Interface.

Advanced Programmable Interrupt Controller, a newer version
of the origind PC PIC (programmable interrupt controller).
Most modern CPUs contain an on-chip APIC ("local APIC").
Many systems also contain an I/O APIC (input output APIC) as
a sperate chip which provides more than 16 IRQs. Windows
2000 and higher use a different kernel if they detect an 1/0O
APIC during installation. Therefore an 1/0 APIC must not be re-
moved after installation.

Microsoft Component Object Model, a programming infrastruc-
ture for modular software. COM alows applications to provide
application programming interfaces which can be accessed from
various other programming languages and applications. Virtual-
Box makes use of COM hoth internally and externally to
provide a comprehensive API to 3rd party developers.

Dynamic Host Configuration Protocol. This alows a network-
ing device in a network to acquire its |P address (and other net-
working details) automatically, in order to avoid having to con-
figure all devices in a network with fixed |P addresses. Virtual-
Box has a built-in DHCP server that delivers an IP addresses to
a virtual machine when networking is configured to NAT; see
Section 5.3, “Networking in virtual machines’.

Graphica User Interface. Commonly used as an antonym to a
"command line interface", in the context of VirtuaBox, we
sometimes refer to the main graphical Vi rt ual Box program as
the "GUI", to differentiate it from the VBoxManage interface.

See UUID.

See APIC.
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iSCSI

MAC

NAT

PIC
PXE

RDP

SCS|

Internet SCSI; see Section 5.2.2, “iSCSI servers’.

Media Access Control, a part of an Ethernet network card. A
MAC address is a 6-byte number which identifies a network
card. It is typically written in hexadecima notation where the
bytes are separated as colons, such as00: 17: 3A: 5E: CB: 08.

Network Address Trandation. A technique to share networking
interfaces by which an interface modifies the source and/or tar-
get IP addresses of networking packages according to specific
rules. Commonly employed by routers and firewalls to shield an
internal network from the Internet, VirtualBox can use NAT to
easily share ahost's physical networking hardware with its virtu-
al machines. See Section 5.3, “Networking in virtual machines’.

See APIC.

Preboot Execution Environment, an industry standard for boot-
ing PC systems from remote network locations. It includes DH-
CP for IP configuraiton and TFTP for file transfer. Using UNDI,
a hardware independent driver stack for accessing the network
card from bootstrap code is available.

Remote Desktop Protocol, a protocol developed by Microsoft as
an extension to the ITU T.128 and T.124 video conferencing
protocol. With RDP, a PC system can be controlled from a re-
mote location using a network connection over which data is
transferred in both directions. Typically graphics updates and
audio are sent from the remote machine and keyboard and
mouse input events are sent from the client. VirtualBox contains
an enhanced implementation of the relevant standards called
"VirtualBox RDP" (VRDP), which is largely compatible with
Microsoft's RDP implementation. See Section 6.4, “Remote
Desktop Support (VRDP)” for details.

Small Computer System Interface. An industry standard for data
transfer between devices, especially for storage. See Sec-
tion 5.2.2, “iSCSl servers’.
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UuID

VM

VRDP

XPCOM

A Universally Unique ldentifier -- often also called GUID
(Globally Unique Identifier) -- is a string of numbers and letters
which can be computed dynamically and is guaranteed to be
unique. Generally, it used as a global handle to identify entities.
VirtualBox makes use of UUIDs to identify VMSs, Virtual Disk
Images (VDI files) and other entities.

Virtual Machine -- a virtual computer that VirtuaBox alows
you to run on top of your actual hardware. See Section 1.1,
“Virtualization basics’ for details.

See RDP.

Mozilla Cross Platform Component Object Model, a program-
ming infrastructure developed by the Mozilla browser project
which is similar to Microsoft COM and allows applications to
provide a modular programming interface. VirtualBox makes
use of XPCOM on Linux both internally and externaly to
provide a comprehensive API to third-party developers.
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